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Abstract— Sensor networks deployed in hostile envi-
ronments are subject to various types of attacks. While
multipath routing and en-route authentication schemes
have been proposedto defend packet dropping and in-
jection attacks respectively it is challenging to defend
both at the sametime. The paper addresseshis problem
through an annulus basedauthentication-keyreassignment
schemein multipath routing with en-route authentication.
Our experimental results show that the proposedscheme
achieves better trade-offs in true report delivery, false
report Itering and energy consumption.

I. INTRODUCTION

Sensornetworks,while they can collect crucial data
from nontraditionalervironmentssuch as hostile battle
elds, are subjectto mary security attacks. As the
examplein Fig. 1, datareportsare forwardedthrough
a multi-hop routing pathfrom the sensorghat detectthe
enemytank to the sink node (a soldier). Both sensing
andrelay nodesmay be compromised—- they maydrop
reports(e.g.nodeA) or inject falsereports(e.g.nodeB)
suchthatthe sink may reachsub-optimalor evenwrong
decisionswith severeconsequence#n addition,sensors
are usually powered with batteriesthat are dif cult to
re-chage. Wasting the enegy to route false reports
signi cantly reduceghe lifetime of the network.

Fig. 1.
Security enhancemenschemeshave been proposed
separatelyto defend different types of attacks.More
true reports can be delivered if they are forwarded
along multiple routing paths,which effectively defends

Collectingdatain hostile ervironments.
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packetdroppingalongsomepaths.Thetopologyof those
paths may be braided [1], mesh-based9] or even
broadcastingbased[12]. En-routefalse report Itering
schemeq11], [15], [10] were designedto reject false
reportsasearly aspossiblein routing, which minimizes
the enegy wastedto route the falsereports.

However it is still challengingto defendboth attacks
simultaneouslyOur obsenration is that with multipath
routing, false reportsat a relay node may be forwarded
to multiple next hop nodes. While existing en-route
Itering schemesmay be adopted,unlessthesereports
are detectedand droppedalong all paths,it is possible
that somecopiescanstill reachthe sink wastinga large
amountof the routingenegy. To effectively defendboth
types,we proposedan annulusbasedkey re-assignment
schemewith following contributions.

We identify securityproblemsin multipathrouting:
(i) copiesof false reportsmay be delivered; (i) a
new attackwhich intentionally attachesone wrong
MAC, may resultin wastingmorerouting enegy.
We proposean annulusregion basedauthentication
reassignmenschemefor more reliable report de-
livery. Basedon a recentgroup rekeying scheme
PCGR [14], we introduce a novel accesscontrol
mechanisnto achieze dynamicre-assignment.
We simulate and evaluate the proposedscheme.
Our experimental results shov that the proposed
schemeachieves better trade-ofs in true reports
delivery, earlyfalsereports ltering, andlow enegy
consumptiornper deliveredreport.

The remainderof the paperis organizedas follows.
Sectionll discusseshe relatedwork. Sectionlll de nes
the problemandelaborateglifferenttypesof attacksthat
we areto defend.Our algorithmis discussedn Section
IV with experimentalevaluationpresentedn SectionV.
Finally, SectionVI concludeshe paper



[I. RELATED WORK
A. Padket dropping and multipath routing

With the focuson routing, Karlof et al. [4] identi ed
a variety of security attacksincluding packetdropping
attackin whichacompromisedodeselectvely forwards
its receved packets,or createsa sinkhole by luring all
trafc aroundand then dropsthe packets.[4] suggests
to counter packet dropping through multipath routing
[1] wheremultiple node-disjointor link-disjoint routing
pathsare setup to route datareports.

Ganesanet al. proposedbraided link-disjoint mul-
tipath [1] which has one primary path and several
alternatve paths that are braided around the primary
one. Other schemed3] have also beendeveloped.The
studyin [1], [9] showved that link-disjoint schemesare
enegy efcient andcancountermostindividual failures
in sensornetworks. Similar robustnessfrom redundant
routing canalsobe achiezed from the gradientbroadcast
schemd12] in which packetsareforwardedto agradient
thatis de ned by a costfunction. In this paperwe adopt
link-disjoint multipaths.

Fig. 2. Merging samecopiessaves the enegy while maintaining
similar delivery rate. ) ) ]
When a relay node receives multiple copies of the

samereport,it caneitherforward or suppresghe same
copy Fig. 2 plots the enegy consumptionand the
delivery rateunderdifferentlink failure rates.As we can
see suppressingluplicatecopiesmaintainssimilar report
delivery rateswhile consumingsigni cant less enegy.
For this reasonwe maintaina four-entry cacheon each
nodeto remove duplicatecopiesif foundin cache.

B. En-routefalsereport Itering

En-route false report ltering schemeshave been
recently developedto defendfalse reportsinjected by
compromisechodes.Ye. et al. proposeda statisticalen-
route authenticatioralgorithm. Zhu et al. [15] proposed
an interleaved hop-by-hopauthenticatiorscheme.Yang
et al. proposedto incorporatelocation information to
achieve betterresilience[10].

The following brie y reviews SEF[11] which moti-
vatesour design.Before nodedeploymenta global key
list is determinedandthendivided to several partitions.
A sensomodeis randomlyassignedo one partitionand
loadedwith a subsebf keysin thatpartition. To endorse
asenseeading,eachsensinghodealsogeneratea MAC
using its authenticationkey. From receved readings
and MACs, an aggr@ation node constructsa report
and forwardsit to the sink. A relay node, if it shares
a key for generatingone of these MACSs, can verify
whetherthe report has beentamperedwith. The report
is forwarded further if the veri cation succeedsand
droppedotherwise.

C. Secue information exchangeand key management

Key managemenschemeshave been proposedfor
secure information exchange in the sensor network.
Perrig et al. [8] proposed niTELSA to authenticate
information transferredfrom the sink. [5] proposeda
generalframeavork to setuppairwisekeys betweentwo
sensornodes.Pairwise keys can be usedto encryptor
authenticateexchangednformation.

Zhang et al. [14] proposedto periodically update
authenticatiorkeys and exclude the compromisechodes
from updatingthe keys. A nodedistributesa polynomial
function to the neighborsand dynamically generatesa
newv key by collecting sharesfrom its neighbors.Our
schemeis developedbasedon [14]. The differencebe-
tweentheir schemeandoursis thatin theirschemenodes
are statically groupedand only the key contentgets
updatedafterdeploymentTheaccessontrolmechanism
proposedn our algorithmenableausto e xibly regroup
nodesafter deploymentand updatekeys accordingly

1.
A. Networkmodel

PROBLEM STATEMENT

In this paperwe considersensornetworksdeployed
in hostile ervironments.Such a network consistsof a
trustworthy sink node and a large number of battery
poweredunattendedsensomodes.

The deployednodesmonitor events of interestsand
sendthe datareportsbackto the sink. We assumethat
an interestingevent is detectedby multiple surrounding
nodesandthe majority of themaretrustworthy Readings
are rst aggrgatedto data reports by some selected
cluster headnodes[13] and then forwardedalong the
routing path to the sink. We adopt a multi-hop link-
disjoint braidedmultipath routing scheme1].

We assumesensornodes are quasi-stationaryafter
deploymentwhoselocationsmay changewithin a small



Fig. 3. Falsereportsmay be deliveredin CEE I B
multipath routing.

Fig. 4. Degradedfalsereport Itering.

range.As shawn laterthelocationinaccurag is tolerable
in our scheme.On the other hand, the sink may move
aroundfor better e xibility andsecurity i.e. the solider
not capturedby the enemy

B. Attadk model

We assumethat an unattendedsensornode may be
compromisedwith its stored secure information ex-
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Fig. 5. Truereportscanbe dropped.

case the constructedeportcontainsa wrong MAC but
not known to the aggreation node resultingin a high
possibility of being droppedin the middle of routing. It
is alwaysdroppedat the sink evenif it is received. This
is a complementanattackto A2 which constructsa false
reportwith wrong reportcontent.

The false MAC injection attackcan also happenat a
compromisedelay nodewhich arbitrarily modi es some

tracted We furtherassumehatthe securityenhancement bits of the Bloom Iter (or MACs) but not the content.

schemegthe new algorithmandothers)arewell-known.

We areto defendthreetypesof attacks.

Al: Report dropping attack. A compromisechode
may selectvely forward some or completely drop all
of its receved reports. There are two types — (i) a
compromisedrelay node drops its receved packets;
(i) a compromiseddata aggregation node refusesto
generatea report even if it receves multiple sensing
readings.We further assumethat compromisednodes
can eventually be determinedby neighboringwatchdog
nodes[7]. However it may not be donetimely due to
the signal con icting, sensingrange limitation, or the
compromiseof the watchdognodes(discussedn [7]).

A2: False data injection attack. A compromised
node may selectvely inject false reports.When an en-
routeauthenticatiorschemg11], [10], [14] is adopteda
datareportis attachedwith multiple MACs. The adwer
sary can generateconsistentMACs for the false report
dependingon if it hasthe correspondingauthentication
keys. For example, with one compromisednode and
its authenticationkey, the adwersary can generateone
consistentMAC but have to guessother MACs.

A3: False MAC injection attack. Thisis a new type
of attackthat we developin this papey targeting at de-
featingen-routeauthenticationSincea dataaggreation
nodehaslimited authenticatiorkeys (usuallythe sameas
other nodes),it cannotverify the MAC generatedrom
a sensingnode. Insteadthe receved MACs are blindly
used. A compromisedsensingnode thus can sendin
the correctsensingreadingbut a wrong MAC. In this

The attackis worsethaneither packetdroppingor false
datainjectionsinceit notonly blocksthe delivery of true
reportsbut also wastesthe routing enegy.

C. Problemdescription

While schemedave beenproposedo defendAl and
A2 attacks,they are developedindependentlyOn the
other hand, we cannotrestrict attack typesin a more
realisticernvironment.In this sectionwe studyif simply
combining developed schemescan effectively defend
A1-A3 attackssimultaneously

a) Problem1: falsereportsare delivered in multi-
path routing: Fig. 3 illustrateswhy a false reportfrom
nodenl canreachthe sink noden5 in multipathrouting.
Two keys (k1 and k2) are usedfor discussionpurpose
while the resultsshovn next areevaluatedwith the same
settingasthatin [11].

We assumenodenl (with k1) is compromisedsuch
that a consistentMAC,, can be generatedor the false
content.When routing this false reportin the network,
nodeswith k2 (i.e. n2 and n7) can detectand discard
it. However due to the path n6-n3-n4-n5on which
no node has k2, the false report will be delivered to
the sink without en-routedetection.To investigatewhy
SEF losesits statisticaleffectivenessin multipath routing
we further study the routing behaior in more detail.
There are multiple copiesfor the samereport. These
copiesare generatedle.g. at n1 and n4), and meged
(at n3) at differenttimes. The latter is dueto the reason
in Sectionll (using a small cacheof 4 entriesat each




node).As we can see,droppingthis report at node n2
only savesthe routing enegy on partial path n2-n8-n9
Node n4 still forwards the report regardlessof the
detection/droppingat node n2. This is oppositeto the
casein single pathwheredroppinga falsereportat one
nodestopsits forwardingin the future path.

Fig. 4 compareghe effectivenessof en-routeauthen-
tication with single path and multipath routing. The
experimentalsettingis in SectionV. Fig. 4 shawvs theac-
cumulatedpercentagef falsereportsdroppedregarding
the numberof hopsthey travel in the network.In single
path routing we see effective defenseof detectingand
droppingall falsereports.However in multipathrouting,
around28% and 43% falsereportsare deliveredif zero
andonekey arecompromisedespectiely. With zerokey
compromisednone of the attachedVIACs is consistent
with the false content.

Since duplicatecopiesof a report are generatedand
meigedat differenttimes,differentcopiestravel different
numberof hops.A more accurateevaluationof wasted
enegy is to count how mary wireless data transfers
(de ned asonereportreceve/sendat a node)arewasted
for routing thesefalse reports. Without authentication
protection,around70K transfersarewastedto route 100
falsereportsin multipathsetting(the settingis in Section
V). With SEFauthentication30K and22K transfersare
saved with zeroand one compromisedkey respectiely,
i.e. 57% and 68% are still wasted.This indicatesthat
SEF shouldbe enhancedn multipathrouting.

b) Problem 2: true reports are discaded due to
falseMACs: To evaluateattacktype A3, we assumehat
a compromiseddataaggregation nodetamperswith one
or two receved MA Csandincludesthemin constructing
Bloom Iter bit vector Fig. 5 shows the percentageof
packetsthat are droppedat differenttimes (with single
pathrouting). The point (x=20,y=60)indicatesthat 60%
of thesepacketsare droppedwithin 20 hops.With one
and two introducedfalse MACs respectiely, 93% and
99% of the packetsare droppedand on averagethey
travel 16 and 10 hopsbeforebeingdropped.Sincethese
reportscannotbe acceptedy the sink anyway, the large
numberof traveled hopsindicatesmore wastedrouting
enegy thanthatfrom A2.

If it is a sensingnodethatinjectsthe falseMACs, the
dataaggrgation nodemay not selectthesefalse MACs
andthus sometrue reportsmay be delivered.

D. Designgoals

To summarize pur designgoal is to defendall three
types of attacks (A1/A2/A3) in a multipath routing

sensornetwork with en-routeauthentication We strive
to achieve bettertrade offs amongtrue report delivery,
early falsereports ltering, andenegy control.

IV. OUR ALGORITHM
A. Algorithm overviav

Our algorithmis divided into following phases.

Phasel: Networkinitialization.

Phase?2: Settingup the routing paths and selecting
multiple data aggregation nodes.

Phase3: Endorsingthe report.

Phase4: En-route MAC authentication.

Phaseb: Region-basedgroup key reassignment.

Phase6: Sinkveri cation.

B. Algorithm description

Network initialization. Beforedeploymentachsensor
node is loadedwith a unique ID. It also gets secure
keys for mTESLA [8] (which is to authenticatethe
control packagefrom the sink). Within a shortand non-
compromisedime intenal after the deploymentsensor
nodesexchangeinformationwith their neighborsandset
up pairwisekeys for securingthe future communication
betweeneachnode pair. This assumptioris reasonable
asshawn in [14].

For security purposes,the authenticationkeys need
updateafter the network initialization. So we use a t-
degree g-polynomial function g(x) to do the key re-
generationFirstly, all sensomodesare loadedwith the
samefunction g(x) and a randomfunction fiangom. In
order to protect g(x) from compromising,each node
u randomly picks a bivariate e-polynomialey(x;y) and
distributesthe shareey(x; ;) to its n neighborg(i=0,..,n-
1), i.e.v; is a neighbornodeid. Nodeu keeps

g4%) = g(x) + eu(x; )

but removesg(x) andey(x;y) afterinitialization. After re-
ceiving the key re-generatiomoticefrom the sink node,
eachnodeasksits neighbourdor the sharegy(c;v;), and
then re-constructthe function ey(c;y). As it keepsthe
function g{x), it cancalculateg(c) by

a(c) = g¥c)

which is its new key.

The theoreticaldiscussionof generatinga group key
from g() is in [14]. Thedifferencehereis, [14] assighsa
differentg;(x) for nodesin eachstaticallydecidedgroup
i andlackstheability to changegroupsafterdeployment.
However in our algorithm,while thesameg() is assigned
to all nodes,we designan accesscontrol mechanism

eu(c; u)



to dynamically regroup these nodesand securelyre-
generateauthenticatiorkeys.

Eachnodealsoneeddo estimatsts locationaccording
to securelocalization algorithms[6] and distributesits
coordinateflocyy; locuy] to its neighborsthat receve e,
shares.The relationshipis then x ed after initialization
(we will use redundantsharesto tolerate more node
compromisingin future work). While a sensormay
slightly changeits place,the locationis not re-estimated
— ourexperimentakesultsshav thatreasonabléocation
errorswork sufciently well.

Event sensingdataaggr@ation andreportrouting.
Before discussingkey reassignmentet us rst discuss
the routing and en-routeauthenticatiorbehaior.

As shavnin SEF[11], eachinterestingeventis sensed
by a certain numberof surroundingsensornodes.We
distinguishtwo cases.

Most reportsaretransferredunderthe normal case,
i.e. sensorshave been refreshedwith new keys,
multiple routing pathshave beensetup, multiple ag-
gregation nodes(ANs, determinedusing clustering
algorithm [13]) have beenselectedand adwertised.
Reportsare then routed along these pathsto the
sink. We will focuson the normalcase.

If an event is detectedin a region with expired
or non-trustworthyauthenticatiorkeys, the sensing
node generateshe MAC usingits privatekey (i.e.
only known to the sink). The readingtogetherwith
its MAC aresentbackthroughmulti-hop multi-path
routing without en-routeauthentication.

This caseexistsfor ashortperiodof time andthusis
not anissue.While falsereportsmay not be timely
detected(no en-routeauthentication) somecopies
of the reportcanstill be receved due to multipath
routing. Authenticationkeys canthengetrefreshed
in anon-demandashionafter the sink is wakenup
and sendsout a control packet.

A sensomodealarmsthe sinkif it staysin this state
for a long time, i.e. forwardedmary suchreports
but did not get a control packet.

An aggrg@ationnode (AN) generates datareportof
the formatthe sameasthatin SEF[11].

f Contert; [k1;:::; k5]; BloomFilterVedor[]g

i.e. the report containsthe content,a key list, and a
Bloom lter generatedrom correspondingMACs.
Datareportendorsemenand authenticationWhile a
group of authenticatiorkeys may be active at ary time,
each non-compromisechode, including the AN node,

only keepsoneat most. Therefore,an AN cannotverify

all of its receved MACs. To effectively defendattack
A3, we determinemultiple ANs and each AN selects
a subsetof its receved MACs, reducingthe possibility
thatthe wrong MAC is selected.

We then study its effectivenessin more detail. As-
suming there are ¢ AN nodes,and eachreceves ml
MACs from which m2 MACs are selected Assumeone
sensingnode sendsback a false MAC. Unlessall ¢
AN nodesselectthis wrong MAC, a correctpacketcan
be constructecand delivered.Without consideringother
attacks,the probability of packetlossis

mL1 C

m2 ©
Probpace 1oss= % = ml 1)
m2

For example, when c=3, m1= 10, m2=5, 87.5% of
true reports are delivered while without multiple ANs
andrandomselection,only 7% are delivered(Fig. 5).

When these reports are forwarded along multiple
paths,it is possiblethat a relay node receves multiple
copiesof the samereportbut with differentBloom lIters.
Supposea relay nodereceies

fC;[k1;k2;k3];BV1g and fC;[k3;k4;k5]; BV2g;

i.e. the samecontentC but two differentBloom Iters
BV1 andBV2 usingkeys k1,k2,k3andk3,k4,k5respec-
tively. If the secondone is receved before the node
forwardsthe rst one,they are memgedinto

f C; [k1; k2; k3]; BV1; [k3; k4; k5]; BV2g

If the secondoneis receied afterthe rst onehasbeen
forwarded, the relay node checksthe packetin its 4-
entrycachei|f it is notthere,the packetis sentnormally;
otherwiseif found and with different lter vector the
relay nodesendsout the key list and the different lter
vector The contentis omitted sincethe original scheme
(sectionll) will not sendit again.The packetis

f Messaged; [k3; k4; k5]; BV2g:

If arelay noderecevessucha packetbut couldnt nd
the correspondingnessaged in its cache the packetis
droppedimmediately We includedtheseextra packets
in the experiments.

If arelaynodehask3, it canverify bothBV 1 andBV2;
if it hask4, it canverify BV2 only. The reportis not
forwardedif all Iter vectorsarebad— theinconsistent
MACs are droppedimmediately while the contentis
saved in the cache.This is to defendfalse MAC attack
as it may be combinedwith a later Bloom Iter -only
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Fig. 6. Thedynamicregion basedkey reassignmenalgorithm.

packet.At thattime, the sared contentand MAC report
can be re-combinedand get forwarded. The contentis
droppedif it is kicked out the cache.

Dynamic authenticatiorkey reassignment. Our

annulus-basedynamicauthenticatiorkey reassignment
schemehasfollowing steps.
S1. The sink broadcaststhe key reassignmentontrol

padet before normal data transfers.To ensurethe

security the key reassignmentanonly be initiated

by the sink. The packetcontainsthe information

asshown in Fig. 6 anditself is authenticatedising

MTELSA [8].

The packetis designedto update authentication
keys for sensornodeswithin the rectangleregion

de ned by f[x1,y1], [x0,yl+h]g. Thesenodesare
divided into sensingnodesand relay nodeswith

keys updateddifferently As shawvn next, the sink

decidesapercentagéivision p while asensowu and

its neighborsusethe samepre-distrituted frandgom()

andu's identity to determineu's role in this round.

A compromisedsensornode cannotfake its role

sinceits neighborsdetermineits role independently
(more detailsarein stepS2 and S3). On the other
hand, the role of a sensorcan changeif a new

control packageis used.

The control packet de nes a hypothetic center
[X0;y0] from which all sensornodes can only

roughly know wherethe sink resides.It is secure
sincethereallocationis hidden,which is important
in a hostile ervironment.

In addition to sendingthe control packet,the sink

generatesand savzes K new authenticationkeys

using the predeterminecpolynomialg(x) (0 i

K 1)

NewKey; = g(noncet i):

That is, the nonceis usedas a one time initial
value for generatingthe new keys. A simple way
to maintainthe nonceis to initiate it to be zeroand

S2.

update(nonce+=K)every time a control packetis
sent. The new keys are of indicesfrom 0 to K-1.
The control packetis broadcastedo all nodesin
the region. Eachnode performs mMTELSA protocol
[8] to verify thatthe control packetis authenticand
hasnot beentamperedwith.
Reassigninghe samekey to relay nodeswithin an
annulus.Thereassignmernis alwaysperformedcol-
laboratvely betweenthe nodeu (who is to update
its key) and its neighboringnodes(who help the
update).Thatis (hereMAX is the maximalpossible
value that the randomfunction can generate),
if (ubist)
if (xL locx xO)and(yl locy yl+ h))
if (frandgm(noncer u)=MAX <= p)
dist=" (locux x0)?+ (locyy Yy0)?
Ind= frandom(ddist=awe) mod K

If u is not an identied compromisednode, both
nodeu andits neighborsdecideif u is in theregion
de ned by f[x1,y1], [x0,y1+h]g. Thenthey decide
if nodeu shouldbe a relay nodein this round.This
is done by comparingthe percentageparameterp
and a randomly generatedvalue using (nonce+u)
asthe seedto the randomfunction. The nodeis a
relay nodeif the value is within [0; p]. Next the
index of the new authenticationkey is decided.
Note: Both u and its neighborsreach the same
decisionindependentlyafter initialization. That is,
neighborscalculateu's role suchthatu cannotfool
themregardingif u shouldupdatethe key, if u is a
relay node,andthe index of the new authentication
key thatu is to get.

By computing ddist=awe we effectively de ne an
annulussuchthat all relay nodesin this annulus
would have the sameindex asshown in Fig. 6.
Eachof u's neighboringnodesv; (0 i n 1),if
it recevesane, sharein theinitialization, computes
ey(noncet Ind;v;) andsendit backto u. Regarding



eachcontrolpacketreceved from thesink, only one
suchshareis sentbackto generatenekey (the key
with index Ind) in this round.

After collecting all g,(noncet Ind;v;) sharesfrom
the neighbors,nodeu reconstructdhe polynomial
ey(noncet Ind;y) and computeits new authentica-
tion key asfollows. Note only y is the variablefor
polynomialandthusonly onekey canbe generated
after constructingthis polynomial.

XKey = g{noncet Ind) e,(nonce+ Ind;u):

Since g(nonce+ Ind) = ¢gq{nonce+ Ind)
ey(noncet Ind;u), the newly updatedkey XKey is
the Ind-th key in the new group.

XKey = g(noncet Ind) = NewKeyng

S3. Randomkey reassignmentor sensingnodes. If
a nodeis a sensingnode, the new key index is

assigned-andomly

if (uhig)
if (x1) locy< xO)and(yl locy yl+ h))
i f(frandom(nonce+ u)=MAX > p)
Ind= frangom(d(locux x0) (locyy y0)e) modK

Sensingnodes are with new authenticationkeys
randomlywithout consideringhe annulusasabore.
This ensurethe generationof sufcient different
MACs for an event in the eld. The updatestep
is performedamong neighboringnodessimilar as
above.

The mobile sink andsink authentication. Since the
sink knows all thekeys, theintegrity of the packetcanbe
veri ed after receving the deliveredreport ([11], [15]).
If a mobile sink moves out of the region de ned in
the control packet,it cansenda new packetto refresh
thosewho do not have new keys. If the samenonceand
K are used,the generatedkeys on thesenodeswill be
consistenwith thosein the old region.

C. Defendingvarious attacks

Eachnodegetsonly onekey in eachround.With the
samepolynomial g(x) distributedin the network,a con-
cernarises,thatis, if every nodecangenerateary new
authenticationkey in a new round. This is impossible
sinceeachnodeonly have g'(x) and can collect shares
to calculateey(noncet Ind;y). Note nonce and Ind
are constantsso that the nodeu cannotregenerateg(x)
but only have the ability to computeone authentication
key accordingto its role. It is discussedn stepS2.
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Fig. 7. Eachnodegetsonly onekey in eachround.

The securitydependsn the receving of sharesrom
its neighborsUnlessit caneitherbreaktheseneighbors
or fool them, the node cannotgeneratean arbitrary key
as it wishes.The former is hard since with sufcient
distribution (n=20), it is hardto compromiseall of them.
Thelatteris hardsincethe control packetis sentfrom the
sink andauthenticatedthe location of u is adwertisedin
the trustedinitialization phase.The neighborsmakethe
decisionby themseles.For examplein Fig. 7, u2 isin an
annulusto get K3. If u2 asksfor sharesfor generating
KO, its neighborswon't reply such requests.Actually
only sharedor generatingK3 canbe collectedby u2 in
this round. In addition, by compromisingsomebut not
all neighborsanadwersarycannotextractg() either The
protocolis secureandonly onekey is received per node
in eachround.

Role switching attack. Since nodes are divided to
sensingand relay nodesin eachround, a concernmay
arise — if adwersariescan bene t from switching the
role of a compromisednode u. As in step S2 and
S3, after the initialization, u's neighborsdetermineits
role independentlyand sendback sharesfor generating
the correspondingkey. u cannot even get sharesfor
generatingthe key accordingto anotherrole. On the
other hand, a relay node may still possibleto generate
a sensingreadingor even a reportafter collecting some
MACs. While en-routenodesmay not detectit, the sink
has sufcient information (nonce,u's id, and function
f()) to checkif the sendershould be a sensingor an
aggreation nodein this round, and identify this attack
immediatelyafter receving onesuchreport.

Previous discussedittacksare defendedSincemulti-
path routing is used, dropping nodesfrom one com-
promisednode (A1) doesnot terminatethe delivery of
true reports. With random MAC selectionat multiple
dataaggreation nodes,a false MAC or a false Bloom
Iter (A3) may not block the generationand delivery
of true reportsunlessall dataaggre@ation nodesselect




the false MAC. It is further defendedby independent of the region with about 100 routing hopsin between.

veri cation anddroppingof Bloom lters atrelaynodes.
Falsedatareportattack(A2) is defendedy region based
key reassignmeniWe assignthe width to be large than
the detectionrange of a sensornode. Considerthree
consecutie annulusR1, R2 and R3, no matter which
path a packetis to take, a node within R2 must be
selectedfor packetssentfrom R1 to R3. This enforces
the veri cation of correspondingMACs using the key
in R2. The authenticationstrength accumulatesfrom
consecutie annulusthat a packettravels to the sink.

D. Limitations

While our algorithm defendsa broaderrange of at-
tacks, it has some limitations. First the schemehas
several threshold parameterssimilar as thosein [11],
[14]. The network loses the security protectionif all
group keys in one round are compromisedIn addition
eachnodedistributesey(x;y)) to n neighbors.If all of
them are compromisedhenthe adwersarycan construct
the g(x) function and retrieve all old and newv keys.
They may be counteredwith more frequentkey update
togetherwith schemedo isolatethem [7]. We can also
selecta bivariate e-polynomialwith larger degree and
with redundandistribution amongneighbors.

Secondwe divide sensomodesinto sensingandrelay
nodes.This is not a problemfor denselydeployednet-
work. However with limited numberof nodessensingor
routing functionsmay be affectedif evenly partitioned.
It is possibleto enhancethe control packetadaptvely
suchthat we allocatemore nodesaroundthe eventsfor
sensingwhile more nodesbetweenthe stimulusandthe
sink for routing.

Third anadwersarymay isolatea groupof nodesfrom
key updating.While he cannotextract the key, a victim
node without the currentkey dropsits recevved reports
as the authenticationwill fail. There are two ways to
alleviate suchdropping. The sink can periodically fresh
the region with the current control information and a
node stops dropping packetsor even participating in
routing if it doesnot receve such packetfor a while.
Another way is to deploy somenewv nodesto replace
isolatedonesasin [14].

V. PERFORMANCE EVALUATION
A. Settings

We have implementedour algorithm by simulating
1000 sensornodesdeployedin a 1600 40 m? region.
The detectionrange of eachnode is 20m. The aggre-
gation nodesand the sink are set at two oppositeends

Thereare 20 keys generatedn eachround. Eachreport
is attachedwith 5 MACSs. In our algorithm, we use 3
data aggreyation nodesand eachrelay node forwards
packetsto three next hopsnodesfor multipath routing.
Each aggregation node receves 10 MACs for each
event. Similar to thatin [11], it takes16.25/12.%] to
transmit/receie a byte [11]. We ignorethe computation
enegy costsinceit is usuallysmallcomparingo routing
enegy consumption11], [4].

B. Falsereports Itering and annuluswidth

We rst study the effectivenessof our algorithm in
defendinginjected false reportsby varying the annulus
width. Since relay nodesin one annulusare assigned
with the sameauthenticatiorkey, the annuluswidth is
animportantparameteto decide Intuitively, if thewidth
is smaller than the detectionrange of a node, some
annulusmay be skippedand thus we lose the desired
authenticatiorfrom nodesin thoseannulus.
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Fig. 8. Early detectionof false datareports.

[ Annuluswidth | # of hops |
1/4 DetectionRange 27.8
1/2 DetectionRange 14.2
DetectionRange 7.2
2 DetectionRange 6.8
4  DetectionRange 20.6
Random(i.e. SEF) 30.2

Fig. 9. Averagenumberof hopsthat false datareportstravel.

The results are shovn in Fig. 8. We assumeone
authenticatiorkey is compromised.The random case
indicatesthat keys are reassignedandomlywithout us-
ing our annulusbasedalgorithm,i.e. the SEF approach.
From the gure, randomkey assignmentannoteffec-
tively Iter falsereportsin multipathrouting— around
41%falsepacketsaredelivered.With annulusbasedkey
assignmentwe drop 100% false packetsin mostcases.
If thewidth is too large (four timesthe detectionrange),



thereare not enoughnumberof annuluson the routing
pathandthuslack the full coverageof all authentication
keys. False packetswith missingkeys may be delivered.
The best Itering resultsare achieved whenthe annulus
width rangesfrom one to two times of the detection
range.Almost all false reportsare droppedwithin ten
hopswith averagesr.2 hopsand 6.8 hopsrespectiely.
Whenthe width shrinks,the annulusskipping effect (as
describedabove) happensandthusfalsereportcantravel
morehopsbeforecompletelydropped For examplefalse
reportstravel on average27.8hopswhenthewidth is 1/4
of the detectionrange(Fig. 9). The resultsalso suggest
that small location errors can be toleratedif annulus
width is assignedo be two timesof the detectionrange.

C. True reportsdelivery

Next we study the delivery of true reportsunderthe
falseMAC injectionattack.As we discussedve defendit
usingmultiple dataaggrgationnodesandrandomMAC
selection We assumesachaggr@ationdatarecevesten
differenceMACs of which someare false MACs.

—#— One Compromised Cluster Head|
% —E— 3 MACs per packet
—O— 4 MACs per packet
—=f— 5 MACs per packet

True Report Delivery Rate
@
8

(] 1 2 3 4 5 g b
False MACs

Fig. 10. Theimpactof attachedVACs.

Fig. 10 plots the percentagef recevved reportswhen
different number of sensingnodessend false MACs.
Whenthereis one suchnode,we receve 97% and 88%
of the reports while without our algorithm, only 7%
can be receved (Fig. 5). As more sensingnodesare
compromisedmoretruereportsaredroppedaccordingly
It is moreresilientif eachpacketcontainsfewer number
of MACs, which reduceshe probability that the wrong
MAC is selected.

If two different MACs basedon the samekey are
receved by an aggr@ation node, then at least one is
a false MAC. In this caseboth MACs are includedin
a separateeportto the sink for the identi cation of the
compromisednode, which terminatesits future attack.
On the other hand, a compromiseddata aggrgation
node can arbitrarily tamper with its receved MACs.
However it cannotprevent otheraggregationnodesfrom
receving correctMACs. SinceBloom lters areveri ed

independentlyAs a result100 % of reportsarereceved
while those injected false MACs are droppedin the
network Fig. 10.

D. Multipath routing and report delivery

Sincemultipathrouting is designedo toleratevarious
types of failuresin the network, we then evaluatethe
report delivery under two types similar to the onesin
[12]: (i) eachnodehasa uniform probability to fail (Fig.
11); (ii) eachlink hasa uniform probability to fail (Fig.
12). From the gures our algorithm achieves consistent
reportdeliveryin differentfault models.For example,for
failure ratessmallerthan20%, falsereports,true reports
with correct MACs, and true reportswith one wrong
MAC are droppedor receved with sameratesas that
thereis no fault.

We then evaluate the malicious report dropping at
compromisednodesin the network. Thesenodesdrop
some or all its receved packets.We evaluate with
the failure model that has 20% uniform link failure
probability FromFig. 13 we seethatthesecompromised
nodeshave little impacton reportdelivery regardingall
threetypesof datareportswe evaluatein the paper

E. Authenticationkey updateoverhead

Till now the resultsarecomparedwithout considering
network initialization and key re-assignmentverhead.
Herewe discusgheseextra costswhich the original SEF
doesnot have.

To updateauthenticationkeys, eachsensornode re-
ceivesa broadcastedontrol packetfrom the sink andn
(=20) ey(x;y) sharedrom its neighbors— eachshareis
8 bytes[14] while the control packetis of 24 bytes.Thus
thereare 184 bytestransferrecandreceved for updating
the key on one node. In our experimentswe employ
passve key updatewhich, insteadof updatingthe key
right after receving the control packet,a node asksfor
the sharesonly if it is involved eitheras a sensingnode
or arelay node.A 2-byteshortrequestpacketis sentto
neighborsfor updating.

Thenetworkinitialization overheads a onetime cost.
Eachnodebroadcastsharesto its neighbors.This cost
is aboutthe sameasthat to updatekeys of all nodesin
oneround.

The sum of thesecostsis approximatelythe sameas
the costto route 10 extra datareports.It is amortizedby
continuousreporttransfersin oneround.

F. Ovenll evaluation

Thelastexperimentis to studythe effectivenesof our
algorithmin a hostileervironmentwith all threetypesof
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attacksAl, A2 and A3 (Fig. 14). We considerall costs
of our schemancludingtheinitialization andkey update
costs.
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Fig. 14. Enegy consumptionper ac-
ceptedtrue report.

We assumeonly oneauthenticatiorkey compromised.
Thereare one compromisedsensingnode,one compro-
mised data aggr@ation node, and some compromised
relay nodes. The sensingnode always sendsout the
readingwith a wrong MAC while the compromisediata
aggreation node injects false reportswith wrong data
contentandoneconsistenMAC usingthe compromised
key. The compromisedelay nodeskeepdroppingpack-
etsthey receive. The compromisedelaynodesdroptheir
receved reports.The numberof falsereportsis 2 the
numberof true packetswhile the numberof reportswith
awrongMAC is half of thetrue reports We routeatotal
of 1000reports.

Fig. 14 shaws that our algorithm achieves better
enegy consumptiorper true reportacceptecht the sink
node. Comparingwith the one without using multiple
dataaggregationnodesandregion basedkey assignment
schemeywe save on average33% of the enegy for each
successfurouting.

VI. CONCLUSIONS

In this paperwe proposedthe dynamicregion based
authenticatiorkey reassignmenalgorithm for en-route

20 3
Link Failure Rate (Uniform)

f 1 $ 3 k4 5 e 7

Compromised Relay Nodes

Report Delivery with uniform  Fig. 13. The impactof maliciousreport

dropping.

report authenticationin multipath routing ernvironment.
Experimental results shov that it defendsa broader
rangeof datamanipulationattacks,and achieves better
trade-ofs for the delivery of more true reports, early
dropping of false reports,and low enegy consumption
per deliveredtrue report.
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