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Abstract

Due to the explosionof Internet technology in the last decade,there is an increasing
demandfor secureand e�ectiv e streaming media protection (SMP) in the new com-
puting environment. Sinceend usersusually have the full control of their machines,
pure software based approaches such as user/password validation and group key
basedcontent encryption, are not su�cien t to defend many attacks, in particular,
malicious key sharing. On the other hand, existing hardware-basedapproachestend
to be too restrictiv e to adopt.

The emergingsecureprocessordesignsprovide a new direction for hardware as-
sisted streaming media protection (H-SMP). The research in the computer archi-
tecture communit y has shown that secureprocessorscan help to defend various
types of attacks such as those with a hijacked and malicious OS. However exist-
ing designsfocus on securing point-to-p oint data transfers and face both privacy
and performanceissueswhen supporting group-oriented applications e.g. video on-
demand.In this paper, wepresent privacy-awaresecureprocessordesignsfor H-SMP
against key sharing. We �rst categorizedi�eren t protection policies, comparetheir
advantagesand disadvantages,and then discussthe novel hardware enhancements
including instruction set extensionsfor supporting thesepolicies. We elaborate the
implementation details and present the security and performanceanalyses.
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1 In tro duction

The explosionof Internet technology in the last decadehasfertilized the enor-
mousgrowth of novel applicationssuch asvideoon-demandand IP-TV. While
theseapplications provide customizedcontent delivery and better interactiv-
it y, a major challengeto the related industry is how to achieve e�ectiv e pro-
tection against various typesof attacks. Lossesof billions of dollars each year
have beenreported due to insu�cien t protection in the new computing envi-
ronment [1].

Protecting the streaming media delivery over the Internet di�ers in many
ways from that in traditional settingssuch ascable-TV. For example,a cable
company usually installs a set-top box for each of its clients. The set-top
box includesnecessarysecretdata and hardware to descramble analogycable
channelsand decodeencrypteddigital contents beforefeedingthem to the TV
set. In this setting the content provider (the cablecompany) and the consumer
tend to becoupledfor several months or more,which helpsto amortizethe cost
to install and reclaim set-top boxes.However the content provider/consumer
relationship in Internet-basedapplicationstends to much looser| a web user
may chooseto watch a football gamefrom oneserver but never return. Asking
usersto buy and install customizedset-top boxes from all potential content
providers is clearly infeasible.

While approacheshave beendeveloped to protect digital rights over the In-
ternet, most of them are software basedand insu�cien t to defendwide range
of Internet-basedattacks. For examplethe widely useduser/password mecha-
nism canonly provide limited protection. The password may behackedand/or
multiple usersmay share one password. In addition, the password is often
used as entry validation but not to encrypt the contents. For broadcasting
oriented applications, encrypting the contents di�eren tly for each client can
easily overload the server. Group key management schemes[13] help to re-
ducethis overheadby sharingthe key within the group. Clearly the group key
needsto bechangedfrequently to ensurethe proper delivery of contents to the
desiredusergroup. While di�eren t group key management schemeshave been
proposed,they arestill insu�cien t to defendattacks such askey sharingwhere
illegal usersget the user/password pair or the initial videodecryption key (i.e.
sessionkey) from a (hacked) current user,and then mimic the behavior of the
legal user including receivingservices,updating sessionkeys,etc.

The hardware-assistedtechniquesfor digital right protection are emergingre-
cently. However many are too restrictive for both usersand content providers.
For example,the DTCP approach [2] requiresall related devicessuch as the
computer, the TV-set, the display, are manufactured under the DTCP-license
and subject to feecharges,which restricts its wide adoption.
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On the other hand, the pervasive security requestsof modern applications
have advocated the designof secureprocessors[4,14,17]which integrate spe-
cially designedcryptographic units on the processorchip. Thesedesignscan
provide high level security protection e.g. even the OS and the other hard-
ware components are hijacked aswell. This is important asin many cases,the
end usersare malicious and may chooseto hack their hardware to break the
security protection. As an example,one way to hack SONY playstation is to
purchaseand mount a modchip to the playstation hardware. The playstation
can then play any gameCDs without copyright validation [5].

A secureprocessordesigncan provide high level security protection without
introducing too much restriction to normal users.However the current designs
are not e�ectiv e for streaming media protection over the Internet. A secure
processorusually embeds a unique private/public key pair to secureacross-
processorinformation exchange. It lacks su�cien t support for broadcasting
oriented applications. The per-processorunique key pair virtually identi�es
the processorand the userover the Internet and can introduceprivacy prob-
lems [18]. A similar exampleis that, Intel included unique sequencenumber
for Pentium II I processorsbut had to disable it due to widespreadprivacy
concerns[3].

In this paper we proposeprivacy-aware secureprocessordesignsto support

exible streamingmedia protection (SMP). We �rst categorizethe hardware-
assistedSMP (H-SMP) according to (i) if the video decryption sessionkey
is visible to end usersand (ii) if the server needsto generatedi�eren t key
update packets to update a sessionkey. In general,a schemeprovides better
security if the sessionkey is invisible to the end userwhile it provides better
performanceif few key update packets are generated.However, the former is
at the cost of lesscompatibilit y and lessadaptability while the latter tends
to require more hardware. We proposea privacy-aware secureprocessorde-
sign with carefully calibrated ISA (instruction set architecture) extensionsto
support thesepolicies.We elaborate the implementation of thesepoliciesand
analyzetheir security and performance.

For the rest of the paper, section2 presents the four hardwareassistedpolicies
against maliciouskey sharing. We present the privacy-aware secureprocessor
designin section3, the policy implementation details with security analysisin
section4, and the performanceanalysisin section5. Section6 concludesthe
paper.
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2 HSMP: Hardw are-assisted Streaming Media Protection

Let us �rst look at a videoon-demandserviceexample(Figure 1) in which the
server broadcaststhe video to usersover the Internet while usersmay inter-
actively communicate with the server for di�eren t choices.To protect digital
contents with su�cien t strength but modest cryptographic computation over-
head, the server usesuser/password to admit legal usersand then encrypts
the contents using a dynamically changingsessionkey that is known to these
userswho form a dynamic group. A group member, when he wants to view
the contents, needsto fetch the current sessionkey e.g.key1,and then decrypt
the encrypted contents accordingly. Here we do not limit the receivingof en-
crypted video contents by illegal usersas it is inherently di�cult to prevent
over the Internet. Contents may be broadcastedover the wirelessLAN, and a
proxy server or a router can cache its received contents.
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Fig. 1. The encrypted content broadcasting setting.

Due to the loosecontent provider/consumer relationship, there might be a
need for �ne-granular billing plan i.e. a user should not be charged for a
month, but only for the exact amount of time (at minute or secondlevel) that
he usesthe service.The charging endswhenever he decidesto stop and leave.
With this requirement, the sessionkey should be changedperiodically such
that a di�eren t key is usedafter a new user joins or an existing user leaves.
A usercannot view the contents beforehis join or after his leave. Accordingly
the server sendsout key update packets periodically to update keyssaved on
legal users,such as the key update from key1 to key2 in the �gure.

Pure software basedSMP schemesare insu�cien t. Sincean attacker has the
full control of his machine, assumehe gets the initial sessionkey, he can
mimic all actions that a legal user does in key updating. It is then di�cult
to excludehim from the group. The initial sessionkey may be obtained by
hacking a user/password pair or receiving the key directly from a malicious
key sharer.There are heuristic defendingschemese.g.somenewssubscription
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services[16] restrict the number of IP addressesthat usersmay use to read
the subscribed newsletter.However it is not hard to bypassusinga web proxy
which hides users' IP addresses.Malicious key sharing is a seriousthreat to
software basedSMP since the required hacking e�ort is minimal | except
getting the user/password pair or onesessionkey from the key sharer, illegal
usersdo not ask for any additional help from the key sharer.

Existing hardware assistedapproaches tend to be restrictive. A cable-TV-
like approach would request content providers to deploy customizedset-top
devicesto Internet users;a DTCP-basedprotection would requestall devices
be manufactured under the DTCP licenseagreements and subject to charges
[2].

2.1 Hardware assisted SMP (HSMP) policies

In this section we discusshow secureprocessorscan help streaming media
protection. We start from the simple design as those in [4,14,17],a secure
processorhasa uniqueprivate/public keypair per processora.k.a.PKI (public
key infrastructure). While the public key is well-known, the corresponding
private key is only known the processor,i.e. it is invisible to the OS, the
application, and even the owner of the machine.

As shown in Figure 2, a secureprocessorsupports securesensitive information
exchangeamongdi�eren t processors(and their users).For example,to update
a sessionkey, the server can encrypt the new key using the public key of the
secureprocessorsuch that only the corresponding processor(a unique one)
can processthe packet and get the new key. Illegal userscannot get their new
keyseven if they can receive the key update packets and have the current and
old keys.
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Fig. 2. A simple secureprocessordesign.

The design goal of hardware assistedstreaming media protection (HSMP)
using secureprocessorsis to securethe sessionkey update such that it is
signi�cantly more di�cult to receive streamingserviceillegally. HSMP is not
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designedto completely terminate piracy which is almost impossibleover the
Internet. In an extreme case,a determined hacker can record a movie using
his video camerawhen the movie is played on the TV. In a PC setting, unless
the media player software is integrated on the hardware, and/or the display
hardware is specially manufactured, the attacker can intercept the streaming
packets to reconstruct a copy. As we discussedrequesting too many secure
devicessigni�cantly restricts its wide adoption. In practice the above attack
is lesspopular as (i) it does not allow interactions with the server; and (ii)
the quality of the pirated version tends to be low due to possibleconnection
congestion,and hardware setting di�erence etc.

Using a secureprocessorenabledHSMP, we restrict illegal usersfrom process-
ing their received packets at di�eren t levels. In this sectionwe categorizefour
di�eren t HSMP policesaccordingto two criteria: (i) if the sessionkey is known
to the end user; and (ii) if the server needsto generatedi�eren t key update
packets for di�eren t users.We next discussthe advantagesand disadvantages
of each scheme.

If the samekey update packet is used

Di�eren t Same

If the sessionkey visible HSMP-1 HSMP-2

is visible to the user invisible HSMP-3 HSMP-4

Fig. 3. Categorizing di�eren t HSMP polices.

� HSMP-1: this is a naive adoption of secureprocessordesignsto support
SMP. The server encrypts a sessionkey using the public key of a secure
processor.Sinceeach secureprocessorhasa unique public/priv ate key pair,
the transmitted key update packets are di�eren t for di�eren t users.At the
user side, the sessionkey is visible to the end user as well as the video
processingsoftware such that it can be used by di�eren t decryption and
video playing software. Thereforeit is lessrestrictive.

� HSMP-2: For each key update in HSMP-1, the server has to generatemul-
tiple di�eren t key update packets using expensive public key cryptography.
The computation could becomea performancebottleneck whenthe number
of users is large. For this reason,we design HSMP-2 in which the server
just generatesO(1) packets to update all users.This packet is broadcasted
to all usersand with additional hardware support, and enablesthe key up-
date. The tradeo� betweenHSMP-1 and HSMP-2 policies is that HSMP-2
requiresmore hardware than HSMP-1. We will elaborate the details in fol-
lowing sections.

Since the sessionkey is visible in both HSMP-1 and HSMP-2, a deter-
mined maliciouskey sharercanstill sharehis key with many illegal users.It
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is moretedioussincethe hacker hasto extract and redistribute the sequence
of sessionkeyssynchronously and timely. If the key is frequently updated,
the hacker's computer has to stay online to \serve" illegal users, which
makesit easierto track and locate the attacker. In summary, HSMP-1 and
HSMP-2 tend to overburden the hacker and thus discouragekey sharing.

� HSMP-3 and HSMP-4: To further enhancedigital contents protection, we
design HSMP-3 and HSMP-4 which hide the sessionkey by storing it in
a tamper-resistant register. This register can only be accessedby specially
designedonchip security enhancement hardware components. That is, an
onchip decryption unit is responsiblefor decrypting received video packets.
Its output is the plaintext to be fed into videoplayer software.Sincethe end
usercannot get the plaintext sessionkey, key sharing is no longer possible.
An attacker may chooseto sharethe contents directly by receivingencrypted
video packets, decrypting them, and rebroadcastingthem to illegal users.
We believe that the nontrivial bandwidth and other requirements for this
hacking practice defeatmost attackers.

The di�erence between HSMP-3 and HSMP-4 is the number of needed
packets for each key update. Similar as HSMP-1 and HSMP-2, the server
generatesdi�eren t packets in HSMP-3 but O(1) packets in HSMP-4.

3 Priv acy-aware Secure Pro cessor

In this sectionwe �rst present our privacy-aware secureprocessordesign.We
discussseveral design issuesto clarify why the proposedcomponents in our
designare necessary. We then present four new instructions for accessingthe
proposedhardware components.

3.1 The architectural design

Figure 4 illustrates the architectural components of our privacy-aware secure
processordesign. It consists of seven secureregisters and a security man-
agement function unit. All components are integrated onchip and accessible
through special instructions.

� Two tamper resistant registersfor storing the private/public key pair of the
secureprocessor.HSMP adopts 256-bit ECC-basedPKI public key cryp-
tography i.e. both registersare 256-bit long. The private key is kept secret
while the public key is known to the public. Instead of assigninga di�eren t
PKI pair for each processor,we allow the samePKI pair be usedfor a batch
of processors.
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Fig. 4. The privacy-aware secureprocessordesign.

� A tamper resistant registerfor storing the hardwaresequencenumber (HSN),
a per-processorbased128-bit value. We assigna unique HSN for each pro-
cessorin a processorbatch. HSN registeris invisible to the public but acces-
sible through the security management unit. Togetherwith a userprovided
randomnumber (URN), HSMP canprovide privacy-awaresecurity manage-
ment.

� Three tamper resistant registers: a 127-bit register (R I D ) for storing an
application level identi�er, two 128-bit registers(Rskey and Rpkey) for storing
a secret(user invisible) sessionkey, and a public (user visible) sessionkey
respectively. While Rpkey is visible to the user, it can only be overwritten
through the onchip security management unit.

� A 512-bit data bu�er TBuf for security management. It is designedto bu�er
data beforewriting back to the memory or after loading from the memory.
It is not tamper-resistant.

� The hardware assistedSMP (HSMP) security management logic. It is inte-
gratedonchip for managingthe aboveregistersand support 
exible di�eren t
SMP policies.

3.2 Design issues

In this section,we discussseveral issuesto elaborate the designphilosophy of
our privacy-aware secureprocessor.For each issue,we describe the problem
and brie
y discussour solution. We will elaborate the technical details and
security analysisin the implementation of HSMP policies.

Priv acy protection. As we discussed,the current secureprocessordesign
embeds a unique private/public key pair per processor.This may becomea
seriousprivacy concernover the Internet.

For example in Figure 5 an end user U purchasesthe video serviceonline
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Fig. 5. PossiblePrivacy Leakage.

from a content provider P1. With the current secureprocessordesign,to get
the sessionkey, U needsto sendhis public key K public to P1 who will return
the sessionkey information in an encrypted packet to be processedby U's
processor.For security reasons,P1 shouldbe able to attest if the given K public

is valid. On the other hand, a normal userU may not want P1 to collect his
private information by remembering his K public . More elaborately:

(1) The content provider P1 should not trust easily the public key passedby
U sinceit could be faked by U in which casethe private key is alsoknown
to U. If P1 usesK public without validation, then U can manually extract
any secrecyincluded in the packet even if the server doesnot want U to see
e.g. the secretsessionkey in HSMP-3. For this reason,P1 has to validate
the received public key, i.e. if it is the public key of a secureprocessor
manufactured by a trustworthy company. A possiblesolution is, P1 queries
a central databasecreated by the manufacturer (Figure 5). However, it is
not desirablesince the processormanufacturer can then collect and data
mine thesequeries,and extract sensitive information it is not supposedto
get.

(2) As the enduserhasto sendhis public key in order to receive the sessionkey,
a maliciousP1 caneasilyidentify a returned userif the public key wasused
before.After sometime, the user activities can be collectedand analyzed
by P1 without U's awareness.Furthermore, P1 can trade U's information
with other salescompaniesto get a more comprehensive picture of U. This
is certainly not what U or any normal customerdesires.

The userprivacy is violated in both casesmainly due to the fact that a secure
processorcan be uniquely identi�ed by its public key. This privacy concernis
very similar to the serial number that Intel embeddedin Pentium II I proces-
sors [3]. Intel tried to include a unique hardware serial number that can be
queried by somesoftware. Due to widespreadprivacy concerns,the number
was disabled in the default settings.

To enforceprivacy protection, our design replacesthe unique per-processor
PKI key pair with a combination of three items: (i) a batch processorPKI key
pair for security protection e.g.all processorsmanufactured by a company in
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September 2006share the samepair. The public key is well-known but the
secretkey is kept secretin an onchip tamper-resistant register.(ii) A hardware
sequencenumber (HSN) that is alsokept secretand storedin tamper-resistant
register. Each processorin the batch has a unique HSN to distinguish itself
from others.(iii) A usercontrollable randomnumber (URN). With this design,
the processoridentit y is represented by an PKI encrypted block of HSN and
URN. While the uniquenessof each processoris achievedwith HSN, its identit y
is obfuscatedusing URN. The security is ensuredusing PKI cryptography.
Thereforewe achieved balanceamongunique processoridentit y, security and
privacy. Wewill elaborate the details in the implementation of di�eren t HSMP
policies.

Asymmetric and symmetric cryptograph y. With the embeddedPKI key
pair, a secureprocessorcan perform secureasymmetric cryptography whose
key distribution tends to be easier.For example, the public keys of di�er-
ent processorbatches may be made well-known without security concerns.
However asymmetric cryptography is more expensive. For applications that
require frequently sessionkey updates, the server side crypto-computation
could becomea performancebottleneck even with hardware assistance.In
fact, asymmetriccryptography is rarely usedfor encrypting batch of data but
often used for setting up the sessionkey i.e. the initial sessionkey is asym-
metrically encrypted and convoyed to the desiredreceiver while later update
can be conductedusing the symmetric cryptography.

For this reason,we introducethree secureregistersfor implementing moree�-
cient symmetric cryptography basedkey update. We introducean application
level useridenti�er RI D , a public sessionkey RP key and a secretsessionRSkey.
While RI D and RP key are known to the end user, the content of RSkey is kept
secretand invisible. Dependingon the policy to be used,either RSkey or RP key

may be usedas the key to decrypt the encrypted video.

Hardw are assisted access control. In most cases,a key update request
ariseswhenthere is a changein the current groupof enduserse.g.a userleaves
the group. Sincea leaving membership may continue receivingthe encrypted
packets from the broadcastingchannel, we need a securehardware assisted
mechanism to prevent it from getting the new sessionkey. The similar need
arisesif we want to convoy the key to the processorof a new member.

Figure 6 illustrates two types of hardware assistedaccesscontrol modes for
selective key update. Assumeeach processorhasan ID and a secretkey. Proc1

wants to transfer a pieceof sensitive information (e.g. a new sessionkey) to a
subsetof processors,

� In case(a), proc2 is a new user that just joined the group while proc3 to
proc10 are not legal users.The packet containing the new key information
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Fig. 6. Modesof Hardware Assisted AccessControl.

shouldonly beprocessedby the correspondingprocessor.Eventhough other
processorsmay receive the key update packet, they should not be able to
handle it.

Weintroducean inclusivedeliverymodein which each receivingprocessor
checks to seeif its ID matchesthe onein the encryptedblock. The sensitive
information is extracted only if a match is found.

� In case(b), proc2 is a leaving member while proc3 to proc10 are remaining
legal users.The packet containing the new key information should only be
processedby all processorsexceptproc2.

We therefore introduce an exclusivedelivery mode in which a receiving
processorextracts and processesthe sensitive data in the input block only
if a mismatch is found.

The selectionof two di�eren t data delivery modesis controlled by the server
and is encoded in the transmitted message.We will elaborate morein the next
section.

3.3 Temper resistant ISA extensions

To exploit the HSMP unit, we introducefour new instructions as follows.

HSMP tok en preparation. Given a user selectedrandom number (URN)
stored in registerR1, the secureprocessorencrypts the concatenationof URN
and HSN and stored the encrypted data block in TBuf.

HSMP session key initialization. The HSMP unit loads a 512-bit data
block from the memoryand decrypts it using the private key of the processor.
If the messageHSN �eld matchesthe processorHSN, then a 127-bit identi�er
is loaded into RI D and the sessionkey registersare initialized. If the access
control bit in the message(the 384-thbit) is cleared,then the secretsessionkey
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Fig. 7. The logic of instruction tknGen.

register RSkey gets the key from the messageand RP key is cleared.Otherwise
RP key takesthe key value and RSkey is cleared.
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Fig. 8. The logic of instruction keyInit .

HSMP session key reset. The HSMP unit decrypts a 256-bit encrypted
data block from TBuf. If its �rst 127 bits match the onchip ID, then the key
value in the messageis usedas the current sessionkey. The 128-th bit in the
messageguideswhich sessionkey register should be overwritten
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Fig. 9. The logic of instruction keyReset.

HSMP up date public session key. The HSMP unit decrypts the 128-bit
encrypted block in TBuf. If the ID in the decrypted block mismatchesthe
onchip ID, then the �rst 128 bits of the input are usedas a seedto update
the current sessionkey. Similar as above, the 128-th bit guide whether RSkey

or RP key is to be overwritten.
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Fig. 10. The logic of instruction keyUpdate.

To enforcesecureHSMP on the proposedsecureprocessor,the compilerneeds
to be adapted to use above instructions in code generation.Since these in-
structions take multiple cyclesto complete,and they operate on onchip cryp-
tographic unit, it is possibleto overlap their executionwith other instructions
for performanceimprovement.

4 Implemen ting Di�eren t HSMP Policies

In this section,we discussthe implementation of di�eren t HSMP policies re-
spectively. We usethe examplein Figure 1. The server broadcaststhe video
to its usersover the Internet. Under the �ne-granular billing plan, a usermay
join and leave the usergroup freely at which point the server needsto update
its keys.

4.1 HSMP-1

To implement HSMP-1 on privacy-aware secureprocessors,we needtwo new
instructions tknGenand keyInit . Next wedescribe the actionsthat the server
and the usersneedto take to update the sessionkey.
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Fig. 11. Implementing HSMP-1.

Mem ber join. When a newuserMn decidesto join e.g.pay to watch a video
online,
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STEP1. Mn �rst usesthe tknGen instruction to generatea secureblock Xn

from his secureprocessor.The block X is used as his anonymous token to
receive the service.A join request is then sent to the server using the point-
to-point securecommunication. The encrypted block Xn together with the
processorbatch information are alsosent along the request.

STEP2. After receivingthe join request,the server needsto consult a trusted
databaseto determine the public key for the corresponding processorbatch.
The server then selectsa not usedidenti�er ID n and assignsit to the Mn , and
picks up a random 128-bit value as the new sessionkey.

For each legal user in the group, the server returns the encrypted data block
Y i (1� i� n) that contains the received X i , the assignedidenti�er ID i , and the
sessionkey. The control bit in the messageis set to \1" indicating the key is
to be usedas a public sessionkey.

STEP3. Upon receiving the block Y i , each user M i uses the instruction
keyInit to extract the ID and sessionkey. The public sessionkey can then
be usedto decrypt received video packets.

Mem ber leave. Next let us discussthe stepswhen a userMn wants to leave
i.e. stop being billed.

STEP1. Mn sendshis IDn in a leaverequestto the server. It is sent through
a securepoint-to-point communication.

STEP2. When the server receivessuch an request,it selectsa newsessionkey
and preparesa Y i for all nodesbut Mn , that is 1� i� (n-1). Then Y i is sent to
each user independently.

STEP3. Upon receiving the encrypted block, each remaining user extracts
the new sessionkey and continuesthe video decryption.

Priv acy and securit y analysis We next show that HSMP-1 not only is
securebut alsoprotects userprivacy.

To hide his identit y, a user can use di�eren t URNs and generatedi�eren t
tokens(Xs) when he purchasesonline. The server cannot identify if theseXs
are from the sameprocessorasa secureprocessornever releasesthe HSN from
received Xs.

The hardware accesscontrol cannot be bypassedin HSMP-1. To load the ses-
sion key, the secureprocessorneedsto validate if the HSN in X matchesthe
processorHSN. It is not bene�cial to the attacker if he picked up a random X
rather than a real X generatedfrom a secureprocessor.This is because,the
data block Y returned from the server is encrypted using the public key of a
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real processorbatch. If a fake X is used, the returned ID and key informa-
tion cannot be loaded to his processor,either becauseY cannot be properly
decrypted (when the attacker tries to upload to another processorbatch),
or the HSN does match the messageHSN in X. It is also not bene�cial if
the returned Y is releasedto an illegal user as his processorcannot passthe
hardware assistedaccesscontrol and thus cannot extract the sessionkey.

Adv antages and Disadv antages HSMP-1 only requirestwo instructions to
enforcethe tamper resistant integration of ECC cryptography implementation,
which hasalreadybeenincludedin existing secureprocessorsdesigns[4,14,17].
Therefore the introduced hardware overheadis minimal. Another advantage
of HSMP-1 is that, with tamper resistant invisible sessionkeys,legaluserscan
easilysplit the video processingtask from the key management. For example,
with a dual-corechip-multipro cessor,the user and the OS has the 
exibilit y
to let onecoreperformskey management while the other plays videos.

HSMP1 has somedrawbacks. Sincethe schemealways utilizes the expensive
ECC-basedcryptography, the server needsto generatea di�eren t packet for
each of its current usersand thus may createa bottleneck in the system.

4.2 HSMP-2

Usingthe sameexample,wenext describehow to implement HSMP-2in which
the server only needsto send O(1) key update packets to update all users.
HSMP-2 divides the key management into three phases| the subscription,
the join and the leaving phases.
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Fig. 12. The subscription phaseof HSMP-2.

4.2.1 Subscription

STEP1. The newuserMn preparesan anonymoustokenXn usingthe tknGen
instruction, and sendsit to the server in a join request together with the
processorbatch information.

STEP2. After receiving the subscription request, the server assignsa not
used identi�er IDn to the client. The returned encrypted block Yn contains

15



the received Xn , the assignedidenti�er IDn , the secret sessionkey to be used.
The control bit is clearedindicating a private sessionkey to be used.

STEP3. Upon receivingYn , the userusesinstruction keyInit to extract his
ID and private sessionkey.

Stable state. The secretsessionkey returned in Yn is the sameonethat the
server sent to other users.Thereforeafter the subscription, the group reaches
a stable state as follows. Each member has a unique ID while all members
sharea commonsecret sessionkey. All members except Mn form the current
active group who sharethe samepublic sessionkey aswell. Mn has the secret
sessionkey but not the public one. Non-member usersdo not have any key.
While the ID and public sessionkey are visible to the end user, the secret
sessionkey is invisible and is usedfor updating the public sessionkey only.

Securit y analysis. The subscription phase is similar to the join case in
HSMP-1 except only one Yn is generatedand the secret key is used. Simi-
lar analysisshows that this phaseis secureand protects userprivacy.
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Fig. 13. When a member joins or leaves in HSMP-2.

4.2.2 Member join

A member can only joins the group and receive the serviceafter the subscrip-
tion phase.At this time, he has a unique ID and the secretsessionkey. The
following stepsare taken to synchronize all members.

STEP1. A subscribed member sendsa join requestwhich may be omitted if
the user has already sent out the subscription request.The member includes
his ID in the request.

STEP2. When the server receives the request, it generatesthe new public
sessionkey as follows.

16



SID=AES Encryption (skey� pkey) (ID n )

pkey = AES Encryption (skey� pkey) (SID)

STEP3. The server sendsthe new sessionkey back to the new member in an
encrypted data block AES Encryptionskey� 0(ID n jj1jjpkey).

After receivingthis block, the new member Mn useskeyReset instruction to
reset his public sessionkey. Note that the public sessionkey on Mn is zero
beforethe operation.

STEP4. The server also broadcastsSID to all other members i.e. the mem-
bers before IDn 's join. Each member, upon receiving SID, useskeyUpdate
instruction which updatesthe encryption key locally.

Rpkey = AES Encryption(skey� pkey)(SID)

At this point, the encryption key is the same acrossall members and the
server, which ensuresthe correct video decryption within the group.

Securit y analysis. At STEP 1 of the join case, it is secureas the communi-
cation is through securepoint-to-point communication.

At STEP 3 of the join case, the inclusive accesscontrol performed by the
keyResetinstruction ensuresthat only when ID n is installed, the new session
key can be set. Even if Mn may subscribe several times and collects several
di�eren t IDs, it cannot get the new key if another ID is used.Sincethe secret
key and ID are uploadedin a bundle, and the public key is neededto get the
group key, an adversarycannot get the new key even he hasa di�eren t or the
sameIDn from another application.

At STEP 4 of the join case, we seethat SID is the ciphertext encrypted
with a key createdfrom the current group key, and group key will be updated
whenever there is a join and leave.Eventhe samemember e.g.Mn will generate
di�eren t SIDs if he joins and leavesseveral times. Other group membersmay
not collect private information about Mn .

To update the public sessionkey from the key update messagethat contains
SID, we needboth secretand public sessionkeys.Other than the server, only
active members have both keys. An inactive member, even he is subscribed,
may not get the newsessionkey due to missingthe current public sessionkey.
Unsubscriptedmembers do not have the secretkey and thus cannot get the
new sessionkey either.
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4.2.3 Member leave

When a member (with IDn ) decidesto leave the active group, HSMP-2 follows
the following steps.

STEP1. The leaving member sendsthe requestwith his ID to the server.

STEP2. When the server receivesthe request,it updates the encryption key
similar to the join case.

SID=AES Encryption(skey� pkey)(ID n )

pkey = AES Encryption(skey� pkey)(SID)

The server then broadcaststhe SID to all members indicating the encryption
key should be changed.

STEP3. When remaining members receive SID, they usekeyUpdate instruc-
tion to get their current public sessionkey updated. The leaving member can
also receive SID, but he cannot update his key due to the matched ID.

Securit y analysis. At STEP 1 of the leave case, it is the sameas the join
case.The channel is ensuredsecurefrom point-to-point communication.

At STEP 3 of the leave case, similar to step 4 in the join case,inactive and
non-subscribed members cannot get the new sessionkey. While the leaving
processormay get the message,the exclusiveaccesscontrol modeof keyUpdate
instruction prevents Mn from updating his sessionkey. Mn may not ignoreSID
or manipulatea fakedSID asotherwisethe generatedkeywill bedi�eren t from
others.

The collusionof Mn , inactiveandnongroupmembersdoesnot work asinactive
and non group membershave lessinformation than Mn . If Mn cannot get the
key, neither do thosemembers.

4.3 HSMP-3 and HSMP-4

The implementation of HSMP-3 and HSMP-4 are similar to HSMP-1 and
HSMP-2 respectively. The only di�erence is that the control bit in the mes-
sagefrom the server is set to \0", then the user processorwill load the key
information to secretsessionkey register instead of the public one.
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5 Performance analysis

5.1 Hardware cost

The high level security protection provided by hardwareassistedSMP (HSMP)
is at the cost of hardware investment and ISA extensions.Next we discussthe
cost to integrate di�eren t crypto-units onchip. With the fast technology ad-
vance,a singlechip canhold billions of transistors,prompting the trend to de-
signing Security Processinginstruction set eXtension(SPX) due to pervasive
security requestsfrom various typesof applications. As an analogy example,
MMX ISA extension[24] is evolved from widespreadmultimedia application
requirements.

A secureprocessorusuallyneedsto support both asymmetriccryptographical-
gorithms e.g.ECC, RSA and symmetric algorithms such asAES, DES. While
asymmetric algorithms are more expensive, their key distribution is simpler
comparedto that in symmetric ones.Symmetric algorithms are usedmoreof-
ten such that integrating a hardware implementation cangreatly boost up the
performance.On the other hand, it is more cost-e�ective to embed the ECC
code onchip and enforceoperation protection to defend possible leakage of
intermediate results. Recent implementation of ECC algorithms on Pentium
IV 2.1GHzprocessorsshowed that the delays of ECC encryption and decryp-
tion operations are around 5.6msand 4.1msrespectively [29]. AES hardware
implementation has beenconstantly improved by recent research and indus-
trial e�ort: ASICS.wsintroduced an AES IP core that needs22-26cyclesat
266Mhz[30];Schaumont et al. [31] introducedan AES prototype that requires
14 cyclesat 154Mhz.

The spaceoverheadcomesfrom two aspects. One is the onchip secureregis-
ters and bu�ers. Except the key pair and the temporary bu�er, all others are
128-bit wide. The total sizeis around 5K bit, i.e. 640 bytes. The other space
overheadis the ECC code embeddedonchip and the AES implementation. As
we discussed,we would like to have our implemented asan extensionof secure
processormodels rather than a stand-alonedesign. Much of such overhead
therefore can be shared by multiple securearchitectural enhancements, in-
cluding the PKI key pair, the AES implementation, and the ECC code space.
In summary we considerthat our privacy aware secureprocessordesignhas
very moderate overhead.
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5.2 Processingcost

Herewe comparethe processingoverheadof di�eren t HSMP policiesin terms
of the sizeof messages,the storageoverhead,and the cryptographic computa-
tion overheadfor each update request.Here we omit the communication and
authentication overheadat the network level.

Figure 14 shows the size of key update messages.We compare the size in-
stead of the number of messagessincemultiple messagesmay be combined.
In HSMP-1 and HSMP-3, a new userneedsto senda 256-bit messageX and
receive a 512-bit messageY; each existing userneedsto receive a 512-bit mes-
sageY. The total sizeis (N � jY j + jX j) for the join caseand ((N-1) � jY j
+ jX j) for the leave case.Here jX j denotesthe sizeof messageX. HSMP-2
and HSMP-4 reducethem to 4T and 2T respectively sincethe same128-bit
SID is sent to all users.

Message Storage

Join Leave Subscription server user

(N is the number of current members, T=128 bit.)

HSMP-1 / HSMP-3 (4N+2)T (4N-2)T { 3NT+1 4T

HSMP-2 / HSMP-4 4T 2T 6T 3NT+1 4T

Fig. 14. Comparison of MessageSizeand Storage.

Figure 14alsoshows the storageoverhead.Sincethe server needsto remember
the 256-bit X and the 127-bit ID for each user,plus a current sessionkey, the
total overheadat the server is (N� (jX j + jI D j) +1). If a userwants to o�oad
the ID, secretsessionkey and the public sessionkey from onchip to the user
memory, it takestwo 256-bit blocks i.e. 4T space.

Algorithm Join Case Leave Case Subscription

server user server user server user

N: the number of members; E, D: the encryption and decryption overheadrespectively;

HSMP-1 / HSMP-3 N EE C C DE C C (N-1) EE C C DE C C { {

HSMP-2 / HSMP-4 4 EAE S 2 DAE S or 2 EAE S DAE S +E AE S 2EE C C EE C C

DAE S +E AE S

Fig. 15. Comparison of Cryptographic Computation.

Figure 15comparesthe cryptographic computation overheadat the server and
the user sides.HSMP-1 and HSMP-3 needto encrypt using ECC for each of
its userswhile HSMP-2 and HSMP-4 generateoneSID using AES.
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In summary, the overheadintroducedfrom HSMP-1 and HSMP-3 introduced
is O(N) while from HSMP-2 and HSMP-4 is O(1). HSMP-1 and HSMP-3 use
ECC only while HSMP-2 and HSMP-4 useboth ECC and AES algorithms.

6 Related work

In this sectionwe discussrelated work in addition to that in the introduction
section.

Tamper resistanthardware. Tamper resistant hardware hasbeenintegrated in
many embeddeddevices,e.g.Smartcards,for providing low cost and e�ectiv e
security protection [6]-[9].To protect againstvariousattacks especially physi-
cal attacks,mechanismshavebeenintegratedfor anti-tamp ering.For example,
special circuit can be integrated such that it erasesthe key information if the
processoris unpacked [9]. On the other hand, newattacks arebeingdeveloped
for attacking tamper-resistant hardware. Somehave beenproven e�ectiv e for
low cost embeddedprocessorsand Smartcards,e.g.power analysis[8]. Fortu-
nately, thesemethodsarestill not realistic to attack modern high performance
processorswhich integrate billions of transistors.

Secure processors.The secureprocessordesigns[4,14,22]can provide high
level protection again various attacks including those from the hardware and
from the OS. In XOM model [4], each processorcontains a public/priv ate key
pair and specially designedarchitectural components integrated at the chip
boundary. A program running on such processorsis encrypted with a session
key that is protected by the key pair of the processor.Program and data
are encrypted outside the processorchip and decrypted after bringing into
the processorchip. Later research provides further enhancements in memory
protection [23],performance[17,15].Similar e�orts havebeenadvocatedin the
industry by the Trusted Computing Group (TCG) [27]. Additional e�ort can
be madewith the assistanceof the OS e.g.NGSCB by Microsoft [22] creates
a newly designed,separatelymanagedsecuresystem agent nexus from the
current executionenvironment (processes).While it targets at more complex
securecontrol and protection, the design requires signi�cant modi�cations
in both the OS and the lower level architecture. Our designonly adds four
instructions and thereforeis easierto be integrated.

Group key management.Di�eren t group key management algorithms have
beenproposedin the past. They are divided into three categories[13]: cen-
tralized, decentralized and distributed. Our approach falls in the �rst category
in which there is a key distribution center for accesscontrol and generat-
ing/distributing the keys.LKH [19] is a widely usedschemein this category
which forms a logical key hierarchy e.g. a logic tree structure. The cost is in
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the order of O(logN) when the tree is balanced.

Broadcast Encryption. Other related work includesbroadcastencryption [10{
12] which focuseson delivering secureinformation (keys) to group members
through broadcastingchannels.The designgoal is that the coalition of up to k
outsiderscannot reveal the key. Broadcastencryption targets at the environ-
ment with limited processingpower, hardwareresources,and tamper resistant
abilit y e.g. pay-TV. Key management for broadcastencryption usually does
not support real time group update [11].

7 Conclusions

In this paper weproposedthe privacy-awaresecureprocessordesignsto defend
malicious key sharing for streaming media protection over the Internet. We
compare the advantages of using di�eren t protection policies and elaborate
the architectural designs.We present the implementation details of di�eren t
policiesand analyzetheir security and performance.
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