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Abstract

In this paper, we consider �ltering false reports in
braided multipath routing sensornetworks. While multi-
path routing providesbetter resilienceto various faults in
sensornetworks,it hastwoproblemsregarding theauthen-
ticationdesign.Oneis that,dueto thelargenumberof par-
tially overlappedroutingpathsbetweenthesourceandsink
nodes,the authenticationoverheadcould be very high if
thesepathsare authenticatedindividually; theotheris that
falsereportsmayescapethe authenticationcheck through
thenewly identi�ed nodeassociationattack. In this paper
weproposeenhancementsto solvebothproblemssuch that
secureandef�cient authenticationcanbeachievedin multi-
pathrouting. Theproposedschemeis (t+1)-resilient,i.e. it
is secure with up to t compromisednodes.Theupperbound
numberof hopsthat a falsereportmaybeforwardedin the
networkis O(t2).

1 Intr oduction
The wirelesssensornetworkhasemergedasa promis-

ing computingmodelfor many applicationsincludingthose
running in hostile environmentse.g. tracking enemytar-
gets in a battle�eld. Sincesensornodesare usually left
unattendedafter deployment,they arevulnerableto vary-
ing forms of securityattacks[4]. Oncea sensornodeis
captured,thesensitive informationstoredin thenodeis ex-
posed.In addition,thecompromisednodemaybeusedto
launchfurtherattacks.

Several recentschemeshave beenproposedto defend
the false report injection attack in the sensornetwork
[10, 13, 9]. In suchan attack,a compromisednodeinjects

falsereportsor modi�es its relayedreports.Withoutdetect-
ing suchreports,the sink may reacha suboptimalor even
wrongdecision.In addition,routingfalsereportsto thesink
consumesthe limited energy of relaynodeson therouting
pathandreducesthelifetime of thenetwork.In theschemes
proposedin [10, 13, 9], theen-routeauthenticationstrategy
is employedsuchthatfalsereportsaredetectedanddropped
earlyin theroutingpathto save theroutingenergy andpro-
long thelifetime of thenetwork.Theauthenticationis per-
formedbetweentwo nodesthat sharethesameauthentica-
tion key. Thekey canbesetupby randomlyselectingfrom
a key pool [10], or creatingpairwiseauthenticationkeys in
an interleaved approach[13], or combininglocationinfor-
mation[9], or periodicallyrefreshingthekeys [12]. While
eachrelaynodehaslimited authenticationability, anumber
of consecutivesensornodescancon�dently detectanddrop
falsereportsin severalhops.

In thispaper, weconsider�ltering falsereportsin amul-
tipathroutingbasedsensornetwork.Multipath routinghas
gainedits popularity as it adaptsbetter to various faults
suchas sensorfailure and signal con�icts. In multipath
basedrouting, the sourcenodesendsthe reportsback to
the sink alongseveral pathsthat may andmay not be dis-
joint. Even somerelaynodeson somepathsfailed, the re-
port canstill be routedto the sink as long as thereexists
onewell-behaved path. Studieshave showed that several
braided(partially disjoint) pathscanachieve bettertradeoff
amongfactorssuchaspacketdelivery, energy consumption
andfailurenoderecovery [1].

In a sensornetworkwith braidedmultipathrouting [1],
the numberof possiblepathsbetweenthe sink andsource



nodesaretypically large.Thefalsereportdetectionis hence
complicatedasdroppingthemalongonepathdoesnot ef-
fectively stopstheattack.Falsereportsmayescapetheau-
thenticationcheckeitherthroughadifferentpathor through
maliciousnodeassociation.While theinterleavedauthenti-
cationfor singlepathrouting[13] canbeadopted,theover-
headis probablyhigh. To addressthis problem,we make
thefollowing contributionsin thispaper:

� We identify a new type of attack– the nodeassocia-
tion attackin eitherthesinglepathroutingor themul-
tipath routing scenario.This attackis moresevere in
a multipathroutingenvironmentdueto dynamicnode
re-association.We elaborateandexplain theattackus-
ing examples. We then proposeto defendthe attack
with suf�cient informationincludedin theACK mes-
sageat thenodeassociationstage.

� We proposea (t + 1)-resilientinterleaved authentica-
tion methodfor multipathrouting. Nodesareassoci-
atedconservatively in multipathrouting. We maintain
similaren-routeauthenticationoverheadandshow that
the falsereport canbe forwardedat mostO(t2) hops
wheret is thenumberof nodesin theshortestpath.

Theremainderof thepaperis organizedasfollows.Sec-
tion 2 reviews the relatedwork andin particularthe inter-
leavedhop-by-hopauthentication[13] andthebraidedmul-
tipath routing [1] that our schemeare basedon. Section
3 detailsthe problemsthat we target to solve. Section4
presentsour algorithmandits securityanalyses.Section5
concludesthepaper.

2 Background
2.1 Falsereports �ltering

In this sectionwe �rst brie�y describethe state-of-art
falsereport�ltering schemesandthendescribein morede-
tail the interleaved hop-by-hopauthentication(IHA) [13]
for singlepathrouting.

Ye et al. [10] proposeda statisticalen-route�ltering
schemein which eachnoderandomlypicks up a subsetof
keys from a global key pool. A report is endorsedwith
multiple suchkeys andauthenticatedby relay nodeswho
have at leastone of endorsingkeys. The false report is
droppedif a mismatchis found. Zhu et al. [13] proposed
IHA toassociatenodesonaroutingpathinterleavingly such
that eachnodecanauthenticatethe MAC generatedby its
associationnode. Yang et al. proposeda scheme[9] to
achieve high resiliencein termsof the numberof compro-
misednodesthroughincorporatinglocationinformationin
generatingauthenticationkeys. By periodically updating
thekeyswith thehelpfrom neighboringnodes,Zhangetal.
[12] proposeda schemeto minimize the harmof compro-
misednodes.
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Figure 1. The IHA scheme (graph adapted
from [13], resilient to up to 3 compr omised
nodes (t=3)).

We now brie�y describethe IHA scheme[13] in which
nodesareassociatedandMACsarecheckedwithin associ-
ation pairs. Figure3 depictssuchan associationthat can
achieve (t+1) resiliencewheret = 3. Nodesv1 to v3 are
nodeswithin aclusterwith theclusterheadCH. u1� u9 are
relay nodesthat forward reportsfrom theCH to the sink.
Basically, a nodeis associatedwith an upstream(towards
the sink) and a downstream(towardsthe source)nodeof
t + 1 hopsaway. For example,u5 is associatedwith u9 and
u1. A uniquepairwisekey is usedin eachassociation,e.g.,
the u1� u5 pair usesKu1:u5 andu5� u9 pair usesKu5:u9.
Whenu5 receivesa report, it authenticatesthe MAC gen-
eratedby u1 usingKu1:u5. Upon success,u5 replacesthis
MAC with a new oneusingKu5:u9. The new MAC is to
be authenticatedby u9. As we cansee,a reportneedsto
carrysliding t + 1 MACscomputedfrom keys correspond-
ing to t + 1 association.If any t nodesin this patharecom-
promised,i.e., t keys areexposed,the lastassociationwill
guaranteethat a faulty report be detectedbecauseits key
is still hidden. To be complete,the nodeswith lessthan
t + 1 hopsfrom theclusterheadareassociatedwith distinct
nodesfrom within thecluster, e.g.,u1 is associatedwith v1.
Thenodesapartfrom thesinkfor lessthant + 1 hopsdonot
needto associatewith upstreamnodessincethereareless
thant + 1 of themandthey areunableto conspireto fool
thesink. A falsereportin IHA cantravel O(t2) hopsin the
network.

2.2 Multipath routing
The designof different routing techniquesin wireless

sensornetworks (WSNs) is largely in�uenced by non-
traditionalfactors[5] suchasenergy consumption,network
dynamics,datareporting/aggregationmodel,fault tolerance
etc.For example,directeddiffusionrouting[3], geographic
adaptive �delity routing [8] forwardpacketsto a subsetof
nodestowardsthesinksuchthattheenergy consumptionis
reducedandthenetworklifetime is prolonged.

Multipath routing schemes[1, 6, 11] maintainmultiple
alternative pathsbetweenthe sink and the sourcenodes
in order to adaptto link congestionand node failures in
the network. Next, we brie�y review the braided multi-
pathroutingwhichachievesbetterfailureresilienceanden-
ergy consumptioncomparedto disjoint multipath routing
schemes.
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Figure 2. The braided multipath routing.

Developedfrom the directeddiffusion routing scheme
[3], braidedmultipathrouting [1] maintainsa primarypath
and several alternative paths betweenthe sink and the
source(clusterhead)nodes.In Fig. 2, theprimarypathis
shown by thesolid line andthealternative pathsareshown
by dashedlines. Whenthe sink is to reinforcethe routing
pathsfrom the sink to the clusterhead,eachnodeon the
primarypathidenti�es analternative next nodein addition
to theoneon theprimarypath;eachnodeon thealternative
pathonly identi�es onenext node,in the sameway asthe
directeddiffusion routing. The alternative pathsmay join
the primary pathpartially suchthat the primary andalter-
native pathsarebraidedwith nodesoverlappingwith each
other. As wecansee,thenumberof possiblepathsbetween
two distantnodesis large. In Fig. 2, for example, there
are� ve possiblepathsfrom nodeu1 to nodeu5. Ganesan
et al. [1] showedthat thenumberis proportionalto thenth

Fibonaccinumberif therearen nodeson theprimarypath.
Thebraidedmultipathschemeachievesbetterresilienceto
nodefailuressimply becausethe high numberof possible
pathsfrom thesourceto thesink. We will explain next our
designbasedon this scheme.

3 ProblemStatement
In thissectionweelaboratethetwo problemsthatweare

to solvein thispaper. Beforethediscussionwede�ne some
termsthatwe usein thepaper.

De�nition 1 TwonodesV1 andV2 aredirectlyassociatedif
they are associatedwith each otherfor authentication.

De�nition 2 Two nodeV1 andV2 are indirectly associated
if there is a non-emptylist of nodes[X1,...,Xn] such thatV1
is directlyassociatedwith X1, Xi is directlyassociatedwith
Xi+ 1(1 � i � (n� 1)), andXn is directlyassociatedwithV2.

De�nition 3 A nodeV1'sauthenticationchain, abbreviated
asV1-chain,consistsof all nodesthatare directlyandindi-
rectlyassociatedwith V1.

De�nition 4 If there are r numberof associatedbetween
twoassociatednodesV1 andV2, wesayV1 is (r + 1) rounds
awayfromV2.

For examplein Fig. 1, nodesv3, u3 andu7 areon thev3
authenticationchain. nodesu3 andu7 aredirectly associ-

atedwhile nodesu7 andv3 areindirectly associated.Node
u7 is two roundsaway from v3.

3.1 Problem 1: malicious node association
manipulation

The effectivenessof the interleaved hop-by-hop(IHA)
authenticationschemerelieson thecorrectnessof thenode
association,i.e., the(t+1) MACscanbegeneratedandver-
i�ed alternatively. In the original schemethe nodeasso-
ciation is establishedat the beginning stageof eachepoch
of transferringsensorreports. Fig. 3 depictsthe associa-
tion process.A HELLO messageis �rst sentfrom thesink
to the clusterheadCH (sourcenode),followedby a reply
ACK messagefrom CH to the sink. Eachmessagecon-
tainsa nodelist consistingof up to (t + 1) nodesthat are
usedin the nodeassociation.Thesenodesare the (t + 1)
nearestneighborsin onedirectionof any nodein thepath.
Hence,the list is a sliding window of the nodesthat the
HELLO/ACK messagepassesthrough.

WhentheHELLO messageis propagatedfrom u8 toCH
in Fig. 3, a nodelist grows from anemptysetin u8 to a set
of i, i � (t + 1) nodesthat indicatesthe last i nodesvisited
in thatorder. A nodeN �nds its up-streamassociatednode
M by readingtheheadof thelist. Thelist is thenmodi�ed
by removing M andinsertingN at theend,andpassedonto
thenext node.Notethatnodeswithin (t + 1) hopsfrom the
sinkhasnoup-streamassociationnodes.WhenCH receives
theHELLO message,it repliesbackwith anACK message
by forming a nodelist containingitself andt sensorsin its
cluster. Thosesensorsareto beassociatedwith relaynodes
that are within t + 1 hopsfrom CH. A nodeN �nds its
down-streamassociatednodeSby readingfrom the tail of
thelist. Thelist is thenupdatedby removing Sandinserting
N at the beginning, andpassedon to the next node. The
nodesin pair associatedin this way are(t + 1) hopsaway
from eachother.

Unfortunatelythe important nodeassociationphaseis
notrigorouslyprotectedfrom maliciousattacks.A compro-
misednodeon the routecanmanipulatethe nodelist and
deceive the nodesdown in the path. This is serioussince,
dueto thevaryingnatureof sensorrouting,nodesin sensor
networksmayhave to bere-associatedaftereachepoch.At
this point somesensornodesmayhave alreadybeencom-
promisedandthuscaninitiate the attackto performmali-
ciousnodeassociationmanipulation.

Next we elaboratethe attackingprocedureusingan ex-
amplein Fig. 4 wheret=4. Thatis, if therearefour compro-
misednodesX1, X2, X3, andCH, theschemeshouldstill
besecure.TheHELLO andACK messagesalsoincludea
nodelist with 5 nodeIDs. For clarity, we omit theHELLO
messagesreceived by u3� u8 andthe ACK messagesbe-
yond u6 asthey arenot relevant in the attack. Ideally the
two nodesin eachassociationpair shouldbe5 (=t+1) hops
away from eachother.
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Figure 3. The node association in IHA scheme .

Let us focus on X3 who manipulatesthe nodeassoci-
ation. X3 �rst receives a HELLO messagewith the list
(u7;u6;u5;u4;u3). ThereforeX3 is up-streamassociated
with u7. However, since it is compromised,it sendsu2
a fake nodelist (u5;u4;u3;u6;X3). This list ensuresthat
u2 andu1 areup-streamassociatedwith u5 andu4 respec-
tively while the correctassociationshouldbe u6 and u5.
Similarly, in processingthe ACK message,X3 forgesthe
outgoingnodelist to u3. The fake nodelist ensuresthat
u3 to u7 aredown-streamassociatedwith CH, u1, u2, X2,
andX3 respectively. In addition,weseethatX1 andX2 are
down-streamassociatedwith u2 andu1 respectively, dueto
theinitial maliciousnodelist formedby CH.
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Figure 4. The node association attac k (t=4).

After theabove maliciousassociation,thecompromised
CH cansendany falsereportsto thesinkwithoutbeingde-
tecteden-route.Thefalsereportcanbeconstructedthrough
the collaborationbetweenX3 andCH. In a false report,
supposeP is thereportcontent;XMACP is theXOR-MAC

to be authenticatedby the sink [13]; the restare � ve pair-
wisekeyedMACsfor en-routeauthentication.Let keyX2:u1
denotethepairwisekey betweennodeX2 andu1. Thecor-
respondingMAC – MACkey:X2:u1(P) is generatedby X2 and
to be veri�ed by u1. Clearly, if onenodein an association
pair is compromised,the MAC canalwaysbe forged. Let
MACx besomearbitraryunimportantbits in a MAC.

Thereportforgedby CH is

[ P;XAMCP; MACkey:X2:u1(P);MACkey:X1:u2(P);
MACx;MACx;MACx]

This false report can passu1 and u2 since the corre-
spondingMACs aregeneratedby compromisednodesX1
andX2. After passingthesetwo nodes,two new MACsare
added– MACkey:u1:u4(P) andMACkey:u2:u5(P) which are to
bevalidatedby u4 andu5 respectively.

Thereforethe compromisednodeX3 canrearrangethe
reportandgeneratethenew reportasfollows.

[ P;XMACP; MACkey:CH:u3(P);MACkey:u1:u4(P);
MACkey:u2:u5(P);MACkey:X2:u6(P);
MACkey:X3:u7(P)]

In thisreport,the1st,4thand5thMAC canbegenerated
sinceeachcorrespondingassociationhasa compromised
node. The 2nd and 3rd MACs are received from u1 and
u2. At thispoint,all � veMACsareconsistentwith thefalse
reportcontent.It canbeforwardedto thesinkwithoutbeing
detected.

Initial observation.By observingthisattack,it is notdif-
�cult to �nd that it is thenodeX2 thatcreatestheproblem
becauseit sitson two authenticationchains– theu1-chain
andu2-chain.Thiseffectively reducesthenumberof differ-
entMACs to t, or it is possibleto construct(t+1) different
MACsfrom t compromisednodes.We will devisea mech-
anismto defendsuchattacksin section4.

3.2 Problem 2: security and overheadtrade-
offs in multipath routing

As falsereportsmayalsobeinjectedin amultipathrout-
ing basedsensornetwork,it is equallyimportantto perform
en-routeauthenticationand drop false reportsas early as
possible.



However with braidedmultipathrouting,therearelarge
numberof differentroutingpathsbetweenthesink andthe
sourcenodes.In [1] Ganesanetal. showedthatthenumber
is proportionalto the nth Fibonaccinumberif therearen
nodeson theprimaryroutingpath. Themaintenanceover-
headwould be prohibitively high if the IHA schemeis di-
rectlyappliedto eachpossiblepath.

Insteadareasonablesolutionis toconsidermultiplerout-
ing pathssimultaneously. To performthenodeassociation
at eachnode,only its neighboringnodesneedto be con-
sidered.The IHA associatestwo nodesthatare(t+1) hops
away from eachother into onepair, and usesa nodelist
containingthe last traveled (t+1) nodesto help nodeas-
sociation. In multipathrouting, we cansimilarly consider
a short routing pathsegment. The differenceis that there
mightbemultiple (t+1)-hop-awaynodesin eachroutingdi-
rection.It is not trivial to designasecureandef�cient node
associationschemeaccordingly.
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Figure 5. The node association in multipath
routing (t=3).

Let usdiscussthreeattemptswith differentoverheadand
securitylevels.The�rst attemptis thatanodesetsupadif-
ferentpairwisekey with eachof its (t+1)-hop-away nodes;
authenticationis thenperformedbasedon which path the
reportis routedalong.For exampleFig. 5(a)illustratesthis
attemptwith t=3. Thereare� ve subpathsfrom u1 to u5,

path1: u1� u2� u3� u4� u5
path2: u1� u2� u7� u8� u4� u5
path3: u1� u9� u10� u3� u4� u5
path4: u1� u9� u10� u3� u11� u5
path5: u1� u2� u3� u11� u5

Thus u1 createsthreeup-streampairwisekeys — one
with u5 for path1 and path5, one with u4 for path2 and
path3; andonewith u11 for path4. In addition,u1 hasto

createsimilar numberof down-streampairwisekeys (not
shown in the�gure). This attemptis secureaseachdiffer-
ent subpathis independentlyprotectedby IHA. However,
asonecansee,the overheadis still very high. In addition
to thestoragefor saving anddistinguishingmultiplekeys,a
relaynode(e.g. u1) hasto generateandtransmitthreedif-
ferentMACs up-stream,insteadof oneMAC per nodein
IHA. Thelatteris moreproblematicasdatatransmissionin
sensornetworksconsumesmoreenergy. Theauthentication
overheadmay increasem timesin multiple routing if each
nodegeneratesmMACsonaverage.

To reducetheauthenticationoverhead,we cangroupall
up-stream(t+1)-hop-awaynodestogetherusingoneauthen-
tication key. Similarly, a different authenticationkey is
createdfor all down-stream(t+1)-hop-away nodes. In the
aboveexample,agroupauthenticationkey is createdamong
u1,u5,u4,andu11. Thusnomatterwhichpaththepacketis
to take,u1 only needsto generateoneup-streamMAC. Un-
fortunatelywhile this schemecangreatlyreducethe over-
head,thesecurityis compromised.For example,dueto the
existenceof path2, nodeu5 alsosetsup a key with u2 as
they are (t+1) hopsaway from eachother. Therefore,u5
stayson two differentauthenticationchains(u1-chainand
u2-chain).If u5 is compromised,it cangeneratetwo MACs
suchthat (t+1) legal MACs canbe constructedby u5 and
other(t-1) compromisednodes.In summary, if a nodegets
involvedin twodifferentauthenticationchains,it is possible
to breakthe authenticationprotectionby generating(t+1)
legalMACsfrom t compromisednodes.

Basedon the above observation, the third mechanism
could be to allow eachnodeto stayon only oneauthenti-
cationchain. In theabove example,if u5 hasbeenassoci-
atedwith u1, it maynotbeassociatedwith u2 evenwith the
existenceof thepath path2. However, thedif�culty is that
betweenu1 andu2, which nodeshouldbe associatedwith
u5. Wemayrun into securityproblemsif wegive theprior-
ity to oneover theother. For example,if theprimarypath
is of higherpriority in Fig. 5(b), thenu1 to u4 shouldbe
associatedwith u5 to u8 respectively. However, no mat-
ter how we associatenodeu9, only two differentMACs
arecheckedalongthepathu4� u9 � u8. In sucha setting
evenif a falsereportis detectedanddroppedalongthepath
u4� u5 � u6 � u7, it might still reachu8 via the shortcut
u4� u9� u8. If thiscontinuesto happenbeyondu8, a false
reportcanreachthesinkwithout beingdroppeden-route.

Therefore,it is challengingto designan interleavedau-
thenticationschemethatisbothsecureandef�cient for mul-
tipathrouting.

3.3 Assumptions
Beforepresentingouralgorithm,wediscussthenetwork

andattackmodelsthatweconsiderin thepaper.
The network model We considera sensornetworkthat

consistsof a numberof battery-poweredsensornodesand



a sink nodewith abundantresources,e.g. energy andcom-
putationpower. We assumethe sink nodecannotbe com-
promised.Eachsensoris assignedwith a uniqueID anda
secretkey beforedeployment.Both the ID andthekey are
knownto thesinknode.Sensornodesareleft unattendedaf-
ter deployment.They monitoreventsof interestsandsend
thedatareportsbackto thesink. Whenaneventhappensin
thenetwork,it canbedetectedby multiple nodesin a clus-
ter. Weassumethatmajorityof sensingnodesfor any single
event aretrustworthy. We assumetheclusteringtechnique
is usedsinceit hasbeenproven effective in reducingen-
ergy consumptionof theentiresensornetwork[2, 7]. Data
reportsare�rst sentto theclusterheadwho will construct
an aggregatedreport thatalsocontainsthe IDs andMACs
from sensingsensors.We usethemulti-hopbraidedmulti-
pathroutingscheme[1]. Thusthereportis forwardedalong
boththeprimaryandalternativeroutingpathsto thesink.

The attack model We assumethat oncea sensornode
is compromised,the adversarycan retrieve all embedded
securityinformationincluding thesecretkey. Therefore,a
compromisednodecan inject falsedatareportsas shown
in [13, 10]. We further assumethe adversaryknows the
protocolor othersecurityalgorithmsusedin thenetwork.

Weassumethattheadversarycanattackthenodeassoci-
ationphase.Sincethenodeassociationmaybeperformed
periodically at the beginning of eachepoch,somenodes
may have alreadybeencompromisedat that time. There
areup to t compromisednodesin thenetwork.

We assumethe sink alwayshas the ability to detecta
falsereportasshown in [13]. It is achieved by including
the XOR-MAC of MACs from (t+1) sensingnodesusing
privatekeys. In this paperwe thereforefocuson detecting
anddroppingfalsereporten-route.

4 Our Algorithm
In thissectionwepresentouralgorithmfor �ltering false

reportsin multipathroutingbasedsensornetworks.We fo-
cusonenhancingnodeassociationschemesandthenprove
theirsecurity.

4.1 Overview
Similar to IHA, our algorithmcontains� ve phases.The

enhancementsareintegratedin phases2 and4 which will
be discussedin moredetailsnext. Other phasesstay un-
changed.

1. The nodeinitialization anddeploymentphase. Each
nodeis loadedwith a uniqueid anda privatekey be-
fore the deployment.The deployednodealsosetsup
pairwisekeyswith its immediateneighbors.

2. Thenodeassociationdiscovery phase.A nodediscov-
ers its up-streamanddown-streamassociatednodes.
Authenticationkeysarealsogeneratedin thisphase.

3. Thereportendorsementphase.Eachreportisendorsed
by (t+1)nodeswithin thecluster. Theclusterheadcol-
lectsthesensingdataandthe(t+1) MACs,wrapsthem
to onereport,andsendsthereportbackto thesink.

4. Theen-route�ltering phase.Eachrelay nodeveri�es
theMAC generatedfrom its down-streamassociation
nodesandgeneratesonenew MAC to beveri�ed by its
up-streamassociationnodes.

5. Thesink veri�cation phase.Thesink nodealwayshas
the ultimateability to verify if the report is authentic
usingprivatekeysof (t+1) sensingnodes.

4.2 DetailedDescription
We focusour discussionon nodeassociationsincethe

authenticationlargely dependson how the nodesareasso-
ciated. We �rst presenthow to defendthe maliciousnode
associationattackin singlepathrouting. We thenextendit
to themultipathbasedroutingnetwork.

Enforced node association for single path routing.
Ideally IHA assigns(t+1) consecutive nodesto (t+1) dif-
ferentauthenticationchains. As thereare at most t com-
promisednodes,even if t authenticationchainsarebroken,
at leastone is still well-behaved. Any nodeon this chain
candetectanddrop falsereports.However in Fig. 4 with
thehelpof thecompromisednodeX3 who forgesthenode
lists for nodeassociation,nodeX2 is successfullylinked to
two differentauthenticationchains.X2 is linked to theu6-
chainthroughdirectassociationwhile it is linked to theu4-
chain throughindirect association(throughu1). Oncethe
maliciousnodeassociationsucceeds,theadversarycande-
feattheauthenticationby generating(t+1)consistentMACs
from X2 andother(t � 1) compromisednodes.Sincethe
nodeassociationis short-sightedto seepast(t+1) nodes,u4
andu6 donotknow thattheirauthenticationchainsactually
mergeat X2.

With theabove observation, the enhancementis clear–
weshould�nd awayto enforcetheinterleavednodeassoci-
ationsuchthat(t+1) authenticationchainskeepdisjoint. A
bruteforce approachis to rememberthe completerouting
path from the clusternodeto the sink. Clearly it is inef-
�cient andexpensive. Given thereare at most t compro-
misednodes,we will prove it is secureby including last
(t+1)2 travelednodesin the ACK message.Our enhance-
mentworksasfollows,

� We includetheids of lasttraveled(t+1)2 down-stream
nodesin theACK message,thatis, eachnodereceives
a list of nodes[ ui j] (0 � i; j � t)); u00; :::; u0t arelast
traveled(t+1) nodes.(Notethat the last travelednode
maynotbeu00. Insteadthelasttravelednodeis identi-
�ed by theindex valueInd asdiscussednext). Thislist
is to replacethe(t+1)-nodelist in theACK messagein
IHA. Thesenodesform (t+1) authenticationchains—



given a �x ed j (0 � j � t), u0j ; u1j; :::; ut j areon one
authenticationchain.

� An index value Ind with dlog(t + 1)e bits is also in-
cluded in the ACK message.This value is usedto
indicate the last traveled nodeand its authentication
chain. IHA identi�es thelastnodeby alwaysshifting
thisnodeto theheadof thelist. Insteadwe useavalue
to identify it but not to shift the list. The reasonis to
helpnodeassociationin multipathroutingcase.

Ind is initialized to zero; when a nodereceives the
nodelist, it is updatedasfollows.

Indnew= (Indrecieved + 1)mod(t + 1):

After updatingInd , the currentnodeis associatedto
theu0:Ind authenticationchain.

� Eachnodealso updatesthe nodelist beforeit sends
thelist to thenext up-streamnode.Wedonotshift the
wholenodelist but insteadtheonecolumnof the[ui j]
(0 � i; j � t)) matrix. Thatis, thecurrentnodeis setas
u0:Ind while uk:Ind replacesu(k+ 1):Ind (0 � k � t � 1)).
Nodeut:Ind is removedfrom thelist.

� Insteadof using the pairwisekey PairKey between
two directly associatednodes to authenticatethe
datareports,we generatethe new authenticationkey
AuthKeyfrom thenodelist [ ui j] , theindex Ind using
thepairwisekey PairKey . Thepurposeof doingsois
to ensurethesetwo nodesseecommont(t+1) nodesin
thelist (exceptthoseremovedandthoseadded).
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After routing the list of (t+1)2 ids to the up-stream
associatednode,its last (t+1) nodeids are removed,
the rest are shifted, and its �rst (t+1) nodes are
addedalong the routing. To generatethe consistent
authenticationkey, we have

atu1 : AuthKey = FPairKey(Indjj u00jj u01jj :::jju(t� 1)(t� 1)):
atu2 : AuthKey = FPairKey(Indjj u10jj u11jj :::jjutt):

WhereF is anencryptionor akeyed-hashingfunction,
e.g. RC5 [10]; PairKey is the pairwisekey shared
betweenu1 and u2. u1 and u2 must be sharingthe
sameInd asthey areonthesameauthenticationchain.

� Beforegeneratingthenew authenticationkey, thecur-
rent nodechecksthe received nodelist to ensurethat
the last traveled t node u00:::u0t (but not u0:Ind) do

not overlapwith thenodeson its authenticationchain
u0:Ind:::ut:Ind.

We will prove that the above enhancementensuresthat
any (t+1)consecutivenon-compromisednodesstaysondis-
joint authenticationchains.Now theattackin Fig. 4 cannot
succeed:xu4 will reject the associationasX2 appearson
theu4-chainandit is oneof thelasttraveledt nodes.

Nodeassociationfor multipath routing. Next we dis-
cusshow to achieve secureandef�cient authenticationin
multipathrouting.Wesplit thenodeassociationto two sub-
tasksandwantto achieve

(1) Theup-streamassociation:to maintainsimilarauthen-
tication overheadas that in singlepath routing, each
nodeonly generatesoneMAC regardlessof thepatha
reportmay furtherbeforwardedto. In otherwords,a
nodesharesthesameauthenticationkey with multiple
up-streamnodes.

(2) The down-streamassociation:to ensurethe authen-
tication strengthen,we perform conservative down-
streamnodeassociationassumingthe path with the
smallestnumberof hops(andauthenticationchecks)
was taken. That is, the authenticationis interleaved
accordingto the shortestpathwhile it may be out of
theinterleaving orderalongotherpaths.
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Figure 6. The conserv ative node association
in multipath routing (t=3).

Next we usean example to illustrate how our scheme
works andthenpresentthe detailedalgorithm. In Fig. 6,
we assumet=3 andtherearefour v1;v2;v3;v4 authentica-
tion chains. Let us �rst focus on the down-streamnode



associationat the merging nodeu5. Assumingthat nodes
u1 to u4 have beeninterleavingly associatedto v1- to v4-
chainsrespectively. nodeu7, u10 andu11 have beenas-
sociatedto v3-, v4-, and v1- chains respectively. Ac-
cordingto two differentpathsu1� u2� u3� u4 � u5 and
u1� u2� u3� u10� u11,u5 canbeassociatedeitherto v1-
chainor v2-chain. We want to associateit to onechainto
ensuresecurity. With the conservative associationpolicy,
we associateit to the v1-chain,which ensuresthat checks
onv1-chainarenotmissedalongany path.

The above associationleaves the authenticationon the
pathu1� u2� u3� u10� u11notstrictly interleaved.More
importantly, alongthis path,we associateu5 to u1 — a v1-
chainnodeonerounddown-streamthanu5'simmediatev1-
chainnodeu11. The reasonfor doing so is to ensurethat
thereareat leastt nodesbetweenany two directly associ-
atednodes.We will usethis propertyto prove thecorrect-
nessof ourscheme.

Let usthenlook at theup-streamassociationat thenode
u1 in Fig. 6(b). it hastwo up-streamnodesu5 andu6 both
of which arefour hopsaway. Sincewe only wantto gener-
ateoneMAC at nodeu1, nodesu1, u5, u6 aregroupedto
shareone authenticationkey. On the other hand,a node
doesnot have to sharethe sameauthenticationkey with
all its down-streamnodes. That is, u5 may keeptwo au-
thenticationkeys,one(with u1) for thepacketroutedalong
u4� u5 andthe otherone (with u7) for the packetrouted
alongu8� u5.

It canbetricky with respectto thegroupauthentication
key generation. That is, assumingnodeu6 is a compro-
misednode,it may try to associatewith u4 aswell. If it
succeeds,u6 stayson two differentchains. Thusnodeu4
hasto know thatu6 hasalreadybeenon u1-chainin order
to rejectsucha request.Sinceu1 doesnot know this be-
forehand,we senda SYN messagewhich is just to �nd the
associationrelationshipbut leave theactualkey generatein
processingthenext ACK message.Similar to thatin single
pathrouting,theACK messagecontainsrelatednodeidsup
to (t+1) roundsoneachof the(t+1) authenticationchains.

Thealgorithmdetailsareasfollows.

� Thealgorithmcontainsthreesteps.In the�rst step,the
CH sendsa SYN messagefrom theclusterheadto the
sink alongall braidedpaths. It is to decideon which
authenticationchaineachof the relaynodeshouldbe
assignedto. In thesecondstep,the sink sendsa NO-
TIFY messageto the CH. Eachnodegetsa noti�ca-
tion from eachof its up-streamassociatednodes. In
thethird step,theCH sendsanACK messagewith the
relatednodelist to generatetheauthenticationkey.

� In step1, theSYN messagecontainsanindex Ind and
a value Rcnt that countsthe numberof association
rounds.

If a nodeux receivesoneSYN messagefrom uy, it is
assignedasthe next nodeof uy andupdatesInd and
Rcnt accordingly. If a nodeux receivesmorethanone
SYN messages,it is assignedasthe next nodealong
thepathwith thesmallestRcnt, or thesmallestInd if
all Rcnt arethe same. Ind andRcnt areupdatedas
well.

For examplein Fig. 6(a),u5 andu6 areassignedto v3-
andv4- chainsrespectively.

� In step2, the NOTIFY messagecontainsthosetrav-
eledup-streamnodesthathave not reachtheir associ-
atednodes.Eachnodereceives the noti�cation from
all up-streamnodesandaddsitself to thelist to notify
its down-streamassociatednode.

For examplein Fig. 6(b), u1 is noti�ed that both u5
andu6 areto associatewith it.

� In step3, the ACK messagecontainsthe nodelist to
generatetheauthenticationkeys. This list is organized
as(t+1) authenticationchains.Eachchainremembers
up to (t+1) roundsof its down-streamnodesandtheir
directlyassociatednodes(if thesenodesdonotappear
on thechain).

For example in Fig. 6(b), with respectto the v1-
chain/nodelist received by node u4 along the path
u1� u2� u3 � u4. Nodeu6 shouldhave beenadded
to the list at u1 sinceit is directly associatedwith u1
andu1 receivesthisnoti�cation in step2.

� To generatetheauthenticationkey in step3. All nodes
in oneassociationgroup,e.g. u1, u5, andu6 in Fig.
6(b), computefrom Rcnt, Ind and the sharednode
ids in their received ACK messages.They sharet
roundsof ids on eachauthenticationchainbut thepo-
sitionmaybeshiftedsimilarto thatin singlepathrout-
ing. That is AuthKey = FS(Rcntjj IndjjShared ids):
WhereSis asecretselectedby u1 andtransferredto its
up-streamassociatednodesusingthepairwisekeys.

� Before generatingthe authenticationkey, eachnode
veri�es that last traveledt nodesdo not overlapwith
nodesonits down-stream(t+1) roundsof theauthenti-
cationchain(andtheirdirectlyassociatedonessuchas
u6 in Fig. 6(b)).

En-routemessageauthentication. After thenodeasso-
ciation, the en-routemessageauthenticationworkssimilar
to that in singlepathauthentication.Eachreportcontains
(t+1) MACs,eachrelaynodepicksup theoneto verify ac-
cordingto its Ind andtheauthenticationkey createdin the
nodeassociationphase.For examplein Fig. 6(a)u5 always
picksup thethird MAC to verify asit wasassignedto v3.

After theauthentication,a new MAC is generatedusing
the authenticationkey for its up-streamassociationnodes



andreplacesthe old one in the report. The report is then
forwardedfollowing multiple outgoingpaths.

Theonlydifferenceis that,sinceareportmaytakediffer-
entpathsto reachamergenode,theMAC of thesameindex
maybedifferentalongdifferentpaths.For examplein Fig.
6(b) we may use either AuthKeyu5�u7 or AuthKeyu1�u5�u6.
Several extra bits are thereforeneededto distinguishthe
path.In generalthisoverheadis small.

4.3 Security Analysis
In this sectionwe analyzethe securityof our enhance-

ments.In particularweprovethattheproposedschemecan
defendthemaliciousnodeassociationattackin bothsingle
pathandmultipathroutingnetworks.

Theorem 1 The proposedschemecan defendnodeasso-
ciation manipulationattack in single path routing sensor
networks.

Proof We will prove by contradiction.Let usassumethat
a falsereportcanescapethe authenticationcheck,that is,
it can route through consecutive (t+1) non-compromised
nodeswithoutbeingdetected.

Let us denote the �rst such routing path segment
as SEG1. It contains (t+1) non-compromisednodes
v1; v2; :::v(t+ 1). Thet compromisednodesareX1;X2; :::; Xt.

Sincethereare(t+1) authenticationchainsandt compro-
misednodes,we can �nd at leastonecompromisednode
which stayson two authenticationchains.Otherwisethere
is anauthenticationchainthatconsistsof non-compromised
nodes.Thefalsereportwill bedetectedif any nodeon this
chainreceivesthereport.
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Figure 7. Vt has to meet a compr omised node
with t association rounds.

The nodebefore reachingv1 must be a compromised
node,otherwisethe�rst non-compromised(t+1)-nodepath
segmentwouldbefrom thisnodeto vt . Accordinglythereis
a compromisednodebetweenvt andits down-streamasso-
ciatednodevdt . Similarly we can�nd a compromisednode
betweenvdt anditsdown-streamassociatednode,andsoon.
Giventhereareat mostt compromisednodes,this process
canjump at mostt rounds,or a compromisednodeis met
on the chain. If it jumpst rounds,thenall t compromised
nodeshave beenjumpedandthereforeit is an authentica-
tion chainwithout any compromisednode. It candetecta
falsereportimmediately.

In otherwords,all (t+1) authenticationchainsmustmeet
a compromisednodewithin t roundsof associationdown-
stream,i.e. with (t + 1)2 nodesdown-stream.A compro-
misednodeX1 thereforehasto stayon two chainse.g. v1
andv2 chains.Fromthealgorithm,at leastt(t + 1) shared
nodesreceived by v1; :::; v(t+ 1) cannotbe compromised.
Otherwisedifferentlistsareusedto generatekeys suchthat
theconsistentauthenticationkey cannotbereachedbetween
associatednodes.Thereforethe fact thatX1 is to associate
with two chainscannotsucceed.

To summarize,it is impossibleto associateonecompro-
misednodewith two authenticationchains. Accordingly
a false report cannotbe routedthroughconsecutive (t+1)
non-compromisednodeswithout beingdetected.Thenode
associationattackis defended.

Theorem 2 Theproposedschemecandefendnodeassoci-
ationmanipulationattack in multipathroutingbasedsensor
networks.

Proof To prove in multipathrouting networks,we follow
thesimilar strategy asthatin theabove proof.

If a falsereport canescapethe authenticationcheckin
a reasonablelarge network,it hasto routethrougha rout-
ing pathsegment that containsnodesfrom (t+1) different
authenticationchains.We assumethe �rst suchsegmentis
SEG1. It mayhave morethan(t+1) nodessincenodeasso-
ciation is not strictly interleavedalongsomepaths.Dueto
thefact thatthereareat mostt compromisednodes,we can
�nd at leastonecompromisedwhocangeneratetwo MACs
that canbe acceptedinto two authenticationchains. This
meansthis compromisednodeshouldsharetheauthentica-
tion keys with somenodeson two differentauthentication
chains.

In the nodeassociationschemefor multipathrouting,a
compromisednodeX hastwo choicesto shareanauthenti-
cationkey with nodeson anauthenticationchain. Regard-
ing the u5-chainin Fig. 6(b), X caneitherbe u1 which is
a u5-chainnodeandon the routing from u5 to CH, or u6
which is a u1-chainnodebut not u5-chainnode. u6 is di-
rectlyassociatedwith anodeu1 ontheu5-chain.Wedenote
all thesenodesasrelatednodesin thisproof. Therefore,we
canconcludethatacompromisednodehastobeoneof such
relatednodeson two differentauthenticationchains.

We next prove that all compromisedt nodesmust be
within t down-streamroundsfrom SEG1. Our schemeen-
sures(i) betweenany two directly associatednodes,there
are nodesfrom all other t authenticationchains;and (ii)
theACK messageincludesrelatednodesfrom (t+1) down-
streamroundsoneachauthenticationchain.If thereareless
thant compromisednodesincluded,we can�nd a routing
pathsegmentwhich is down-streamaheadof SEG1 andin-
cludes(t+1) non-compromisednodes.We shouldbefocus-
ing thatsegmentinsteadof SEG1.



Since the ACK messagememorizesthe related nodes
from past(t+1) roundson eachchain,andwe checknode
overlappingbeforegeneratingthe authenticationkey, it is
impossibleto let one compromisednode break into two
chainswithoutbeingdetected.

Thereforewe should have at least one authentication
chainwhich containsno compromisednode. The falsere-
port will bedetectedanddroppedimmediatelyif any node
on this chainreceives thepacket. As nodesareassociated
conservatively accordingto theshortestpath,it is impossi-
ble to skipsuchanauthenticationchain.

In summary, we candefendthe nodeassociationattack
in themultipathrouting.

4.4 OverheadAnalysis
Theinterleavedauthenticationoverheadcomesfrom the

costto setupthenodeassociation,andthe costto perform
en-routereportauthenticate.

Theoverheadfor nodeassociation.To achieve higher
security, our node associationprocessesthree messages.
TheSYN messagecontainstwo values;theNOTIFY mes-
sagecontainsa nodelist with O(t) nodeids; theACK mes-
sagescontainsa node list with O((t + 1)2) node ids. In
comparison,IHA hastwo messageseachof whichcontains
a nodelist of (t+1) ids. While the overheadof the node
associationphasein our schemeis higher, it is a one-time
overheadin eachepochandamortizedby multiple relayed
packets.

En-routereportauthentication.We achieve similar en-
routeauthenticationoverheadasthat in IHA. Eachreports
contains(t+1) en-routeauthenticationMACs. In compar-
ison a reportmay have to carry m(t + 1) MACs if IHA is
appliedindependentlyandon averageeachnodegenerates
mMACs.

Theupperboundthata falsereportcantravel in a mul-
tipath routing basedsensornetwork is the sameasthat in
IHA. Since a compromisednodecan forge the node list
to fool its next t (but not possible(t+1)) non-compromised
nodes,in the worst case,a false reportmay be forwarded
t2 hopsfrom thenodewherethefalsereportwasgenerated.
Sincenodesareconservatively associatedaccordingto the
shortestpath,this upperboundequalsto t2 nodesregarding
theshortestpath.

Othercostincludestheseveralbits in thereportto distin-
guishthe(t+1)-hoproutingpathsuchthata relaynodecan
selectfrom multiple down-streamkeys. Therequirednum-
berof bits is in generalsmallandcanberemovedif thereis
only onedown-streamassociatednode.

5 Conclusions
In this paperwe studieden-routefalse report �ltering

in multipathrouting basedsensornetworks.We identi�ed
the nodeassociationmanipulationattackand the associa-
tion problemsin multipathrouting. We proposedschemes

to achieve secureandef�cient authentication,andanalyzed
their securityandperformance.Theschemesachieve sim-
ilar en-routeauthenticationoverheadand �ltering upper
boundasthesein singlepathrouting.
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