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Abstract

In this paper we consider Itering false reports in
braided multipath routing sensornetworks. While multi-
path routing providesbetterresilienceto variousfaultsin
sensometworksjt hastwo problemsregarding the authen-
tication design.Oneis that, dueto thelargenumberof par-
tially overlappedouting pathsbetweerthe souceandsink
nodes,the authenticationoverheadcould be very high if
thesepathsare authenticatedndividually; the otheris that
falsereportsmayescapehe authenticationched through
the newly identi ed nodeassociationattad. In this paper
we proposeenhancement® solveboth problemssud that
secue andefcient authenticatiorcanbeachievedin multi-
pathrouting. Theproposedschemels (t+1)-resilient,i.e. it
is secue with up to t compomisednodes.Theupperbound
numberof hopsthat a falsereportmaybe forwardedin the
networkis O(t?).

1 Intr oduction

The wirelesssensometworkhasemeged asa promis-
ing computingmodelfor mary applicationsncludingthose
runningin hostile ervironmentse.g. tracking enemytar-
getsin a battle eld. Since sensornodesare usually left
unattendedafter deploymentthey arevulnerableto vary-
ing forms of security attacks[4]. Oncea sensomodeis
capturedthe sensitie informationstoredin the nodeis ex-
posed.In addition,the compromisechodemay be usedto
launchfurtherattacks.

Several recentschemeshave beenproposedto defend
the false report injection attack in the sensornetwork
[10, 13, 9]. In suchan attack,a compromisedodeinjects

falsereportsor modi es its relayedreports.Without detect-
ing suchreports,the sink may reacha suboptimalor even
wrongdecision.In addition,routingfalsereportsto thesink
consumeshe limited enegy of relay nodeson therouting
pathandreduceghelifetime of thenetwork.In theschemes
proposedn [10, 13, 9], theen-routeauthenticatiorstratey
is employedsuchthatfalsereportsaredetectecanddropped
earlyin theroutingpathto save theroutingenegy andpro-
long thelifetime of the network. The authentications per
formedbetweentwo nodesthat sharethe sameauthentica-
tion key. Thekey canbe setup by randomlyselectingirom
akey pool[10], or creatingpairwiseauthenticatiorkeysin
aninterleaved approacH13], or combininglocationinfor-
mation[9], or periodicallyrefreshingthe keys [12]. While
eachrelaynodehaslimited authenticatiorability, anumber
of consecutie sensonodescancon dently detectanddrop
falsereportsin severalhops.

In this paperwe considerltering falsereportsin amul-
tipath routing basedsensometwork. Multipath routing has
gainedits popularity asit adaptsbetterto various faults
suchas sensorfailure and signal con icts. In multipath
basedrouting, the sourcenode sendsthe reportsback to
the sink along several pathsthat may and may not be dis-
joint. Evensomerelay nodeson somepathsfailed, the re-
port canstill be routedto the sink aslong asthereexists
one well-behaed path. Studieshave shaved that several
braided(partially disjoint) pathscanachieve bettertradeof
amongfactorssuchaspacketdelivery, enegy consumption
andfailure noderecovery [1].

In a sensometworkwith braidedmultipath routing[1],
the numberof possiblepathsbetweenthe sink and source



nodesaretypically large. Thefalsereportdetectioris hence
complicatedasdroppingthemalongone pathdoesnot ef-

fectively stopsthe attack. Falsereportsmay escapehe au-
thenticatiorcheckeitherthrougha differentpathor through
maliciousnodeassociationWhile theinterleaved authenti-
cationfor singlepathrouting[13] canbeadoptedthe over

headis probablyhigh. To addresghis problem,we make
thefollowing contributionsin this paper:

We identify a new type of attack— the nodeassocia-
tion attackin eitherthe singlepathroutingor the mul-
tipath routing scenario. This attackis more severein
a multipathroutingernvironmentdueto dynamicnode
re-associationWe elaborateandexplain theattackus-
ing examples. We then proposeto defendthe attack
with sufcient informationincludedin the ACK mes-
sageatthenodeassociatiorstage.

We proposea (t + 1)-resilientinterleared authentica-
tion methodfor multipathrouting. Nodesare associ-
atedconseratively in multipathrouting. We maintain

similaren-routeauthenticatiorverheadandshow that

the false report can be forwardedat mostO(t?) hops

wheret is the numberof nodesn the shortespath.

Theremaindeiof the paperis organizedasfollows. Sec-
tion 2 reviews the relatedwork andin particularthe inter-
leavedhop-by-hopauthenticatiorf13] andthebraidedmul-
tipath routing [1] that our schemeare basedon. Section
3 detailsthe problemsthat we target to solve. Section4
presentur algorithmandits securityanalyses.Section5
concludeghe paper

2 Background

2.1 Falsereports Itering

In this sectionwe rst briey describethe state-of-art
falsereport ltering schemesindthendescribeén morede-
tail the interleaved hop-by-hopauthentication(IHA) [13]
for singlepathrouting.

Ye et al. [10] proposeda statisticalen-route ltering
schemdn which eachnoderandomlypicks up a subsetof
keys from a global key pool. A reportis endorsedwith
multiple suchkeys and authenticatedy relay nodeswho
have at leastone of endorsingkeys. The false reportis
droppedif a mismatchis found. Zhu et al. [13] proposed
IHA to associateodesonaroutingpathinterleavingly such
that eachnodecanauthenticatehe MAC generatedy its
associatiomode. Yanget al. proposeda scheme[9] to
achieve high resiliencein termsof the numberof compro-
misednodesthroughincorporatinglocationinformationin
generatingauthenticatiorkeys. By periodically updating
thekeys with thehelpfrom neighboringhodesZhangetal.
[12] proposeda schemeto minimize the harmof compro-
misednodes.

Figure 1. The IHA scheme (graph adapted
from [13], resilient to up to 3 compr omised
nodes (t=3)).

We now brie y describethe IHA schemg13] in which
nodesareassociate@ndMACsarecheckedwithin associ-
ation pairs. Figure 3 depictssuchan associatiorthat can
achieve (t+1) resiliencewheret = 3. Nodesvl to v3 are
nodeswithin aclusterwith theclusterheadCH. ul u9are
relay nodesthat forward reportsfrom the CH to the sink.
Basically a nodeis associatedvith an upstream(towards
the sink) and a downstream(towardsthe source)node of
t+ 1 hopsaway. For example,u5 is associateavith u9 and
ul. A uniquepairwisekey is usedin eachassociatione.g.,
theul u5 pairusesKy;.;s andu5 u9 pair usesKs;g.
Whenub recevesa report,it authenticateshe MAC gen-
eratedby ul usingKs..s. Upon successuyb5 replaceghis
MAC with a new oneusingK;5:u9. Thenev MAC is to
be authenticatedby u9. As we cansee,areportneedsto
carryslidingt + 1 MACs computedrom keys correspond-
ingtot+ 1 associationlf ary t nodesn this patharecom-
promised,.e.,t keys are exposed the lastassociatiorwill
guarantedhat a faulty report be detectedbecausets key
is still hidden. To be complete,the nodeswith lessthan
t+ 1 hopsfrom theclusterheadareassociateavith distinct
nodedrom within thecluster e.g.,ul is associateavith v1.
Thenodesapartfrom thesinkfor lessthant + 1 hopsdonot
needto associatevith upstreannodessincethereareless
thant + 1 of themandthey are unableto conspireto fool
thesink. A falsereportin IHA cantravel O(t?) hopsin the
network.

2.2 Multipath routing

The designof differentrouting techniquesn wireless
sensornetworks (WSNSs) is largely in uenced by non-
traditionalfactors[5] suchasenegy consumptionnetwork
dynamicsgdatareporting/aggrgationmodel,faulttolerance
etc. For example,directeddiffusionrouting[3], geographic
adaptve delity routing[8] forward packetsto a subsetof
nodegowardsthe sink suchthatthe enegy consumptions
reducedandthe networklifetime is prolonged.

Multipath routing schemeg1, 6, 11] maintainmultiple
alternatve pathsbetweenthe sink and the sourcenodes
in orderto adaptto link congestionand node failuresin
the network. Next, we briey review the braided multi-
pathroutingwhich achievesbetterfailureresilienceanden-
ey consumptioncomparedto disjoint multipath routing
schemes.
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Figure 2. The braided multipath routing.

Developedfrom the directeddiffusion routing scheme
[3], braidedmultipathrouting[1] maintainsa primary path
and several alternative paths betweenthe sink and the
source(clusterhead)nodes.In Fig. 2, the primary pathis
shavn by the solid line andthe alternatve pathsareshavn
by dashedines. Whenthe sink is to reinforcethe routing
pathsfrom the sink to the clusterhead,eachnodeon the
primary pathidenti es analternatve next nodein addition
to theoneon the primary path;eachnodeon thealternative
pathonly identi es onenext node,in the sameway asthe
directeddiffusion routing. The alternative pathsmay join
the primary path partially suchthat the primary andalter
native pathsare braidedwith nodesoverlappingwith each
other As we cansee thenumberof possiblepathsbetween
two distantnodesis large. In Fig. 2, for example,there
are ve possiblepathsfrom nodeul to nodeu5. Ganesan
etal. [1] shavedthatthe numberis proportionalto the nt"
Fibonaccinumberif therearen nodeson the primary path.
The braidedmultipathschemeachievesbetterresilienceto
nodefailures simply becausehe high numberof possible
pathsfrom thesourceto the sink. We will explain next our
designbasedn this scheme.

3 Problem Statement

In this sectionwe elaborateéhetwo problemghatwe are
to solwein thispaper Beforethediscussiorwe de ne some
termsthatwe usein the paper

De nition 1 TwonodesV; andV, are directly associatedf
they are associatedvith eat otherfor authentication.

De nition 2 Two nodeV; andV; are indirectly associated
if there is a non-emptylist of nodes[Xy,...,%] sud thatVy
is directlyassociatedvith Xy, X; is directlyassociatedvith
Xi+1(1 i (n 1)), andX, isdirectlyassociatedvith V5.

De nition 3 A nodeV;'sauthenticatiorchain abbreviated
asVi-chain, consistof all nodeghatare directlyandindi-
rectlyassociatedvith V.

De nition 4 If there are r numberof associatetbetween
two associatedhodes/; andVy, wesayVi is (r + 1) rounds
awayfromVba.

For examplein Fig. 1, nodesv3, u3 andu7 areonthev3
authenticatiorchain. nodesu3 andu7 are directly associ-

atedwhile nodesu7 andv3 areindirectly associatedNode
u7 is two roundsaway from v3.

3.1 Problem 1: malicious node association
manipulation

The effectivenessof the interleaved hop-by-hop(IHA)
authenticatiorschemeelieson the correctnessf the node
associationi.e., the (t+1) MACs canbe generatec&ndver
ied alternatively. In the original schemethe node asso-
ciationis establishedht the beginning stageof eachepoch
of transferringsensoreports. Fig. 3 depictsthe associa-
tion processA HELLO messagés rst sentfrom the sink
to the clusterheadCH (sourcenode),followedby a reply
ACK messagdrom CH to the sink. Eachmessageon-
tainsa nodelist consistingof up to (t + 1) nodesthat are
usedin the nodeassociation.Thesenodesarethe (t + 1)
nearesneighborsn onedirectionof ary nodein the path.
Hence,the list is a sliding window of the nodesthat the
HELLO/ACK messag@asseshrough.

WhentheHELLO messagés propagatedrom u8to CH
in Fig. 3, anodelist grows from anemptysetin u8 to aset
ofi,i (t+ 1) nodesthatindicatesthelasti nodesvisited
in thatorder A nodeN nds its up-streanassociatediode
M by readingthe headof thelist. Thelist is thenmodi ed
by remaving M andinsertingN attheend,andpasse@nto
thenext node.Notethatnodeswithin (t + 1) hopsfrom the
sinkhasnoup-streanassociatiomodes WhenCH receves
theHELLO messagét repliesbackwith an ACK message
by forming a nodelist containingitself andt sensorsn its
cluster Thosesensorsreto be associateavith relaynodes
that are within t + 1 hopsfrom CH. A nodeN nds its
down-streamassociatechodeS by readingfrom the tail of
thelist. Thelist isthenupdatedy remoring Sandinserting
N at the beginning, and passecn to the next node. The
nodesin pair associatedn this way are(t + 1) hopsaway
from eachother

Unfortunatelythe important node associationphaseis
notrigorouslyprotectedrom maliciousattacks.A compro-
misednodeon the route can manipulatethe nodelist and
deceve the nodesdown in the path. This is serioussince,
dueto the varyingnatureof sensorouting,nodesn sensor
networksmayhave to bere-associatedftereachepoch.At
this point somesensomodesmay have alreadybeencom-
promisedand thus caninitiate the attackto perform mali-
ciousnodeassociatiormanipulation.

Next we elaboratethe attackingprocedureusingan ex-
amplein Fig. 4 wheret=4. Thatis, if therearefour compro-
misednodesX1, X2, X3, andCH, the schemeshouldstill
besecure.The HELLO andACK messagealsoincludea
nodelist with 5 nodelDs. For clarity, we omit the HELLO
messageseceved by u3 u8 andthe ACK messagebe-
yond u6 asthey arenot relevantin the attack. Ideally the
two nodesin eachassociatiorpair shouldbe 5 (=t+1) hops
away from eachother
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Figure 3. The node association in IHA scheme.

Let us focus on X3 who manipulateghe node associ-
ation. X3 rst recevesa HELLO messagewith the list
(u7;u6; u5; u4; ul). ThereforeX3 is up-streamassociated
with u7. However, sinceit is compromisedjt sendsu2
a fake nodelist (u5; u4; u3;u6; X3). This list ensureghat
u2 andul areup-streamassociatedvith us andu4 respec-
tively while the correctassociatiorshould be u6 and us.
Similarly, in processinghe ACK messageX3 forgesthe
outgoingnodelist to u3. The fake nodelist ensureghat
u3 to u7 aredown-streamassociatedavith CH, ul, u2, X2,
andX3 respectiely. In addition,we seethat X1 andX2 are
down-streamassociatedvith u2 andul respectiely, dueto
theinitial maliciousnodelist formedby CH.

'

Figure 4. The node association attack (t=4).

After the abose maliciousassociationthecompromised
CH cansendary falsereportsto the sink without beingde-
tecteden-route Thefalsereportcanbeconstructedhrough
the collaborationbetweenxX3 andCH. In a falsereport,
supposeP is thereportcontent;XMACP is the XOR-MAC

to be authenticatedy the sink [13]; therestare ve pair-
wise keyed MACsfor en-routeauthenticationLet keyx 2.1
denotethe pairwisekey betweemodeX2 andul. Thecor
respondingMAC — MACyqx2.u1(P) is generatedy X2 and
to beveri ed by ul. Clearly, if onenodein anassociation
pair is compromisedthe MAC canalwaysbe forged. Let
MACx besomearbitraryunimportantitsin aMAC.
Thereportforgedby CH is

[P XAMCP, MACyg;x2:u1(P); MACke x1:u2(P);
MACx; MACx; MACX]

This false report can passul and u2 sincethe corre-
spondingMACs aregeneratedy compromisechodesX1
andX2. After passinghesetwo nodestwo nev MACsare
added- MACyg/y1:14(P) and MAC,gu2:us5(P) which areto
bevalidatedby u4 andus5 respectiely.

Thereforethe compromisechode X3 canrearrangehe
reportandgeneratehe new reportasfollows.

[RXMACP,  MACygcH:u3(P); MACke u1:ua(P);
MACxey:uz:us(P); MACkey:x2:us(P)
MACkey.XS:u?(P)]

In thisreport,the 1st,4thand5th MAC canbegenerated
since eachcorrespondingassociatiorhasa compromised
node. The 2nd and 3rd MACs arereceved from ul and
u2. At thispoint,all ve MACsareconsistenwith thefalse
reportcontent.lt canbeforwardedto thesink withoutbeing
detected.

Initial observationBy observinghisattackiit is notdif-
cult to nd thatit is thenodeX2 thatcreateghe problem
becausaét sits on two authenticatiorchains— the ul-chain
andu2-chain.This effectively reduceghe numberof differ-
entMACstot, or it is possibleto construct(t+1) different
MACsfrom t compromisechodes.We will devisea mech-
anismto defendsuchattacksn sectior4.

3.2 Problem 2: security and overheadtrade-
offs in multipath routing

As falsereportsmayalsobeinjectedin a multipathrout-
ing basedsensomnetwork,it is equallyimportantto perform
en-routeauthenticatiorand drop false reportsas early as
possible.



However with braidedmultipathrouting, therearelarge
numberof differentrouting pathsbetweerthe sink andthe
sourcenodes.n [1] Ganesartal. shovedthatthenumber
is proportionalto the n'" Fibonaccinumberif therearen
nodeson the primaryrouting path. The maintenancever-
headwould be prohibitively high if the [IHA schemas di-
rectly appliedto eachpossiblepath.

Insteadareasonablsolutionis to considemultiplerout-
ing pathssimultaneously To performthe nodeassociation
at eachnode, only its neighboringnodesneedto be con-
sidered.The IHA associate$wo nodesthatare(t+1) hops
away from eachotherinto one pair, and usesa nodelist
containingthe last traveled (t+1) nodesto help node as-
sociation. In multipathrouting, we cansimilarly consider
a shortrouting path sggment. The differenceis thatthere
mightbe multiple (t+1)-hop-avaynodesn eachroutingdi-
rection.lt is nottrivial to designa secureandef cient node
associatiorschemeaccordingly

P s % & ' &t

Figure 5. The node association
routing (t=3).

in multipath

Letusdiscusghreeattemptswith differentoverheacand
securitylevels. The rst attemptis thatanodesetsup a dif-
ferentpairwisekey with eachof its (t+1)-hop-avay nodes;
authenticatioris then performedbasedon which paththe
reportis routedalong. For exampleFig. 5(a)illustratesthis
attemptwith t=3. Thereare ve subpathdgrom ul to u5,

pathi:ul u2 u3 ud4d u5

pathy:ul u2 u7 u8 ud4 u5
paths:ul u9 ul0 u3 ud u5
pathg:ul u9 ul0 u3 ull u5
paths:ul u2 u3 ull u5

Thus ul createsthree up-streampairwise keys — one
with u5 for path; and paths, onewith u4 for path, and
paths; andonewith ull for paths. In addition,ul hasto

createsimilar numberof down-streampairwise keys (not
shavn in the gure). This attemptis secureaseachdiffer-
ent subpathis independentlyprotectedby IHA. However,
asonecansee,the overheads still very high. In addition
to the storagdfor saving anddistinguishingmultiple keys, a
relay node(e.g. ul) hasto generateandtransmitthreedif-
ferent MACs up-streamjnsteadof one MAC per nodein
IHA. Thelatteris moreproblematicasdatatransmissionn
sensonetworksconsumesnoreenegy. Theauthentication
overheadmay increasam timesin multiple routingif each
nodegeneratesn MACson average.

To reducethe authenticatioroverheadwe cangroupall
up-streanft+1)-hop-avay nodegogethemusingoneauthen-
tication key. Similarly, a different authenticatiorkey is
createdfor all down-stream(t+1)-hop-avay nodes. In the
above example,agroupauthenticatiorkey is createcamong
ul, u5,u4, andull. Thusnomatterwhich paththepacketis
to take,ul only needgo generateneup-streanrMAC. Un-
fortunatelywhile this schemecangreatly reducethe over
head the securityis compromisedFor example,dueto the
existenceof pathy, nodeu5 alsosetsup a key with u2 as
they are (t+1) hopsaway from eachother Therefore,us
stayson two differentauthenticatiorchains(ul-chainand
u2-chain).If usis compromisedit cangeneratéwo MACs
suchthat (t+1) legal MACs canbe constructediy u5 and
other(t-1) compromisedodes.ln summaryif a nodegets
involvedin two differentauthenticatiorthainsit is possible
to breakthe authenticatiorprotectionby generating(t+1)
legal MACsfrom t compromisedhodes.

Basedon the abore obsenration, the third mechanism
could be to allow eachnodeto stayon only one authenti-
cationchain. In the abore example,if u5 hasbeenassoci-
atedwith ul, it maynotbeassociateavith u2 evenwith the
existenceof the path path,. However, the dif culty is that
betweenul andu2, which nodeshouldbe associatedvith
u5. We mayrun into securityproblemsf we give the prior-
ity to oneover the other For example,if the primary path
is of higherpriority in Fig. 5(b), thenul to u4 shouldbe
associatedvith u5 to u8 respectiely. However, no mat-
ter how we associatenode u9, only two differentMACs
arecheckedalongthepathu4 u9 u8. In sucha setting
evenif afalsereportis detectecanddroppedalongthepath
ud u5 u6 u7,it mightstill reachu8 via the shortcut
ud u9 u8.If thiscontinuego happerbeyondu8, afalse
reportcanreachthe sink without beingdroppeden-route.

Therefore,it is challengingto designan interleaved au-
thenticatiorschemehatis bothsecureandef cient for mul-
tipathrouting.

3.3 Assumptions
Beforepresentinguralgorithm,we discusghe network
andattackmodelsthatwe considerin the paper
The network model We considera sensometworkthat
consistsof a numberof battery-peveredsensomodesand



asink nodewith alundantresourcesg.g. enegy andcom-
putationpower. We assumehe sink nodecannotbe com-
promised.Eachsensolis assignedwvith a uniquelD anda
secretkey beforedeployment.Boththe D andthekey are
knowntothesinknode.Sensonodesreleft unattendedf-
ter deployment.They monitor eventsof interestsandsend
thedatareportsbackto the sink. Whenaneventhappensn
thenetwork,it canbe detectecby multiple nodesin a clus-
ter. We assumehatmajority of sensingnodedor ary single
eventaretrustworthy We assumehe clusteringtechnique
is usedsinceit hasbeenproven effective in reducingen-
emgy consumptiorof the entiresensometwork[2, 7]. Data
reportsare rst sentto the clusterheadwho will construct
an aggregatedreportthatalsocontainsthe IDs andMACs
from sensingsensors We usethe multi-hop braidedmulti-
pathroutingschemd1]. Thusthereportis forwardedalong
boththe primaryandalternatie routing pathsto the sink.

The attack model We assumehat oncea sensomode
is compromisedthe adwersarycan retrieve all embedded
securityinformationincluding the secretkey. Thereforea
compromisechode caninject false datareportsas shovn
in [13, 10]. We further assumethe adwersaryknows the
protocolor othersecurityalgorithmsusedin the network.

We assumehattheadwersarycanattackthenodeassoci-
ation phase.Sincethe nodeassociatiormay be performed
periodically at the beaginning of eachepoch,somenodes
may have alreadybeencompromisedat that time. There
areuptot compromisedodesin the network.

We assumethe sink alwayshasthe ability to detecta
falsereportasshavn in [13]. It is achieved by including
the XOR-MAC of MACs from (t+1) sensingnodesusing
privatekeys. In this paperwe thereforefocuson detecting
anddroppingfalsereporten-route.

4 Our Algorithm

In this sectionwe presenburalgorithmfor Itering false
reportsin multipathrouting basedsensometworks.We fo-
cuson enhancinghodeassociatiorschemesndthenprove
their security

4.1 Overview

Similarto IHA, our algorithmcontains ve phasesThe
enhancementareintegratedin phase and 4 which will
be discussedn more detailsnext. Other phasesstay un-
changed.

1. The nodeinitialization and deploymentphase. Each
nodeis loadedwith a uniqueid anda privatekey be-
fore the deployment.The deployednodealso setsup
pairwisekeys with its immediateneighbors.

2. Thenodeassociatioriscorery phase A nodediscor-
ersits up-streamand down-streamassociatedodes.
Authenticatiorkeys arealsogeneratedh this phase.

3. Thereportendorsemerghase Eachreportis endorsed
by (t+1) nodeswithin thecluster Theclusterheadcol-
lectsthesensinglataandthe (t+1) MACs,wrapsthem
to onereport,andsendghereportbackto the sink.

4. Theen-route ltering phase.Eachrelay nodeveri es
the MAC generatedrom its down-streamassociation
nodesandgeneratesnenen MAC to beveri ed by its
up-streanassociatiomodes.

5. Thesinkveri cation phase.Thesink nodealwayshas
the ultimate ability to verify if the reportis authentic
usingprivatekeys of (t+1) sensinghodes.

4.2 Detailed Description

We focus our discussionon node associatiorsincethe
authenticatiorargely dependn how the nodesare asso-
ciated. We rst presenthow to defendthe maliciousnode
associatiorattackin singlepathrouting. We thenextendit
to themultipathbasedoutingnetwork.

Enforced node associationfor single path routing.
Ideally IHA assigns(t+1) consecutie nodesto (t+1) dif-
ferentauthenticatiorchains. As thereare at mostt com-
promisednodesgvenif t authenticatiorchainsarebroken,
at leastoneis still well-behaed. Any nodeon this chain
candetectanddrop falsereports. However in Fig. 4 with
the help of the compromisedodeX3 who forgesthe node
lists for nodeassociationnodeX2 is successfullfinked to
two differentauthenticatiorchains. X2 is linked to the u6-
chainthroughdirectassociatiomwhile it is linked to the u4-
chainthroughindirect associatior(throughul). Oncethe
maliciousnodeassociatiorsucceedshe adwersarycande-
feattheauthenticatiorby generatindt+1) consistenMACs
from X2 andother(t 1) compromisechodes. Sincethe
nodeassociatioris short-sightedo seepast(t+1) nodesu4
andu6 do notknow thattheirauthenticatiorthainsactually
meigeat X2.

With the abose obsenation, the enhancemeris clear—
weshould nd awayto enforcetheinterleavednodeassoci-
ationsuchthat(t+1) authenticatiorchainskeepdisjoint. A
bruteforce approachs to remembetthe completerouting
pathfrom the clusternodeto the sink. Clearlyit is inef-
cient andexpensve. Given thereare at mostt compro-
mised nodes,we will prove it is secureby including last
(t+1)? traveled nodesin the ACK message Our enhance-
mentworksasfollows,

We includetheids of lasttraveled (t+1)? down-stream
nodesin the ACK messagehatis, eachnodereceves
alist of nodeg uij] (0 i;j t)); Uoo;:::; uo arelast
traveled(t+1) nodes.(Notethatthe lasttravelednode
maynotbeugg. Insteadthelasttravelednodeis identi-
ed bytheindex valuelnd asdiscussediext). Thislist
is to replacethe (t+1)-noddist in the ACK messagén
IHA. Thesenodesform (t+1) authenticatiorchains—



givena xedj (0 j t), ugj;uyj;:; wj areonone
authenticatiorchain.

An index value Ind with dog(t + 1)e bits is alsoin-
cludedin the ACK message. This value is usedto
indicatethe last traveled node and its authentication
chain. IHA identi es thelastnodeby alwaysshifting
this nodeto theheadof thelist. Insteadwe useavalue
to identify it but not to shift the list. Thereasonis to
helpnodeassociatiorin multipathroutingcase.

Ind is initialized to zero; when a nodereceves the
nodelist, it is updatedasfollows.

INGhew= (INGreciever + 1)mod(t + 1):

After updatingind , the currentnodeis associatedo
the ug,|nq authenticatiorchain.

Eachnode also updatesthe nodelist beforeit sends
thelist to the next up-strearmode.We do not shift the
wholenodelist but insteadthe onecolumnof the [ui]

(0 i;j t))matrix. Thatis, thecurrentnodeis setas
Ug:ing While Uging replacese 1yung (0 k  t - 1)).

Nodeu:ng is removedfrom thelist.

Insteadof using the pairwisekey PairKey between
two directly associatednodes to authenticatethe
datareports,we generatehe new authenticatiorkey

AuthKey from thenodelist [ ujj] , theindex Ind using
the pairwisekey PairKey . The purposeof doingsois

to ensurghesetwo nodesseecommont(t+1) nodesin

thelist (exceptthoseremoredandthoseadded).

<
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After routing the list of (t+1)? ids to the up-stream
associatedhode, its last (t+1) nodeids are removed,

the rest are shifted, and its rst (t+1) nodesare

addedalong the routing. To generatethe consistent
authenticatiorkey, we have

not overlapwith the nodeson its authenticatiorchain
Uo:ind---Ut:Ind-

We will prove thatthe above enhancemergnsureghat
ary (t+1) consecutie non-compromisedodesstaysondis-
joint authenticatiorchains.Now theattackin Fig. 4 cannot
succeed:»ud will rejectthe associatioras X2 appearson
theu4-chainandit is oneof thelasttraveledt nodes.

Node associationfor multipath routing. Next we dis-
cusshow to achieve secureand ef cient authenticatiorin
multipathrouting. We split thenodeassociatioro two sub-
tasksandwantto achiere

(1) Theup-streamassociationto maintainsimilarauthen-
tication overheadasthat in single pathrouting, each
nodeonly generate®neMAC regardlesf thepatha
reportmay further be forwardedto. In otherwords,a
nodeshareghe sameauthenticatiorkey with multiple
up-streanmodes.

(2) The down-streamassociation:to ensurethe authen-
tication strengthen,we perform conserative down-
streamnode associationassumingthe path with the
smallestnumberof hops(and authenticatiorchecks)
wastaken. Thatis, the authenticationis interleaved
accordingto the shortestpathwhile it may be out of
theinterleaving orderalongotherpaths.

o-Q 0O
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atul:  AuthKey= Frairkey(Indij todij Uoaii it 1yt 1): N

atu2:  AuthKey= Fpairkey(INdjj U1qlj Unaj ::jj Uet):

WhereF is anencryptionor akeyed-hashindunction,
e.g. RC5[10]; PairKey is the pairwise key shared
betweenul andu2. ul andu2 mustbe sharingthe
samdnd asthey areonthesameauthenticatiorchain.

Beforegeneratinghe new authenticatiorkey, thecur-
rent nodechecksthe receved nodelist to ensurethat
the last traveled t node ugo:::ug (but not Uy, ng) do

Figure 6. The conserv ative node association
in multipath routing (t=3).

Next we usean exampleto illustrate how our scheme
works andthen presentthe detailedalgorithm. In Fig. 6,
we assume=3 andtherearefour v1;v2;v3;v4 authentica-
tion chains. Let us rst focus on the down-streamnode



associatiorat the meiging nodeu5. Assumingthat nodes
ul to u4 have beeninterlearingly associatedo v1- to v4-

chainsrespectiely. nodeu7, ul0 andull have beenas-
sociatedto v3-, v4-, and vl- chainsrespectiely. Ac-

cordingto two differentpathsul u2 u3 u4 u5and
ul u2 u3 ul0 ull,u5canbeassociate@ithertovl-

chainor v2-chain. We wantto associatét to onechainto

ensuresecurity With the conserative associatiorpolicy,

we associatét to the vl-chain,which ensureshat checks
onvl-chainarenotmissedalongary path.

The above associatioreaves the authenticatioron the
pathul u2 u3 ul0 ullnotstrictlyinterleared.More
importantly alongthis path,we associatel5 to ul — avl-
chainnodeonerounddown-streanthanu5'simmediatevl-
chainnodeull. The reasonfor doing sois to ensurethat
thereareat leastt nodesbetweenary two directly associ-
atednodes.We will usethis propertyto prove the correct-
nessof ourscheme.

Letusthenlook atthe up-streanmassociatioratthenode
ulin Fig. 6(b). it hastwo up-streammodesu5 andu6 both
of which arefour hopsaway. Sincewe only wantto gener
ateoneMAC at nodeul, nodesul, u5, ué aregroupedto
shareone authenticatiorkey. On the otherhand,a node
doesnot have to sharethe sameauthenticatiorkey with
all its down-streamnodes. That is, u5 may keeptwo au-
thenticatiorkeys, one(with ul) for the packetroutedalong
u4 u5 andthe otherone (with u7) for the packetrouted
alongu8 u5.

It canbetricky with respecto the groupauthentication
key generation. That is, assumingnodeu6 is a compro-
misednode,it may try to associatevith u4 aswell. If it
succeedsy6 stayson two differentchains. Thusnodeu4d
hasto know thatu6 hasalreadybeenon ul-chainin order
to rejectsucha request. Sinceul doesnot know this be-
forehandwe senda SYN messagevhichis justto nd the
associatiomelationshipbut leave the actualkey generatén
processinghe next ACK messageSimilar to thatin single
pathrouting,the ACK messageontaingrelatednodeids up
to (t+1) roundson eachof the (t+1) authenticatiorchains.

Thealgorithmdetailsareasfollows.

Thealgorithmcontainghreesteps.In the rst stepthe
CH sendsa SYN messagédrom the clusterheadto the
sink alongall braidedpaths. It is to decideon which
authenticatiorchaineachof the relay nodeshouldbe
assignedo. In the secondstep,the sink sendsa NO-
TIFY messagédo the CH. Eachnodegetsa noti ca-
tion from eachof its up-streamassociatechodes. In
thethird step,the CH sendsan ACK messagevith the
relatednodelist to generatehe authenticatiorkey.

In stepl, the SYN messageontainsanindex Ind and
a value Rent that countsthe numberof association
rounds.

If a nodeuy recevesone SYN messagdrom uy, it is
assignedasthe next nodeof uy andupdatesnd and
Rcnt accordingly If anodeuy recevesmorethanone
SYN messagesdt is assignedasthe next nodealong
the pathwith the smallestRcnt, or the smallestind if
all Rent arethe same.Ind andRcnt are updatedas
well.

For examplein Fig. 6(a),u5 andu6 areassignedo v3-
andv4- chainsrespectiely.

In step2, the NOTIFY messageontainsthosetrav-
eledup-streammodesthat have not reachtheir associ-
atednodes. Eachnoderecevesthe noti cation from
all up-streammodesandaddsitself to thelist to notify
its down-streamassociatediode.

For examplein Fig. 6(b), ul is noti ed that both u5
andub6 areto associatevith it.

In step3, the ACK messageontainsthe nodelist to
generatehe authenticatiorkeys. This list is organized
as(t+1) authenticatiorchains.Eachchainremembers
up to (t+1) roundsof its down-streamnodesandtheir
directly associatedodeqif thesenodesdo notappear
onthechain).

For example in Fig. 6(b), with respectto the v1-
chain/nodelist receved by node u4 along the path
ul u2 u3 u4. Nodeu6 shouldhave beenadded
to thelist at ul sinceit is directly associatedvith ul
andul recevesthis noti cation in step2.

To generatehe authenticatiorkey in step3. All nodes
in oneassociatiorgroup, e.g. ul, u5, andub in Fig.
6(b), computefrom Rcnt, Ind and the sharednode
ids in their receved ACK messages. They sharet
roundsof ids on eachauthenticatiorchainbut the po-
sition maybeshiftedsimilarto thatin singlepathrout-
ing. Thatis AuthKey= Fg(RcrtjjIndjj Shaed.ids):

WhereSis asecreselectedy ul andtransferredo its
up-streanassociatethodesusingthe pairwisekeys.

Before generatingthe authenticatiorkey, eachnode
veri es thatlasttraveledt nodesdo not overlapwith

nodesonits down-strean(t+1) roundsof theauthenti-
cationchain(andtheirdirectly associatednessuchas
u6 in Fig. 6(b)).

En-route messagauthentication. After the nodeasso-
ciation, the en-routemessageauthenticatiorworks similar
to thatin single path authentication.Eachreportcontains
(t+1) MACs, eachrelay nodepicks up the oneto verify ac-
cordingto its Ind andthe authenticatiorkey createdn the
nodeassociationphase For examplein Fig. 6(a)u5 always
picksup thethird MAC to verify asit wasassignedo v3.

After the authenticationa nev MAC is generatedising
the authenticatiorkey for its up-streamassociatiomodes



andreplaceghe old onein the report. The reportis then
forwardedfollowing multiple outgoingpaths.

Theonly differencds that,sinceareportmaytakediffer-
entpathsto reacha meigenode the MAC of thesameindex
may be differentalongdifferentpaths.For examplein Fig.
6(b) we may use either AuthKeyys ;7 or AuthKey1 us u6-
Several extra bits are thereforeneededto distinguishthe
path.In generathis overheads small.

4.3 Security Analysis

In this sectionwe analyzethe securityof our enhance-
ments.In particularwe prove thatthe proposedschemecan
defendthe maliciousnodeassociatiorattackin bothsingle
pathandmultipathrouting networks.

Theorem 1 The proposedscdemecan defendnode asso-
ciation manipulationattad in single path routing sensor
networks.

Proof We will prove by contradiction.Let usassumehat
a falsereportcan escapeahe authenticatiorcheck, thatis,
it can route through consecutie (t+1) non-compomised
nodeswithout beingdetected.

Let us denotethe rst such routing path seggment
as SEG;. It contains (t+1) non-compromisednodes
V1;V2; 11Vi4 1) Thet compromisedhodesareXy; Xz; i X

Sincethereare(t+1) authenticatiorthainsandt compro-
misednodes,we can nd at leastone compromisechode
which stayson two authenticatiorchains. Otherwisethere
is anauthenticatiorthainthatconsistof non-compromised
nodes.Thefalsereportwill bedetectedf ary nodeon this
chainrecevesthereport.

Figure 7. Vi has to meet a compr omised node
with t association rounds.

The node beforereachingvy mustbe a compromised
node,otherwisethe rst non-compromisegt+1)-nodepath
segmentwouldbefrom thisnodeto v;. Accordinglythereis
acompromisechodebetweeny; andits down-streanasso-
ciatednodevy;. Similarly we can nd acompromisedode
betweenvg andits down-streanassociatedode andsoon.
Giventhereareat mostt compromisedodes this process
canjump at mostt rounds,or a compromisechodeis met
onthe chain. If it jumpst rounds,thenall t compromised
nodeshave beenjumpedandthereforeit is an authentica-
tion chainwithout ary compromisechode. It candetecta
falsereportimmediately

In otherwords,all (t+1) authenticatiorthainsmustmeet
a compromisechodewithin t roundsof associatiordown-
stream,i.e. with (t+ 1)? nodesdown-stream.A compro-
misednodeX; thereforehasto stayon two chainse.g. v1
andv, chains. Fromthe algorithm, at leastt(t + 1) shared
nodesreceved by Vv1;:::; v+ 1) cannotbe compromised.
Otherwisedifferentlists areusedto generaté&eys suchthat
theconsistenauthenticatiolkey cannotbereachedetween
associatedhodes.Thereforethe fact that X; is to associate
with two chainscannotsucceed.

To summarizeit is impossibleto associat@necompro-
mised node with two authenticatiorchains. Accordingly
a false report cannotbe routedthrough consecutie (t+1)
non-compomisednodeswithout beingdetected.The node
associatiorattackis defended. |}

Theorem 2 Theproposedschemecandefendnodeassoci-
ation manipulatinattadkin multipathroutingbasedsensor
networks.

Proof To prove in multipath routing networks,we follow
thesimilar stratgy asthatin theabove proof.

If afalsereportcanescapeahe authenticatiorcheckin
a reasonabléarge network, it hasto routethrougha rout-
ing path sggmentthat containsnodesfrom (t+1) different
authenticatiorchains.We assumehe rst suchsegmentis
SEG;. It mayhave morethan(t+1) nodessincenodeasso-
ciationis not strictly interleaved alongsomepaths. Dueto
thefactthatthereareat mostt compromisedhodeswe can

nd atleastonecompromisedvho cangeneratéwo MACs
that canbe acceptednto two authenticatiorchains. This
meanghis compromisedodeshouldsharethe authentica-
tion keys with somenodeson two differentauthentication
chains.

In the nodeassociatiorschemedor multipathrouting, a
compromisedodeX hastwo choicesto sharean authenti-
cationkey with nodeson anauthenticatiorchain. Regard-
ing the us-chainin Fig. 6(b), X caneitherbe ul which is
a u5-chainnodeand on the routing from u5 to CH, or u6
which is a ul-chainnodebut not us-chainnode. u6 is di-
rectlyassociatedvith anodeul ontheu5-chain.We denote
all thesenodesasrelatednodesn this proof. Thereforewe
canconcludehatacompromiseahodehasto beoneof such
relatednodeson two differentauthenticatiorthains.

We next prove that all compromised nodesmust be
within t down-streanroundsfrom SEG;. Our schemeen-
sures(i) betweenary two directly associatedhodes,there
are nodesfrom all othert authenticationchains;and (ii)
the ACK messagéncludesrelatednodesfrom (t+1) down-
streanroundson eachauthenticatiorchain. If thereareless
thant compromisedodesincluded,we can nd arouting
pathsegmentwhich is down-streamaheadf SEG; andin-
cludes(t+1) non-compromisedodes.We shouldbe focus-
ing thatsggmentinsteadof SEG;.



Sincethe ACK messagememorizesthe related nodes
from past(t+1) roundson eachchain,andwe checknode
overlappingbefore generatingthe authenticatiorkey, it is
impossibleto let one compromisednode break into two
chainswithoutbeingdetected.

Thereforewe should have at least one authentication
chainwhich containsno compromisechode. The falsere-
portwill be detectecanddroppedimmediatelyif ary node
on this chainrecevesthe packet. As nodesare associated
conseratively accordingto the shortesipath, it is impossi-
ble to skip suchanauthenticatiorchain.

In summary we candefendthe nodeassociatiorattack
in themultipathrouting. |}

4.4 OverheadAnalysis

Theinterleavedauthenticatioroverheaccomesfrom the
costto setupthe nodeassociationandthe costto perform
en-routereportauthenticate.

Theoverheador nodeassociation.To achiere higher
security our node associationprocesseghree messages.
The SYN messageontainstwo values;the NOTIFY mes-
sagecontainsa nodelist with O(t) nodeids; the ACK mes-
sagescontainsa node list with O((t + 1)) nodeids. In
comparison|HA hastwo messagesachof which contains
a nodelist of (t+1) ids. While the overheadof the node
associatiorphasein our schemds higher, it is a one-time
overheadn eachepochandamortizedby multiple relayed
packets.

En-routereportauthentication We achieve similar en-
route authenticatioroverheadasthatin IHA. Eachreports
contains(t+1) en-routeauthenticatiorMACSs. In compa¥
ison a reportmay have to carry m(t + 1) MACsif IHA is
appliedindependentlyandon averageeachnodegenerates
mMACs.

The upperboundthata falsereportcantravel in a mul-
tipath routing basedsensometworkis the sameasthat in
IHA. Since a compromisedhode can forge the nodelist
to fool its next t (but not possible(t+1)) non-compromised
nodes,in the worst case,a false reportmay be forwarded
t2 hopsfrom thenodewherethefalsereportwasgenerated.
Sincenodesare conseratively associatedccordingto the
shortespath,this upperboundequalsto t> nodesregarding
theshortespath.

Othercostincludestheseveralbitsin thereportto distin-
guishthe (t+1)-hoprouting pathsuchthata relay nodecan
selectfrom multiple down-streankeys. Therequirednum-
berof bitsisin generakmallandcanberemovedif thereis
only onedown-streamassociatediode.

5 Conclusions

In this paperwe studieden-routefalse report Itering
in multipathrouting basedsensometworks. We identi ed
the nodeassociatiormanipulationattackand the associa-
tion problemsin multipathrouting. We proposedschemes

to achieve secureandef cient authenticationandanalyzed
their securityandperformance.The schemeschiere sim-

ilar en-routeauthenticationoverheadand Itering upper
boundasthesein singlepathrouting.
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