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Abstract. While sensometworkshave recentlyemegedasa promisingcom-
putingmodel,they arevulnerableto variousnodecompromisingattacks.In this
paper we proposeCOOL, a COmpromisechOdeLocatingprotocolfor detect-
ing andlocatingcompromisedodesoncethey misbehaein the sensonetwork.
We exploit a provencollision-resilientincrementahashingalgorithmanddesign
securestepsto con dently locatecompromisechodes.The schemecanalsobe
combinedwith existing en-routefalse report Itering schemego achieve both
earlyfalsereportdroppingandaccuratecompromisedodessolation.

1 Intr oduction

Thesensonetworkhasrecentlyemegedasa promisingcomputingmodelfor mary
applicationse.g. patientstatusmonitoringin a hospital,andtargettrackingin a battle-
®eld. However, its unattendecdhaturemakeghe networkvulnerableto varyingforms of
securityattackssuchasa compromisedodedroppingtrue datareports9] or injecting
falsereportgq18, 22]. Without beingdetectedcompromisechodesmaypreventthesink
from reachinga corrector optimaldecision.In addition,routingfalsereportswasteghe
enegy of relaynodeswhich reduceghelifetime of the network.

Thepreviouswork proposeckitherto locatecompromisechodeghroughen-network
detection[12,15] or to ®lter falsereportsearlyin routing [18,22]. While they areef-
fectivein mary casesbothapproachebkave limitations— theformersuffersfrom low
accurag dueto possiblecollusionattacksandthe latter cannotexclude the compro-
misednodesin this papeme proposeCOOL,a COmpromiseaOdelLocatorfor locat-
ing maliciousnodesif they sendout falsedatareportsor droprealreports.Our design
is basedon an intuitive obsenation — for ary well-behaed nodein the sensomet-
work, the setof outgoingmessageshouldbe equalto the setof incomingandlocally
generatedr droppedmessages. We exploit a proven collision-resilientincremental
hashingscheme— AdHASH [1] andshowv how to securelycollectthe ADHASH val-
uesandcon®dentlylocatecompromisedodesWe incrementallyextendthetestingso
asto captureaninconsisteng whenabadlink is included.A badlink is ahopbetween

3 Somemessagemaybelostdueto weakconnectiorin thesensonetwork.It is alsoconsidered
asonetype of fault. We detectsuchlinks andlet the sink decideif theinvolved nodesshould
beexcluded.



two nodesin which at leastoneis compromisedFor suchlinks, we drop both nodes
achieving anupperboundof 2m excludednodesf therearem maliciousones.

Theremainderof the paperis organizedasfollows. We describethe problem,and
the networkandattackmodelsin Section2. The COOL protocolis thenpresentedn
Section3 with optimizationgpresentedh Sectiond. We evaluateproposedschemesnd
shaw theresultsin Sectionb. Section6 discussesherelatedwork. Section7 concludes
thepaper

2 Problem Statement
2.1 The network model

We assumehatthe sink assigna uniquelD anda uniquesecretkey to eachsensor
beforedeploymentSensorsare left unattendedfter deploymentand monitor events
of interestsWhile somemay be compromisedye assumehatthe majority of sensing
nodedfor ary singleeventaretrustworthy

We adopta clusterbasedmulti-hoprouting schemedueto its enegy ef®cieng [6,
19]. Sensingeadinggincluding thetimestampg18]) are®rst sentto the clusterhead
(CH)atwhichtheareaggreatedto adatareport.By takingthemajority of thereadings,
theCH includestheselectedensinghodel Ds andtheir MACs (messagauthentication
code,discussedext) in the contentof the aggr@atedreport. The CH also appends
its own ID and MAC to the report. After generatingthe report, the CH forwardsit
alongtherouting pathto the sink. Message$rom the sink are®rst sentto CH andthen
broadcastedithin thecluster

At theclusterheadlevel, theroutinggraphis built usingdirecteddiffusionprotocol
[2]. Pathsare setup to monitor differentinterests We assumereportsare forwarded
accordingto therouting pathin one epoch.Eachnodechecksthe receved reportand
dropsit if notfor acachednterest.

2.2 The attack model

After compromisinga sensomode,the adwersarycanretrieve all securityinforma-
tionincludingthesecrekey. (S)Hecantheninjectfalsereports([22,18]), or dropsome
of its recevedreports([9]). Theadwersaryknowsthe COOL or othersecurityenhance-
mentalgorithms andmaystrive to sendbackdatatargetingat defeatingthe protection.

Theinjectionattackor the droppingattackmayoccurat a sensinghode;ata source
CH; or at a relay CH. In this paperwe addressall thesetypesexcept the dropping
attackat a sourceCH node.Droppingat a sourceCH is moredif®cult to defendsince
a compromisedCH may refuseto form a report even after receving several sensing
readingsOn the otherhand,a CH is usually grantedthe power to legally drop some
readingawhenconstructingthe report(to shieldrandomerroneouseadings)lf it is a
concerntheneachsensingreadingcould be sentto more than one sourceCH nodes
resultingin increasedoutingoverheadaswe will discusdater.

A compromisedhodeis locatedif andonly if its nodeid is known to the sink who
canthen securelynotify othersensorgusing broadcastuthenticatior{13]). Without
beinglocated,the compromisechode can be electedas a CH nodeand continuously
inject or drop reports.After beinglocated,the networkis free from its injection and



dropping attackssince othersknow it is excluded.Of courseadditionalmechanism
mightbeneededo preventit from malicioussignalcollision or changingts id.

Reportanaybelost dueto weakconnectionsThis is onetype of faultsthatshould
alsobeidenti®ed.ldentifying aweakconnections bene®ciakinceit givestheaccurate
locationwherea problemoccurs.Basedon thefrequeny of afaulty link, the sink can
alwaysmakethe decisionwhetheror not to exclude the involved nodes.Sinceit is
straightforwardo detect/eliminatesuchlinks, we will focuson thereportlossdueto
securityattacksin therestof thepaper

2.3 The designobjectives

For a sensometworkwith abore settingsandmodels,our designgoal is to effec-
tively identify thosecompromisedodesandthenexcludethemfrom the network.The
proposedlgorithmmeetshefollowing requirements.

— Thesink hastheability to discriminatethefalsereports;

— The schemecandefendboth true reportdroppingat the relay nodesandall types
of injectionattacks;

— Thealgorithmcanlocatecompromisedodes;

— Thealgorithmis effective with smalloverheadntroducedo existing clusteringand
routingalgorithms.

3 The COOL Protocol

In this sectionwe presenthe basicdesignof the COOL protocol.We ®rst discuss
theincrementahashfunction,andthendescribehe high-level ideaof maliciousnode
detectiorusinga simpleexample.The detailsof the systematigrotocoloperationsare
thendiscussedfollowedby securityanalyse®f theprotocol.

3.1 Theincrementalhashfunction

Fig. 1 illustratesthe conceptof the incrementalhash[1]. It computesa crypto-
graphichashvaluefor a®nite setof elementsEachelementis ®rst concatenatedith a
uniqueid andthenhashedy a standardryptographicashfunctione.g.MD5 or SHA
[14]. Thoseintermediatéhashvaluesarethencombinedby a combiningoperatorto get
theincrementahashvalue.

In this paperwe usethe AAHASH introducedn [1] (abbreviatedasAH(...)):

AHP (X15 %25 12 %) = &1L 1 h(Hi:x) modM

whereh is a standarccryptographichashfunctionandM is a very large integer value
with k bits. Thehii is anid assignedo eachmessagsuchthattheconcatenationfthem
is uniquein the entireset. Whenwe apply the ADHASH in our sensometwork,each
reportis assignedvith the sensors ID andalocal reportsequenc@umber Therefore,
eachreportreceved by the forwarding clusterheadis unique.As we cansee, the AH

computeddy the clusterheadis independenof the orderat whichreportsarereceved.
Thisincrementahashfunctionhasthefollowing propertieghatareusefulin ourdesign.

— Compressionlt compressesmputsof larger sizeinto k bits suchthat eachincre-
mentalhashvaluecanbe storedusingsmallnumberof bitsin eachnode.



— Incrementality The AH of a larger setcan be computedincrementallyfrom the
AH of its subset.In particular when a new item is insertedto the set, the new
AH canbe computedfrom the old value andthe h() value of the new item. i.e.
AHP (X1; 2 %e 1) = (AHD (X5 225 %) + h(n+ 1i X4 1)) ModM

— Ef®cieng. The computatiorof an AH hashvaluejust needsseveral additionsand
onemodulationin additionto the standarchashing.Particularly, for the insertion
of anew item, the computatioroverheads oneadditionandonemodulationonly
(the width of theh and AH is of the sameorder).This is importantas mosthash
valuesareto be maintainedy resourceconstrainedelay nodesn our design.

— Provencollision-resiliencelt is computationallyinfeasibleto forge anothersetof
itemsthatcanresultin asamehashvalue[1]. This givesusasolid securityground
for designingsecurityenhancemergchemegor sensomnetworks.

We selectech to be MD5 [14] andk to be 128in the design.The selectionof MD5
is independenandcanbe substitutedf for examplesecurityis aconcern17,16]. The
securityof AJHASH requiresthat the numberof reportsshouldbe greaterthank [1].
This is generallynot a restriction— the protocol canstartafter the networkhasbeen
warmedup.
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Fig. 2. Locatecompromisedodesusing

Fig. 1. An incrementahashfunction. ! _
incrementahashing.

3.2 The basicdesign— a simple example

We next shov how an incrementalhashfunction canbe appliedto authenticate
messageandin particularhow to locatemaliciousnodesn a sensonetwork.

Thedesignis basedn anintuitive obsenation,i.e. the setof outgoing(forwarded)
messagesf awell-behaed nodeequalsthe setof theincoming(receved)andlocally
generated/droppadessagednfortunately thesemessagsetsaremaintainedon dif-
ferentsensomodesacrosshe networkmakingit impracticalto passthemaroundand
compare.Luckily with the incrementalhashfunction, we only needto comparethe
hashvaluesof differentsetswhile keepingsuf®cientcon®denceo claimthattheir hash
valuesmatd indicatesthatthe messagsetsalsomatd, i.e. Fig. 2(a).

No nodebeingcompromised

fmsgug =fmsgng [ fmsgocad
, (with sufcient con dence)

AH(f msgyug) = (AH(f msgng) + AH(f msgocaig)) modM



To seehow this principleis appliedin our sensometwork,let uslook at a simple
example(Fig. 2). Herewe shaw four clusterheadsensorgs1-s4) andonesink (s0).
Themessagearelabeledin lettera; b etc. Supposehe compromisechodes?2 injectsa
falsemessag& andpretendghatX is sentby s4 (in this section,we will alsodiscuss
whatif X is forgedasif it is sentby s2). All messageareforwardedo thesink, but the
AH valuesarecalculatedandkeptlocally. Speci®callys4/s3 calculateoutgoingAHs
for (a;b)/(d; €); s1 calculateswo incoming AHs for (d;€) and (a; b; X) respectiely,
and one outgoing AH for (a;b; c;d;e; X); s2, asa compromisedhode, can fake the
incomingor outgoingAHSs for either(a; b) or (a; b; X). Note thats2 will not produce
anotherincomingAH for X ass2 triesto hideitself from beingdetectedmmediately
(Xis“originated”from s4).As we will elaboratdaterthatthe AHs for locally generated
legitimatemessagearecomputedat the sink.

The sink receves all messagescluding X. It canimmediatelyidentify that X is
false sinces2 doesnot have the secretkey of s4 and cannotgeneratethe consistent
MAC for X. Next, the sink tries to locatethe senderof X, i.e., the nodethathasbeen
compromisedAt this time, the sink collectsall the AHs. We canassumehatthey all
arrive correctlyassimpleendorsementisingsecretkeys canassurehis, andthereare
®xed numberof themfor a given routing sothat no AHs aredropped.The sink then
startsto checkthe“node consisteny”, i.e., if

AH(incoming[ generaed) = AH(outgoing[ dropped) Q)

holdsfor every node Notethatdueto theadditivity of the AH function, AH(incomindg
generaed) = (AH(incoming + AH(generaed)) mod M (and the samefor the right
handside). It is easyto seethoseconditionsfor s1, s3 ands4 satisfy For s2, aswe
mentionedtherearetwo options—AH(a; b) or AH(a; b; X)— for both the incoming
andoutgoingAH values,forming four possibilities.If s2 choseghe differentvalues
for incomingand outgoingAHSs, it would immediatelybe identi®edas compromised
asequality(1) would not satisfy Let usassumes?2 is intelligentenoughnot to expose
itself too easily andthuschosea consistenincomingandoutgoingAH pair. Thus, it
will passatleastthe“node consisteng” check.

Next the sink startsa “link consisteng” checkin which the AH of the outgoing
messagen alink shouldequalthe AH of theupstreamncomingmessageThis canbe
easilycheckedor links withoutthenodes2. Let usassumehatthe s2'sincomingand
outgoinghashesareboth AH(a; b; X). Then,asanoutgoingAH, AH(a; b; X) is consis-
tentwith oneof theincomingAHs for s1.However, asanincomingAH, AH(a; b; X) is
inconsistentvith the outgoingAH for s4 which is AH(a; b). In otherwords,s2 chose
thatvalueto lie that s4 hadgivenit a falseincomingmessageThe sink now cannot
distinguishwho is the real compromisechode,but can at leastconcludethat one of
themis awed. A new routinggraphwill be generatedxcluding both s4 ands2 after
detectinghelink inconsisteng

Noticethatnodes2 candestroyslin the sameway by producingAH(a; b) for link
consisteng checking,or even destroyall the adjacentnodesby forging an arbitrary
AH makingnoneof the links consistentlt would be unnecessarilgonserative if all
involvednodesn suchascenariareeliminatedsincethefaultsaredueto only oneevil
axialnode.Instead pur protocolremaesonelink atatime, remaving theaxial nodein
the®rst placeandsaving the othernodesbeingcircumwented.



Let usdiscusswhatif X is forgedasif it is sentby s2. The sink canstill identify
X asa falsereportsinceeachlegal one shouldhave multiple sensingnodeMACs —
s2 cannotconstructhesesensinghodeMACsasit doesnot have their secretkeys. Old
readinggsannotereplayedsinceatimestamps includedin thereading Noticethatthe
sinkcomputedocal AH valuesonly from legitimatereports thatis, it excludesX from
generatinghe local AH valuefor s2. Hence,no matterwhich incomingor outgoing
AH valuess2 choosegeither AH(a; b) or AH(a; b; X)), thereboundsto be a nodeor
link inconsisteny.

Beforepresentinghe COOL protocol,we summarizehe bene®tsfrom excluding
compromisedodesfrom the network.

— Communicatiorenegy savings.Oncethe compromiseshodeshave beenexcluded,
no falsereportscanbe injectedinto the network.As a result,the enegy drained
by forwardingfalsereportscanbe saved. This is differentfrom en-route®Itering
schemesn which falsereportsare still forwardedseveral hops([18,22]) before
beingdetectecanddropped.

— Computatiorenegy savings. In the basicCOOL schemewe do not performen-
routepacketauthenticatiorbut ratheronly updateincrementahashvalues We can
afford lessfrequentauthenticatiorby excluding compromisechodesand form a
networkwith trustworthynodes.

3.3 The COOL protocol

The goal of the COOL protocolis straightforwardwe securelycollect AH hash
valuesfrom the network and sendthemto the sink; we drop the identi®ednodeif a
nodeinconsisteng is found,anddrop both nodesf aninconsistentink is found. The
detailedprotocolcontainghefollowing phases.

(1) In theinitialization phase we assigna uniquelD anda secretsymmetrickey to
eachsensomnode.Thesensomnodesaredeployedhereafter

(2) Intheroutinggraphdiscorery phasewe broadcashellomessagealongthedown-
streanroutingpathandcollectthe currentroutinggraphfrom replies.

(3) In the reportforwarding phase we endorseeachreportby the secretkey of the
senderand have it forward along the routing path. Eachnodemaintainsthe AH
hashvaluesfor eachof its incomingandoutgoinglinks.

(4) Inthehashvaluecollectionphasethesinksendutarequesto collecthashvalues
from the pathwherethefalsemessagéelongsto.

(5) In the compromisedhodedetectionphase the sink ®nds inconsisteninodesand
links usingtheincrementahashfunction AH.

(6) In the routing graph®x phase the sink replaceshe excluded clusterheadswith
newly selectednes.

Next, we elaborateeachof the phasesvith moredetails.

Phasel. Initialization. Eachsensoris assigned uniqueinteger ID anda secret
symmetrickey beforebeingdeployednto the®eld. Boththe D andthekey areknown
to thesink. Thisis similar to [22] but we do not requestry key sharingamongsensor
nodesThenodelD occupiegwo bytes(16 bits) which candistinguish64K sensorsn




anetwork.Larger networkscanadaptiely adjustthis bit width to accommodatéheir
needsThekey is usedto generatea MAC by a sensingnodefor the sensingreading
sentto the sourceCH node,and by a sourceCH nodefor the reportsentto the sink.
By checkingthe MACs usingthe secretkeys, the sink candetecttamperedeportsor
injectedfalsereportsfrom compromisedourceCH or relay CH nodes.

Phase2: Routing graph discovery The discovery startsat the beginning of an
epoch.e.g.clusterheadsarereselectednda new routinggraphis constructedccord-
ing to [2]. The sink formsanentirerouting graphthroughcollectinginformationfrom
distributedclusterheads.It sendsout a timestampedhello” messageo all its adja-
centclusterheadswvho thenforward this messagelownstreanuntil it reacheghe leaf
nodesAll the nodesthenrespondwith their nodelDs aswell astheir adjacentnode
IDs. For thosemessagesa MAC usingthe local secretkey is alsoattachedo ensure
theirintegrity.

Eachnodeonly collectrepliesfrom its downstreamnodes.To prevent malicious
reportdropping,the reply is collectedin order— eachnode®rst collectsthe replies
from all its childrennodesandthensendsoutits own reply. The sink®nally assembles
the completeroutinggraphfrom all replies.

To ensure*hello” messagearenot abused,a broadcastuthenticatior{13] is ap-
plied. In addition,a selectedclusterheadmay try to ®nd a differentrouting pathif it
doesnot receve a “hello” messagevithin a certaintime interval after its electionto
avoid beingisolatedfrom the network.

Phase3: Report endorsementand forwarding. Fig. 3 illustratesthereportgener
ation,endorsemenandforwardingin the network.We alsolist therelatedauthentica-
tion actionsanddiscusswhy injectedfalsereportsanddroppedegitimate reportscan
bedetected.

To checkequationl, eachnode maintainsits incoming AHs and outgoing AHs.
Thelocal AH (generatedrom locally generatedeports)is computedatthe sink rather
thanthe individual node.This is becausdalsereportsshouldnot be usedto compute
thelocal AH (otherwisethereis noinconsisteng) andthe sink knows whatthosefalse
reportsare. The sink generates local AH for eachnode using only the legitimate
reportswhosesourcelDs arethatnode,discardingall falsereportsdiscriminatedFor
example a nodem may forge a falsereportusingits own ID asthe sourcelD. This
falsereportcanbe identi®edby the sink sinceit doesnot have enoughlegal sensing
nodeMACs.After identifying X asafalsereport,thesinkwill excludeit from updating
thelocal AH of m, which createsnodeinconsisteng if nodemupdatedhefalsereport
into its outgoingAH, or alink inconsisteng otherwise.

The drop AH (generatedrom locally droppedreports)is not usedin the basic
schemd.e. we assumea non-compromiseeodedoesnot drop reportsintentionally.
A reportis droppedonly by compromisedhodeswho alwaystry to conceathemseles
asmuchaspossible Consequentlythe AHs for droppedreportsarenever created.

Eitherfalsereportinjectionor legitimatereportdroppingcreatesAH inconsisteng
for somenodeor links. Thedif®culty is how to exposetheinconsisteng. Thetechnique
presentedn phaset handleghis problem.



Sensinghode

Clusterhead(CH) node

Dataaggreyation

[Reportrelay

Repo
gen-
era-
tion
and
en-

dorsef

ment

[An eventis detecte
by at leastM sur
rounding
nodes. Each of
them e.g. m send
the sensingreading
andthe MAC (gen-
erated using m's
secretkey) to C CH
nodes.

By taking the majority of re-
ceived readings,the sourceCH

sensingiconstructs a report containing

the sensingvalue and receved
MACs. It also appendsits ID
and a unique sequencenumber]
A uniqgueMAC is generatedor
the report using its own secre
key. BoththereportandtheMAC
areforwardedalonga multi-hop|
routeto thesink.

B

Sincethekeysto attachedMACSg
are only known to the sink, re-
lay nodesdo not performary en-

A relay nodereceiesthe report
from one downstreamlink and
forwardsit along one upstrean
flink.

routechecksin thebasicschemse.

h

Auth-
enti-
cation

An AH value is
maintained for the
outgoing link of
m. The value is
updated with the
sensingreadingand
the MAC eachtime
whenm sendsthem
out.

A sourceCH maintainsone out-
goingAH andin thecaset isalsq
a relay node, it maintainssev-
eral AH valueswith onefor each
of itsincoming/outgoindinks re-
spectiely. After sendingthe re-|
port generatedby itself, it up-
dategheoutgoingAH valuewith
thereportandthe MAC.

A relayCH nodemaintainsa dif-
ferent AH value for eachof its
incoming and outgoinglinks re-
spectiely. For the forwardedre-
port, it updatestwo AH valueg
b the incoming AH value for
the link from which the report
is received andthe outgoingAH
valuefor the outgoinglink.

Deteq
ing
injec-
tion
attack

A sourceCH should
receve  reading
from at least M
sensing nodes. If
some (< M=2) are
compromised and
send back false

readings, these
readings will not
affect the report

generation at the
CH node.

A compromisedsourceCH may
Hforge false reports.It cannotacH

cumulate M=2 legal MACs for
the false reading.A report with
such a value can be detecte
at the sink. Old readingsand
MACs cannotbe replayedsince
the sensingreadinghasa times-
tamp indicating when the event

Bl

node MACs are expectedeven
for the samesensingreadingbut|
atadifferenttime.

If a relay node forges a report
with thesourcenodeasitself, the|
false report can be detectedas
thedataaggreyationcaself are-
lay nodeforgesa reportwith the|
sourcenodeid asoneof its down-
streanmodesjt doesnothavethe
secretkey of the fakedsenderto
generatea matchingMAC. The

happens[18]. Different sensingreport will be detectedby the|

sink. The compromisednode is
thenlocatedusingour algorithm

Deteq
ing
drop-
ping
attack

at some (< M=2)
ing nodesdoesnot
tion of the legit-

imate report at a
sourceCH node.

Dropping reading$
compromisedsenst|

affect the generaj

j[Discussiononly: not the focug
in the paper]We canelectmore
thanone CH to performdataag-
gregation. If some but not ma-
jority of them refuseto gener
ate reports from receied read-
ings,thesink canstill receive the|
legitimate reportandthus detec
packetdroppingin the network
In therestof thepapemeassum
thatfor eacheventone CH node
is electedfor dataaggreyation.

If a relay node drops somere-
ports,the sink can checkthe se-
quence number from a source
CH andrevealthedroppingfrom
non-contiguousnumbers.If the
compromisedelaynodechoose
to dropall following reportsfrom
a CH, the sink can periodically
collectsall AH valuesto detec
the droppingattack.

U

Fig. 3. Actionstakenby differentnodes.



Phase4: Hash value collection. Hashvalue collectionis triggeredby ary of the
following two conditions:(i) the sink hasdetectedone or multiple false reports; (ii)
a presettimer haselapsed.The former is to detectinjectedfalse reportattackwhile
thelatteris to detectreportdroppingattack.In the ®rst case , AH valuesare collected
only from the pathwherethe erroneouseportbelonggo. Suchapathcanbeidenti®ed
correctly as we explained earlier that a spoofedreport can reachthe sink only if it
is generatedrom a downstreamnode.Collectingthe hashvaluesalonga pathgreatly
reduceshenumberf messagemtroducedo thenetwork.In thesecondcase however,
all the hashvaluesin the networkarequeriedasthe sink hasno clue of wherereports
could be dropped.Next we shav how to collect AHs from the erroneougath. It is
trivial to extendthe schemeo all nodes.

To collectthehashvalues the sink sendoutaninquiry messagentotheerroneous
path.For example,in Fig. 2, to detectthe compromisechodeon paths4-s2-s1-sOwe
only collecthashvalueson this pathbut not from thelink s1-s3(butin phaseb thesink
still needgo computethe AH valuesfor thesereportsinjectingto the pathfrom s3).We
mustbevery carefulin this collectionprocessasthe forwardedAHs maybe alteredby
compromisechodesaswell. Thus,we treatall the AH valuesasnormal datareports
and sendthem upstreamstartingfrom the leaf clusternodes.The only constraintis:
the outgoingAH on a link doesnot updatethe incoming AH on the samelink since
this would resultin link inconsisteng and makethe hashcollection processandlater
checkingtoo corvoluted.As aresult,the nodeconsisteng checkingwould beadjusted
to accommodathis exception.We will give formal derivationlater.

Phaseb: Identify compromisednodes.

The sink performstwo typesof teststhenodeconsisteng andthelink consistenyg
test.The®rstis to testthematchingof incomingandoutgoingAH valuesfor eachnode
ontheerroneougpaths.The AHs for theincominglinks noton erroneougpathse.g,the
s1-s3pathin our example,andfor locally generatedeportsarecalculatedby the sink
directly; other AHs arefrom thereturnedAH reports.If thereis a mismatchthe node
is taggedasacompromisedhode.For example,in Fig. 2, thesinktestss1using

(P 3+ {H(O # AH(d: Q) modM =2ty ¢

colleded calculated by the sink colleded

The secondype is to testif the outgoingandincoming AHs are consistenbn all
links. Eachhashvalueshouldmatchwith the onereportedby the otherendof thelink.
If ary inconsisteng is found, the sink tagsboth nodesasproblematicasit is now hard
to ag onenodewith 100%con®dencee.g.wetest

(9= gy ) and(fHy g=7fl 3

colleded conmpued at the sink colleded colleaed

Phase6: Excluding compromisednodesand routing graph x. Onceary nodes
aretaggedassuspiciousthey shouldbe excludedfrom thesensonetworkimmediately
To do so, the sink broadcastshe IDs of the taggednodesacrosshe network, particu-
larly to thosenodesaroundthe compromisednes.This canbe doneusingbroadcast
authenticatioralgorithmse.g. MTESLA [13]. This packetalsoinitiatesthe selectionof




new clusterheaddo replaceheexcludedones andthenincorporate:ex headsnto the
routinggraph.The newly joined nodessendbacktheir IDs to the sink to checkif they
areallowedto join the network.The sink acknavledgesbackwith the mostup-to-date
AH valuesfor thenew clusterheads.

3.4 The security analyses

In this sectionwe give themajor securityanalysisresults.Their proofdetailscanbe
foundin [20].

Theorem 1. Anyinjectionattackscanbedetectedythe COOL protocol.

Corollary 1. Thereportdroppingattad at therelay nodescanalsobedetectedy the
COOL protocaol.

Corollary 2. If there are mcompomisedhodespur schemeremovest most2mnodes
includingthosem compomisednodes.

Theorem 2. The AH valuecollectionprocesdss secue: correct AH valuescanbere-
trieved from the receivedAH report; no AH value may be compomisedor dropped
withoutbeingdetected.

4 Optimizations
In this sectionwe discussiortwo optimizationgo the basicdesign.

4.1 Drop-COOL: combining en-route Itering schemes

In the basicCOOL protocol false reportsare forwardedall the way to the sink.
While the sink can detectthesefalse reports,it is just too late sincethe enegy has
alreadybeenconsumedilongthe routing paths.It may becomeaven worseif alot of
falsereportsareinjectedbeforethe COOL protocolis activatedto collect AH values.
WethereforeproposeDrop-COOL,a hybrid schemeéhatintegratesanen-routing®lter-
ing schemd18,22].

TheDrop-COOLschemevorksasfollows.Thesystemnitializesaccordingo both
thebasicCOOL andthe SEF[18] protocols.In addition,eachnodeis assignednin-
tegerthresholdwhichis the maximalnumberof falsereportsthatthe nodecanforward
in oneround.In the packetforwardingphase detectedalsereportsup to this thresh-
old are forwardedwhile following onesare discarded An additional AH hashvalue
— drop hashvalue,is maintainedon eachnodethatdropsfalsereports.It is updated
incrementallyeachtime whenafalsereportis detectedcanddroppedTo improve the ef-
fectivenesof Drop-COOL,anodemaytry to forwardthesefalsereportswith different
sourceCH IDs, which cantrigger collectinganddetectingmorepathsandthusexpose
morecompromisedodesin oneround.

The Drop-COOL protocolcombineghe advantage®f both COOL and SEFproto-
cols. It detectsand excludescompromisechodeswhile sasesthe enegy from routing
lessfalsereports.The enegy spentto route a small numberof falsereportsis small
comparedo the savings afterexcludingcompromisedodeslt remosestheworstcase
overheadhatthe basicCOOL protocolhason routingfalsereports.



We next illustratethat the Drop-COOL doesnot affect the ability to locatecom-
promisednodesalthoughrandomfalse reportsare droppedin the middle. Due to the
introductionof the drop hashvalue,we have for a well-behavechodein the routing
graph, the set of forwarded and droppedmessageshouldbe the sameas the set of
receivedand locally geneated messageBy collectingand comparingthe AH hash
valuesof thesemessagesets we canadjustthe nodetestto

(AH(MESSAGE grwarded + AH(MESSAGEj opped) MOdM = (AH(MESSAGEeceived
+ AH(MESSAGE; oca)) modeM

Thelink testis unafectedandaninconsistennodeor link testresultexposesat least
onecompromisedhode.

4.2 Hi-COOQOL: ahierarchical authentication scheme

To further reducethe overhead,we proposeHi-COOL, a hierarchicalapproach
which groupsmultiple adjacenthodesin the routing graphasa supernode We only
collecthashvalueswith respecto this supernode,andre®nethe collectionif a super
nodeis foundproblematic.

The Hi-COOL schemenorksasfollows. First the sink picks up anintegernumber
| andforwardsthis integerwith the“hello” messagéfor collectingtherouting graph).
Theintegervalueis decrementeébr eachhop downstreamalongthe routing pathand
resetafterreachingzero.A nodesetsitself to betheheadof a supemodeif it recevesl
andbetheleafof asupemodeif it receveszero.If anoderecevestwo valuesfrom two
upstreamrmodesijt picksup thesmallesbne.In Fig. 5 nodess1to s5form asupemode
in which s2,s4,ands5areleaf nodeswhile s1is theheadnode.In thephaseto collect
theAdHASH values only theincominghashvaluesto this supemodeandthe outgoing
hashvaluesrom thissupemodearecollected For examplehashvaluesAH 23, AH 3, are
omitted.Thelink testatthe supemodelevel is processedhe sameasthe basicCOOL
— afailedlink testremorestwo involvednodes However aninconsisten{super)node
testresultsin oneadditionalroundof hashvaluecollectionsuchthatwe candetermine
theexactlocationof thecompromisedodewithin the supemode.In the secondound,
we only collecthashvaluesfrom theseinconsistensupemodes.

Fig. 4. Reducingrouting enegy throughcombineden-  Fig.5. Hierarchical authentication
route Itering. with supemodes.

To ensurehigh level security in the routing graph collection phase,eachnode
shouldreply with its recevedintegernumber In addition,the headof eachsupemode
mayneedto collectall internalhashvalues.More detailscanbefoundin [20].



5 Limitations of the COOL protocols

Thelimitations of the COOL protocolare:(1) It is possiblethata subrgionis iso-
latedfrom the sink. Without having the informationabouta clusterheadin the routing
graphcollection phase the sink cannotidentify its statusand decideif it is compro-
misedor not. (2) Signalblocking or collision is anothersourceof attack,if normal
communicatiorcannotbe ensureetweertwo nodes Both of two involvednodesare
excludedwhile the nodeghemselesmay not behacked.

6 PerformanceEvaluation
6.1 Settings

To evaluatetheeffectivenesof theproposedCOOL protocolswe simulateasensor
networkwith 450clustetheachodesuniformly distributedin a®eld of 400x400rharea.
Eachsensomodeis Mica2 running TinyOS [7] operatingat 19.2Kbpsdatarate,with
batteryvoltage3V. It takes16.25/12.5m] to transmit/recaie a byte [18]. This will be
referredasthebaselinesettingin therestof the paper Thesinkis locatedat (20,20)and
the communicatiorrangeof eachnodeis 40m. Thesesensomodesform a multihop
routing networkusingthe directeddiffusionrouting algorithm[2]. A normalpacketis
of 24 byteslong,a MAC is of 8 bytes(64 bits), andanincrementahashvalueis of 16
bytes(128bits). Theevaluationis basedn falsereportinjectionattacks All resultsare
averagedrom 100differentruns.

6.2 The overhead

The protocol overheadcomesfrom four sourcesy(i) AH hashvalue computation
overheadj(ii) hashvalue collectionoverheadyjiii) routing graphdiscovery overhead,;
and(iv) routingfalsereportsoverhead Next we studythemin moredetail.

(i) Computationoverhead.The computationoverheads for updatingincremental
hashvaluesateachsensomode.As theincrementahashis maintainedperlink based,
areceved reportupdateswo AH valueson therelay node.The updatesare donein-
crementallywith the overheadmainly from computingthe standarchashingMD5() on
theinputreport. MD5() intermediateresultis usedto updateboth AH values.Our sim-
ulationresultsshaw that the incrementahashcomputationoverheads abouttwice of
theoverheadf oneRC5[14] computation(usedin [18,7]), thatis, 30m] pernode.lt is
smallandthusomittedin therestof thediscussion.

(i) Hash value collection overhead.The main overheadof the COOL protocol
comesfrom collecting hashvaluesacrossthe network. We ®rst induce a theoretical
formula aboutthis overhead Assumethe routing graphis a b-nary balancedrouting
treewith heightO(logy(N)) whereN is the total numberof nodesin the graph.Since
thehashvaluecollectionis perproblematicrouting pathbasedthe numberof node-to-
nodetransmissiofT for onepathis,

H (H+1)

T=(1+2+3+::+H) (2 k+ M) = >

(2 k+ M) 2)
H = logp(N)

whereH is theheightof theb-narytree,N is total numberof sensoin the®eld, k is the
lengthof theincrementahashvalue,andM is the lengthof the MAC value.Fromthe



equation]T isin therangeof O((logN)?). Sincewe needto excludeall mcompromised
nodeswe may needto collectfrom m disjoint pathsor detectin m rounds.Therefore
theworstcasehashvaluecollectioncostis O(m (logN)?).

We next presentthe averagenumberof roundsto excludeall compromisechodes
in Fig. 6. In theexperiment falsereportsarerandomlyinjectedfrom the compromised
nodesandwe starta new detectionroundif 30 falsereportsarereceived. As expected
it requiresmore roundswhenthereare a larger numberof compromisedhodes.On
averagewe candetectandexclude morethan10 nodesin oneroundwhenmorethan
30nodesarecompromised.

Fig. 7 illustratesthe total enegy overheadfor collecting hashvaluesin multiple
rounds.Fromequation3, the AH collectioncostis proportionafto the numberof com-
promisednodesandto the squareof thetreeheight,thesetwo factorsareusedasthe x
andy axesrespectiely. To changehetreeheight,we deployin adifferentsquare®eld
with the samenodedensity e.g. 1000 nodesare distributedin a ®eld of 600x600nT.
Thetreeheightvariesfrom 9.2to 28.5.

The trend con®rmswhat we obsered from equation3. For example,the enegy
overheadis about0.87Jwith 20 compromisechodesand the tree height13.6. 1t in-
creasesbout2 timesto 1.56Jif thenumberof compromisedhodesncrease® timesto
40; It increasesbout4 timesto 3.89Jif thetreeheightincreasesbout2 timesto 28.4.

We also presentthe resultsusingthe Hi-COOL schemelt effectively reduceghe
hashvalue collection cost. For example, when 20 nodesare compromisedthe Hi-
COOL overheads 0.99Jor 61% of thebaselinesetting(1.61J).

In collectingthe results,we performa simple optimization.For the two nodesof
eachlink, they mayreportthe sameAH() valuee.g.bothnodesarehealthynodesWe
thereforeonly needto transmitoneAH hashvaluewith two MACsto the sink.

aaaaaaaa

numberof compromisemodeéf
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Fig. 7. Hashvaluecollectionoverhead.

(iii) Routinggraph overheadrFig. 7 alsoillustratesthe enegy overheadto collect
therouting graph.Comparedo the hashvaluecollectionoverheadit is usuallysmall
rangingfrom 0.5Jwhenthetreeheightis 9.2to 2.0Jwhenthetreeheightis 28.5.

(iv) The overheadto route falsereports. Fig. 8 illustratesthe wastedrouting en-
ey in forwardingfalsereports.As we discussedthe sink hasthe option to startthe
hashvaluecollectionphaseafteraccumulatinga numberof falsereports Clearlyif we
increasehethresholdtheroutingoverheadncreasesiswell. Thebene®tof accumulat-
ing areasonabléargernumberof falsereportsis thatwe increase¢he chancehatthese
falsereportsarefrom moreproblematigaths.They canthendetectmultiple pathsand



reducethe total numberof rounds.For example,if we detectafterreceving onefalse
report,we mayneedm roundsto excludeall m compromisedhodesjonthe otherhand,
we may needonly m/2 roundif we setthethresholdo be 2 andthesetwo falsereports
arealwaysfrom 2 differentcompromisechodeson differentrouting paths.However,

our experimentsshaw thatthedifferences not signi®cant(with oneor two roundsdif-
ference)ln addition,if thethresholds setlargerthan30,thenumberof roundsdoesnot
changenuchbut thewastedenegy increaseslrastically Thereforewe setthethreshold
to 30in thepaper

6.3 The savings

We next studythe bene®tsfrom applyingCOOL protocolsandcompareit with an
en-routefalsereport®ltering schemg18]. As discussedthe savings comesfrom two
sourcesthecommunicatiorsavings andthe computatiorsavings. Thelatteris omitted
asit is usualvery small.

Routing Energy (J)

20
80 g

Accumulated Error Pkg Number Error Node Number

Accumulated Error Pkg Number 80 10 Error Node Number

Fig. 9. Comparingheoverheado en-routel-

Fig. 8. Theoverheado routefalsereports. .
teringschemes.

Let us comparethe overheadrom differentprotocols.The overheadn the COOL
protocol containsthe enegy to collect hashvalues,to discover routing graph,andto
routefalsereportsto the sink. The overheadn the SEFprotocolis from routing false
reportsbeforedetectinganddroppingthem.The exactnumberof hopsvarieswith the
key sharingschemeandthe numberof compromisechodes.For comparisorpurpose,
we assumen averageeachfalsereportis droppedafter5 hopsin the paper

In Figure 9, x andy axes are the detectiontrigger thresholdand the numberof
compromisedhodesn the networkrespectrely. Eachpointin the®gureis anumberof
falsereportsaveragedo eachcompromisedhode.lt is a breakeven point at which the
overheado routeanddropthis amountof falsereportsin SEFequalsthe overheadn
the COOL protocol.For example,with 20 compromisedhodesandtriggerthresholdset
at30,thenumberis 25 reportsmeaningghat,if SEFroutesanddrops500reports(=25
reports/node 20node)n 5 hopstheenegy it wasteds thesameasall of theoverhead
in the COOL protocol.

In addition,considerthatthe schemeneedgo spend3.3roundsandaroundis trig-
geredat 30falsereports thereareanotherl00injectedfalsereports(=30reports/round

3.3rounds) Thereforehe COOL protocoloutperformghe SEFif eachcompromised



nodeinjects morethan 30 reports(=25 reports/noder 100 reports/20nodes).This is
very small. For example,assuggestedh [21], acompromisediodemayinject a faked
reportevery 10 secondsAt this rate,we outperformSEFin 300second®r 5 minutes.
With the Hi-COOL optimization,it is furtherreducedo 4 minutes,a 20% reduction.
Of coursedependingn the patternthatthe falsereportsareinjected,this numbemay
vary but theresultsshown thatthe COOL overheads very modest.

7 RelatedWork

Extensve researclhasbeendoneon sensonetworksecurity Karlof etal. [9] iden-
ti®ed several attacksor a multihoproutingbasedsensometwork.

Marti etal. proposedo monitoreachnodeby a neighboringwatchdognode.Wang
etal. [15] improvestheschemehroughthecollaborative decisionof neighborsarounda
suspiciouode Bothschemesave limitations[12] asthewatchdoghodemaybecom-
promisedaswell andmultiple compromisedodescancolludeto attack.The schemes
to locatecompromisechodessharesomesimilarity with theapproacheto detectfaults
in sensometworks[8,11,4]. However the signi®cantdifferencelies in that a faulty
nodealwaysreturnsa wrong reportwhile a compromisechodeis smartere.g.it may
injectfalsereportsbut communicateormallywith the sink.

En-routefalse data®Iltering schemeg18,22] are proposedo actively detectand
drop falsereportsearly in the routing minimizing the impactof falsereport.In these
schemesgachdatareportis attachedvith several MACsgeneratedrom differentkeys
thataredistributedprobabilistically[18], setup beforerouting [22], or refreshedperi-
odically [21]. However, thoseschemesglsohave limitationsascompromisedodesare
left undetectedwhich causesevereconsequenceas thelong run.

Algorithms have beenproposedo securelymanagekeys in sensometwork. Es-
chenaueandGligor [5] proposeda key pre-distritution schemen which eachsensor
randomlyselectsa subsetof all keys beforedeployment;Protocolswere thendevel-
opedfor sharedkey discovery and path-keg establishmentimprovementswere later
proposedor enhancingsecurity[3] andachiesing higherprobability of key establish-
ment[10]. Zhangand Cao[21] proposedo represenkeys asgroupkey polynomials
whosesharesaredistributedaroundneighborsNew keys canbere-generatedollabo-
ratively by neighbordrom thesesharesachieving bettersecurityandresilience.

8 Conclusion

In this paperwe introducedthe COOL protocolandits optimizationsbasedon the
provably securéncrementahashfunctionAdHASH to detectandlocatecompromised
nodesffectively. We ®rstdiscussethow to securelymaintainandcollectAdHASH val-
ueson sensomnodesandthenusethesevaluesto performnodeandlink teststo expose
thecompromisedodes Ourexperimentalresultsshovedthatthe COOL protocolsare
very effective andintroducevery smalloverheado the network.
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