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Abstract. While sensornetworkshave recentlyemergedasa promisingcom-
putingmodel,they arevulnerableto variousnodecompromisingattacks.In this
paper, we proposeCOOL, a COmpromisednOdeLocatingprotocol for detect-
ing andlocatingcompromisednodesoncethey misbehavein thesensornetwork.
Weexploit a provencollision-resilientincrementalhashingalgorithmanddesign
securestepsto con�dently locatecompromisednodes.The schemecanalsobe
combinedwith existing en-routefalse report �ltering schemesto achieve both
earlyfalsereportdroppingandaccuratecompromisednodesisolation.

1 Intr oduction
Thesensornetworkhasrecentlyemergedasapromisingcomputingmodelfor many

applicationse.g.patientstatusmonitoringin a hospital,andtarget trackingin a battle-
®eld.However, its unattendednaturemakesthenetworkvulnerableto varyingformsof
securityattackssuchasa compromisednodedroppingtruedatareports[9] or injecting
falsereports[18,22].Withoutbeingdetected,compromisednodesmaypreventthesink
from reachingacorrector optimaldecision.In addition,routingfalsereportswastesthe
energy of relaynodes,which reducesthelifetime of thenetwork.

Thepreviousworkproposedeitherto locatecompromisednodesthroughen-network
detection[12,15] or to ®lter falsereportsearly in routing [18,22]. While they areef-
fective in many cases,bothapproacheshave limitations— theformersuffersfrom low
accuracy dueto possiblecollusionattacksandthe latter cannotexclude the compro-
misednodes.In thispaperweproposeCOOL,aCOmpromisednOdeLocatorfor locat-
ing maliciousnodesif they sendout falsedatareportsor droprealreports.Our design
is basedon an intuitive observation — for any well-behaved nodein the sensornet-
work, thesetof outgoingmessagesshouldbeequalto thesetof incomingandlocally
generatedor droppedmessages3. We exploit a proven collision-resilientincremental
hashingscheme— AdHASH [1] andshow how to securelycollect theAdHASH val-
uesandcon®dentlylocatecompromisednodes.We incrementallyextendthetestingso
asto captureaninconsistency whenabadlink is included.A badlink is a hopbetween

3 Somemessagesmaybelostduetoweakconnectionin thesensornetwork.It is alsoconsidered
asonetypeof fault. We detectsuchlinks andlet thesink decideif theinvolvednodesshould
beexcluded.



two nodesin which at leastoneis compromised.For suchlinks, we drop both nodes
achieving anupperboundof 2mexcludednodesif therearemmaliciousones.

Theremainderof thepaperis organizedasfollows.We describetheproblem,and
thenetworkandattackmodelsin Section2. The COOL protocolis thenpresentedin
Section3 with optimizationspresentedin Section4.Weevaluateproposedschemesand
show theresultsin Section5. Section6 discussestherelatedwork. Section7 concludes
thepaper.

2 ProblemStatement
2.1 The network model

We assumethatthesink assigna uniqueID anda uniquesecretkey to eachsensor
beforedeployment.Sensorsare left unattendedafter deploymentandmonitor events
of interests.While somemaybecompromised,we assumethatthemajority of sensing
nodesfor any singleeventaretrustworthy.

We adopta cluster-basedmulti-hoproutingschemedueto its energy ef®ciency [6,
19]. Sensingreadings(including thetimestamps[18]) are®rst sentto theclusterhead
(CH)atwhichtheareaggregatedtoadatareport.By takingthemajorityof thereadings,
theCH includestheselectedsensingnodeIDs andtheirMACs(messageauthentication
code,discussednext) in the contentof the aggregatedreport.The CH also appends
its own ID and MAC to the report. After generatingthe report, the CH forwardsit
alongtheroutingpathto thesink.Messagesfrom thesink are®rst sentto CH andthen
broadcastedwithin thecluster.

At theclusterheadlevel, theroutinggraphis built usingdirecteddiffusionprotocol
[2]. Pathsaresetup to monitor different interests. We assumereportsare forwarded
accordingto theroutingpathin oneepoch.Eachnodechecksthereceived reportand
dropsit if not for acachedinterest.

2.2 The attack model

After compromisinga sensornode,theadversarycanretrieve all securityinforma-
tion includingthesecretkey. (S)Hecantheninjectfalsereports([22,18]), or dropsome
of its receivedreports([9]). TheadversaryknowstheCOOLor othersecurityenhance-
mentalgorithms,andmaystrive to sendbackdatatargetingatdefeatingtheprotection.

Theinjectionattackor thedroppingattackmayoccuratasensingnode;atasource
CH; or at a relay CH. In this paperwe addressall thesetypesexcept the dropping
attackat a sourceCH node.Droppingat a sourceCH is moredif®cult to defendsince
a compromisedCH may refuseto form a reporteven after receiving several sensing
readings.On the otherhand,a CH is usuallygrantedthe power to legally drop some
readingswhenconstructingthereport(to shieldrandomerroneousreadings).If it is a
concern,theneachsensingreadingcould be sentto morethanonesourceCH nodes
resultingin increasedroutingoverheadaswewill discusslater.

A compromisednodeis locatedif andonly if its nodeid is known to thesink who
canthensecurelynotify othersensors(usingbroadcastauthentication[13]). Without
beinglocated,the compromisednodecanbe electedasa CH nodeandcontinuously
inject or drop reports.After beinglocated,the network is free from its injection and



droppingattackssinceothersknow it is excluded.Of courseadditionalmechanism
mightbeneededto preventit from malicioussignalcollisionor changingits id.

Reportsmaybelost dueto weakconnections.This is onetypeof faultsthatshould
alsobeidenti®ed.Identifyingaweakconnectionis bene®cialsinceit givestheaccurate
locationwherea problemoccurs.Basedon thefrequency of a faulty link, thesink can
alwaysmakethe decisionwhetheror not to exclude the involved nodes.Sinceit is
straightforwardto detect/eliminatesuchlinks, we will focuson thereport lossdueto
securityattacksin therestof thepaper.

2.3 The designobjectives

For a sensornetworkwith above settingsandmodels,our designgoal is to effec-
tively identify thosecompromisednodesandthenexcludethemfrom thenetwork.The
proposedalgorithmmeetsthefollowing requirements.

– Thesink hastheability to discriminatethefalsereports;
– Theschemecandefendboth true reportdroppingat the relaynodesandall types

of injectionattacks;
– Thealgorithmcanlocatecompromisednodes;
– Thealgorithmis effectivewith smalloverheadintroducedto existingclusteringand

routingalgorithms.

3 The COOL Protocol
In this sectionwe presentthebasicdesignof theCOOL protocol.We ®rst discuss

theincrementalhashfunction,andthendescribethehigh-level ideaof maliciousnode
detectionusinga simpleexample.Thedetailsof thesystematicprotocoloperationsare
thendiscussed,followedby securityanalysesof theprotocol.

3.1 The incrementalhashfunction

Fig. 1 illustratesthe conceptof the incrementalhash[1]. It computesa crypto-
graphichashvaluefor a®nite setof elements.Eachelementis ®rst concatenatedwith a
uniqueid andthenhashedby a standardcryptographichashfunctione.g.MD5 or SHA
[14]. Thoseintermediatehashvaluesarethencombinedby acombiningoperatorto get
theincrementalhashvalue.

In thispaper, we usetheAdHASH introducedin [1] (abbreviatedasAH(...)):
AHh

M (x1; x2; ::; xn) = å n
i= 1h(hii :xi ) modM

whereh is a standardcryptographichashfunctionandM is a very large integervalue
with k bits.Thehii is anid assignedtoeachmessagesuchthattheconcatenationof them
is uniquein the entireset.Whenwe apply the AdHASH in our sensornetwork,each
reportis assignedwith thesensor's ID anda local reportsequencenumber. Therefore,
eachreportreceived by the forwardingclusterheadis unique.As we cansee,theAH
computedby theclusterheadis independentof theorderat whichreportsarereceived.
Thisincrementalhashfunctionhasthefollowingpropertiesthatareusefulin ourdesign.

– Compression.It compressesinputsof larger sizeinto k bits suchthateachincre-
mentalhashvaluecanbestoredusingsmallnumberof bits in eachnode.



– Incrementality. The AH of a larger set can be computedincrementallyfrom the
AH of its subset.In particular, when a new item is insertedto the set, the new
AH can be computedfrom the old valueand the h() valueof the new item. i.e.
AHh

M(x1; :::; xn+ 1) = (AHh
M(x1; ::; xn) + h(hn+ 1i :xn+ 1)) modM

– Ef®ciency. Thecomputationof anAH hashvaluejust needsseveral additionsand
onemodulationin additionto thestandardhashing.Particularly, for the insertion
of a new item, thecomputationoverheadis oneadditionandonemodulationonly
(the width of theh andAH is of the sameorder).This is importantasmosthash
valuesareto bemaintainedby resourceconstrainedrelaynodesin our design.

– Provencollision-resilience.It is computationallyinfeasibleto forgeanothersetof
itemsthatcanresultin asamehashvalue[1]. Thisgivesusasolidsecurityground
for designingsecurityenhancementschemesfor sensornetworks.

We selectedh to beMD5 [14] andk to be128in thedesign.Theselectionof MD5
is independentandcanbesubstitutedif for examplesecurityis a concern[17,16]. The
securityof AdHASH requiresthat thenumberof reportsshouldbe greaterthank [1].
This is generallynot a restriction— the protocolcanstartafter thenetworkhasbeen
warmedup.
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Fig. 1. An incrementalhashfunction.
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Fig. 2.Locatecompromisednodesusing
incrementalhashing.

3.2 The basicdesign— a simple example

We next show how an incrementalhashfunction can be appliedto authenticate
messagesandin particularhow to locatemaliciousnodesin a sensornetwork.

Thedesignis basedonanintuitiveobservation,i.e. thesetof outgoing(forwarded)
messagesof a well-behavednodeequalsthesetof theincoming(received)andlocally
generated/droppedmessages.Unfortunately, thesemessagesetsaremaintainedon dif-
ferentsensornodesacrossthenetworkmakingit impracticalto passthemaroundand
compare.Luckily with the incrementalhashfunction, we only needto comparethe
hashvaluesof differentsetswhile keepingsuf®cientcon®denceto claimthattheir hash
valuesmatch indicatesthat themessagesetsalsomatch, i.e. Fig. 2(a).

No nodebeingcompromised
,

f msgoutg = f msging [ f msglocalg
, (with suf�cient con�dence)

AH(f msgoutg) = (AH(f msging) + AH(f msglocalg)) modM



To seehow this principle is appliedin our sensornetwork,let us look at a simple
example(Fig. 2). Herewe show four clusterheadsensors(s1-s4) andonesink (s0).
Themessagesarelabeledin lettera;b etc.Supposethecompromisednodes2 injectsa
falsemessageX andpretendsthatX is sentby s4 (in this section,we will alsodiscuss
whatif X is forgedasif it is sentby s2). All messagesareforwardedto thesink,but the
AH valuesarecalculatedandkeptlocally. Speci®cally, s4/s3 calculatesoutgoingAHs
for (a;b)/(d;e); s1 calculatestwo incomingAHs for (d;e) and (a;b;X) respectively,
and one outgoingAH for (a;b; c;d;e;X); s2, as a compromisednode,can fake the
incomingor outgoingAHs for either(a;b) or (a;b;X). Note that s2 will not produce
anotherincomingAH for X ass2 triesto hideitself from beingdetectedimmediately
(X is “originated”from s4).As wewill elaboratelaterthattheAHs for locallygenerated
legitimatemessagesarecomputedat thesink.

The sink receivesall messagesincluding X. It canimmediatelyidentify that X is
falsesinces2 doesnot have the secretkey of s4 andcannotgeneratethe consistent
MAC for X. Next, thesink tries to locatethesenderof X, i.e., thenodethathasbeen
compromised.At this time, thesink collectsall theAHs. We canassumethat they all
arrive correctlyassimpleendorsementusingsecretkeys canassurethis, andthereare
®xed numberof themfor a given routing so that no AHs aredropped.The sink then
startsto checkthe“nodeconsistency”, i.e., if

AH(incoming[ generated) = AH(outgoing[ dropped) (1)

holdsfor everynode.Notethatdueto theadditivity of theAH function,AH(incoming[
generated) = (AH(incoming) + AH(generated))mod M (and the samefor the right
handside).It is easyto seethoseconditionsfor s1, s3 ands4 satisfy. For s2, aswe
mentioned,therearetwo options—AH(a;b) or AH(a;b;X)— for both the incoming
andoutgoingAH values,forming four possibilities.If s2 chosesthe differentvalues
for incomingandoutgoingAHs, it would immediatelybe identi®edascompromised
asequality(1) would not satisfy. Let usassumes2 is intelligentenoughnot to expose
itself too easily, andthuschosea consistentincomingandoutgoingAH pair. Thus,it
will passat leastthe“nodeconsistency” check.

Next the sink startsa “link consistency” checkin which the AH of the outgoing
messageona link shouldequaltheAH of theupstreamincomingmessage.Thiscanbe
easilycheckedfor links without thenodes2.Let usassumethatthes2's incomingand
outgoinghashesarebothAH(a;b;X). Then,asanoutgoingAH, AH(a;b;X) is consis-
tentwith oneof theincomingAHs for s1.However, asanincomingAH, AH(a;b;X) is
inconsistentwith theoutgoingAH for s4 which is AH(a;b). In otherwords,s2chose
that valueto lie that s4 hadgiven it a falseincomingmessage.The sink now cannot
distinguishwho is the real compromisednode,but can at leastconcludethat oneof
themis �a wed.A new routinggraphwill begeneratedexcludingboth s4ands2after
detectingthelink inconsistency.

Noticethatnodes2candestroys1in thesameway by producingAH(a;b) for link
consistency checking,or even destroyall the adjacentnodesby forging an arbitrary
AH makingnoneof the links consistent.It would be unnecessarilyconservative if all
involvednodesin suchascenarioareeliminatedsincethefaultsaredueto only oneevil
axialnode.Instead,ourprotocolremovesonelink ata time,removing theaxialnodein
the®rst placeandsaving theothernodesbeingcircumvented.



Let usdiscusswhat if X is forgedasif it is sentby s2. Thesink canstill identify
X asa falsereportsinceeachlegal oneshouldhave multiple sensingnodeMACs —
s2 cannotconstructthesesensingnodeMACsasit doesnothave theirsecretkeys.Old
readingscannotbereplayedsinceatimestampis includedin thereading.Noticethatthe
sinkcomputeslocalAH valuesonly from legitimatereports,thatis, it excludesX from
generatingthe local AH valuefor s2. Hence,no matterwhich incomingor outgoing
AH valuess2 chooses(eitherAH(a;b) or AH(a;b;X)), thereboundsto be a nodeor
link inconsistency.

BeforepresentingtheCOOL protocol,we summarizethebene®tsfrom excluding
compromisednodesfrom thenetwork.

– Communicationenergy savings.Oncethecompromisednodeshavebeenexcluded,
no falsereportscanbe injectedinto the network.As a result, the energy drained
by forwardingfalsereportscanbe saved. This is differentfrom en-route®ltering
schemesin which false reportsare still forwardedseveral hops([18,22]) before
beingdetectedanddropped.

– Computationenergy savings. In the basicCOOL scheme,we do not performen-
routepacketauthenticationbut ratheronly updateincrementalhashvalues.Wecan
afford lessfrequentauthenticationby excluding compromisednodesand form a
networkwith trustworthynodes.

3.3 The COOL protocol

The goal of the COOL protocol is straightforward:we securelycollect AH hash
valuesfrom the networkandsendthemto the sink; we drop the identi®ednodeif a
nodeinconsistency is found,anddropbothnodesif an inconsistentlink is found.The
detailedprotocolcontainsthefollowing phases.

(1) In the initialization phase,we assigna uniqueID anda secretsymmetrickey to
eachsensornode.Thesensornodesaredeployedthereafter.

(2) In theroutinggraphdiscoveryphase,webroadcasthellomessagesalongthedown-
streamroutingpathandcollectthecurrentroutinggraphfrom replies.

(3) In the report forwardingphase,we endorseeachreportby the secretkey of the
senderandhave it forward along the routing path.Eachnodemaintainsthe AH
hashvaluesfor eachof its incomingandoutgoinglinks.

(4) In thehashvaluecollectionphase,thesinksendsoutarequesttocollecthashvalues
from thepathwherethefalsemessagebelongsto.

(5) In the compromisednodedetectionphase,the sink ®nds inconsistentnodesand
links usingtheincrementalhashfunctionAH.

(6) In the routing graph®x phase,the sink replacesthe excludedclusterheadswith
newly selectedones.

Next, weelaborateeachof thephaseswith moredetails.
Phase1: Initialization. Eachsensoris assigneda uniqueinteger ID anda secret

symmetrickey beforebeingdeployedinto the®eld.Both theID andthekey areknown
to thesink.This is similar to [22] but we do not requestany key sharingamongsensor
nodes.ThenodeID occupiestwo bytes(16 bits)which candistinguish64K sensorsin



a network.Larger networkscanadaptively adjustthis bit width to accommodatetheir
needs.Thekey is usedto generatea MAC by a sensingnodefor the sensingreading
sentto the sourceCH node,andby a sourceCH nodefor the reportsentto the sink.
By checkingthe MACs usingthe secretkeys, thesink candetecttamperedreportsor
injectedfalsereportsfrom compromisedsourceCH or relayCH nodes.

Phase2: Routing graph discovery. The discovery startsat the beginning of an
epoch,e.g.clusterheadsarereselectedanda new routinggraphis constructedaccord-
ing to [2]. Thesink formsanentireroutinggraphthroughcollectinginformationfrom
distributedclusterheads.It sendsout a timestamped“hello” messageto all its adja-
centclusterheadswho thenforwardthis messagedownstreamuntil it reachestheleaf
nodes.All the nodesthenrespondwith their nodeIDs aswell astheir adjacentnode
IDs. For thosemessages,a MAC usingthe local secretkey is alsoattachedto ensure
their integrity.

Eachnodeonly collect repliesfrom its downstreamnodes.To prevent malicious
reportdropping,the reply is collectedin order— eachnode®rst collectsthe replies
from all its childrennodesandthensendsout its own reply. Thesink®nally assembles
thecompleteroutinggraphfrom all replies.

To ensure“hello” messagesarenot abused,a broadcastauthentication[13] is ap-
plied. In addition,a selectedclusterheadmay try to ®nd a differentrouting pathif it
doesnot receive a “hello” messagewithin a certaintime interval after its electionto
avoid beingisolatedfrom thenetwork.

Phase3: Report endorsementand forwarding. Fig. 3 illustratesthereportgener-
ation,endorsementandforwardingin thenetwork.We alsolist therelatedauthentica-
tion actionsanddiscusswhy injectedfalsereportsanddroppedlegitimatereportscan
bedetected.

To checkequation1, eachnodemaintainsits incomingAHs andoutgoingAHs.
ThelocalAH (generatedfrom locally generatedreports)is computedat thesink rather
thanthe individual node.This is becausefalsereportsshouldnot be usedto compute
thelocalAH (otherwisethereis no inconsistency) andthesink knowswhatthosefalse
reportsare. The sink generatesa local AH for eachnodeusing only the legitimate
reportswhosesourceIDs arethatnode,discardingall falsereportsdiscriminated.For
example, a nodem may forge a falsereportusing its own ID asthe sourceID. This
falsereportcanbe identi®edby the sink sinceit doesnot have enoughlegal sensing
nodeMACs.After identifyingX asafalsereport,thesinkwill excludeit from updating
thelocalAH of m, whichcreatesanodeinconsistency if nodemupdatedthefalsereport
into its outgoingAH, or a link inconsistency otherwise.

The drop AH (generatedfrom locally droppedreports)is not usedin the basic
schemei.e. we assumea non-compromisednodedoesnot drop reportsintentionally.
A reportis droppedonly by compromisednodeswhoalwaystry to concealthemselves
asmuchaspossible.Consequently, theAHs for droppedreportsarenever created.

Eitherfalsereportinjectionor legitimatereportdroppingcreatesAH inconsistency
for somenodesor links.Thedif®culty ishow toexposetheinconsistency. Thetechnique
presentedin phase4 handlesthisproblem.



Sensingnode Clusterhead(CH) node
Dataaggregation Reportrelay

Report
gen-
era-
tion
and
en-
dorse-
ment

An eventis detected
by at least M sur-
rounding sensing
nodes. Each of
them e.g. m sends
the sensingreading
andthe MAC (gen-
erated using m's
secretkey) to C CH
nodes.

By taking the majority of re-
ceived readings,the sourceCH
constructs a report containing
the sensingvalue and received
MACs. It also appendsits ID
and a unique sequencenumber.
A uniqueMAC is generatedfor
the report using its own secret
key.BoththereportandtheMAC
areforwardedalonga multi-hop
routeto thesink.

Sincethekeys to attachedMACs
are only known to the sink, re-
lay nodesdo notperformany en-
routechecksin thebasicscheme.
A relay nodereceives the report
from one downstreamlink and
forwards it along one upstream
link.

Auth-
enti-
cation

An AH value is
maintained for the
outgoing link of
m. The value is
updated with the
sensingreadingand
the MAC eachtime
whenm sendsthem
out.

A sourceCH maintainsoneout-
goingAH andin thecaseit isalso
a relay node, it maintainssev-
eralAH valueswith onefor each
of its incoming/outgoinglinks re-
spectively. After sendingthe re-
port generatedby itself, it up-
datestheoutgoingAH valuewith
thereportandtheMAC.

A relayCH nodemaintainsa dif-
ferent AH value for eachof its
incomingandoutgoinglinks re-
spectively. For the forwardedre-
port, it updatestwo AH values
Ð the incoming AH value for
the link from which the report
is received andtheoutgoingAH
valuefor theoutgoinglink.

Detect-
ing
injec-
tion
attack

A sourceCH should
receive readings
from at least M
sensing nodes. If
some (< M=2) are
compromised and
send back false
readings, these
readings will not
affect the report
generation at the
CH node.

A compromisedsourceCH may
forge false reports.It cannotac-
cumulateM=2 legal MACs for
the false reading.A report with
such a value can be detected
at the sink. Old readings and
MACs cannotbe replayedsince
the sensingreadinghasa times-
tamp indicating when the event
happens[18]. Different sensing
node MACs are expectedeven
for the samesensingreadingbut
ata differenttime.

If a relay node forges a report
with thesourcenodeasitself, the
false report can be detectedas
thedataaggregationcase.If are-
lay nodeforgesa reportwith the
sourcenodeid asoneof itsdown-
streamnodes,it doesnothavethe
secretkey of the fakedsenderto
generatea matchingMAC. The
report will be detectedby the
sink. The compromisednode is
thenlocatedusingouralgorithm.

Detect-
ing
drop-
ping
attack

Dropping readings
at some (< M=2)
compromisedsens-
ing nodesdoesnot
affect the genera-
tion of the legit-
imate report at a
sourceCH node.

[Discussiononly: not the focus
in the paper]We canelectmore
thanoneCH to performdataag-
gregation. If some but not ma-
jority of them refuse to gener-
ate reports from received read-
ings,thesinkcanstill receive the
legitimate reportand thusdetect
packetdroppingin the network.
In therestof thepaperweassume
that for eacheventoneCH node
is electedfor dataaggregation.

If a relay node drops somere-
ports,the sink cancheckthe se-
quence number from a source
CH andrevealthedroppingfrom
non-contiguousnumbers.If the
compromisedrelaynodechooses
to dropall following reportsfrom
a CH, the sink can periodically
collectsall AH valuesto detect
thedroppingattack.

Fig. 3. Actionstakenby differentnodes.



Phase4: Hash valuecollection. Hashvaluecollection is triggeredby any of the
following two conditions:(i) the sink hasdetectedoneor multiple false reports;(ii)
a presettimer haselapsed.The former is to detectinjectedfalse reportattackwhile
the latter is to detectreportdroppingattack.In the®rst case,AH valuesarecollected
only from thepathwheretheerroneousreportbelongsto. Suchapathcanbeidenti®ed
correctly as we explainedearlier that a spoofedreport can reachthe sink only if it
is generatedfrom a downstreamnode.Collectingthehashvaluesalonga pathgreatly
reducesthenumberof messagesintroducedto thenetwork.In thesecondcase,however,
all thehashvaluesin thenetworkarequeriedasthesink hasno clueof wherereports
could be dropped.Next we show how to collect AHs from the erroneouspath. It is
trivial to extendtheschemeto all nodes.

To collectthehashvalues,thesinksendsoutaninquiry messageontotheerroneous
path.For example,in Fig. 2, to detectthecompromisednodeon paths4-s2-s1-s0,we
only collecthashvalueson thispathbut not from thelink s1-s3(but in phase5 thesink
still needsto computetheAH valuesfor thesereportsinjectingto thepathfrom s3).We
mustbevery carefulin thiscollectionprocessastheforwardedAHs maybealteredby
compromisednodesaswell. Thus,we treatall the AH valuesasnormal data reports
andsendthemupstreamstartingfrom the leaf clusternodes.The only constraintis:
the outgoingAH on a link doesnot updatethe incomingAH on the samelink since
this would resultin link inconsistency andmakethe hashcollectionprocessandlater
checkingtooconvoluted.As a result,thenodeconsistency checkingwouldbeadjusted
to accommodatethisexception.We will give formalderivationlater.

Phase5: Identify compromisednodes.
Thesinkperformstwo typesof tests:thenodeconsistency andthelink consistency

test.The®rst is to testthematchingof incomingandoutgoingAH valuesfor eachnode
ontheerroneouspaths.TheAHs for theincominglinks notonerroneouspaths,e.g,the
s1-s3pathin our example,andfor locally generatedreportsarecalculatedby thesink
directly; otherAHs arefrom thereturnedAH reports.If thereis a mismatch,thenode
is taggedasacompromisednode.For example,in Fig. 2, thesink testss1using

(AH2! 1| {z }
coll ected

+ AH(c) + AH(d;e)
| {z }
calculated by the sink

) modM = ?AH1! 0| {z }
coll ected

Thesecondtype is to testif the outgoingandincomingAHs areconsistenton all
links. Eachhashvalueshouldmatchwith theonereportedby theotherendof thelink.
If any inconsistency is found,thesink tagsbothnodesasproblematicasit is now hard
to �ag onenodewith 100%con®dence.e.g.wetest

(AH1! 0| {z }
coll ected

= ? AH0 1| {z }
computed at the sink

) and (AH1! 2| {z }
coll ected

= ?AH2 1| {z }
coll ected

)

Phase6: Excluding compromisednodesand routing graph �x. Onceany nodes
aretaggedassuspicious,they shouldbeexcludedfrom thesensornetworkimmediately.
To do so,thesink broadcaststhe IDs of the taggednodesacrossthenetwork,particu-
larly to thosenodesaroundthe compromisedones.This canbe doneusingbroadcast
authenticationalgorithmse.g.mTESLA [13]. This packetalsoinitiatestheselectionof



new clusterheadsto replacetheexcludedones,andthenincorporatesnew headsinto the
routinggraph.Thenewly joinednodessendbacktheir IDs to thesink to checkif they
areallowedto join thenetwork.Thesink acknowledgesbackwith themostup-to-date
AH valuesfor thenew clusterheads.

3.4 The security analyses

In thissectionwegivethemajorsecurityanalysisresults.Theirproofdetailscanbe
foundin [20].

Theorem 1. Anyinjectionattackscanbedetectedby theCOOLprotocol.

Corollary 1. Thereportdroppingattack at therelaynodescanalsobedetectedby the
COOLprotocol.

Corollary 2. If therearemcompromisednodes,our schemeremovesat most2mnodes
includingthosemcompromisednodes.

Theorem 2. TheAH valuecollectionprocessis secure: correct AH valuescanbe re-
trievedfrom the receivedAH report; no AH valuemaybe compromisedor dropped
withoutbeingdetected.

4 Optimizations
In thissection,we discussiontwo optimizationsto thebasicdesign.

4.1 Drop-COOL: combining en-route �ltering schemes

In the basicCOOL protocol false reportsare forwardedall the way to the sink.
While the sink can detectthesefalse reports,it is just too late sincethe energy has
alreadybeenconsumedalongtheroutingpaths.It maybecomeeven worseif a lot of
falsereportsareinjectedbeforetheCOOL protocolis activatedto collect AH values.
WethereforeproposeDrop-COOL,ahybridschemethatintegratesanen-routing®lter-
ing scheme[18,22].

TheDrop-COOLschemeworksasfollows.Thesysteminitializesaccordingto both
thebasicCOOL andtheSEF[18] protocols.In addition,eachnodeis assignedanin-
tegerthresholdwhich is themaximalnumberof falsereportsthatthenodecanforward
in oneround.In thepacketforwardingphase,detectedfalsereportsup to this thresh-
old are forwardedwhile following onesare discarded.An additionalAH hashvalue
— drop hashvalue,is maintainedon eachnodethatdropsfalsereports.It is updated
incrementallyeachtimewhenafalsereportis detectedanddropped.To improvetheef-
fectivenessof Drop-COOL,anodemaytry to forwardthesefalsereportswith different
sourceCH IDs, whichcantriggercollectinganddetectingmorepathsandthusexpose
morecompromisednodesin oneround.

TheDrop-COOLprotocolcombinestheadvantagesof bothCOOLandSEFproto-
cols.It detectsandexcludescompromisednodeswhile savestheenergy from routing
lessfalsereports.The energy spentto routea small numberof falsereportsis small
comparedto thesavingsafterexcludingcompromisednodes.It removestheworstcase
overheadthatthebasicCOOL protocolhason routingfalsereports.



We next illustratethat the Drop-COOLdoesnot affect the ability to locatecom-
promisednodesalthoughrandomfalsereportsaredroppedin the middle.Due to the
introductionof the drop hashvalue,we have for a well-behavednodein the routing
graph, the setof forwardedand droppedmessagesshouldbe the sameas the setof
receivedand locally generated messages. By collectingandcomparingthe AH hash
valuesof thesemessagesets,wecanadjustthenodetestto

(AH(MESSAGEf orwarded + AH(MESSAGEdropped) modM = (AH(MESSAGEreceived
+ AH(MESSAGEl ocal) modeM

The link testis unaffectedandan inconsistentnodeor link testresultexposesat least
onecompromisednode.

4.2 Hi-COOL: a hierarchical authentication scheme

To further reducethe overhead,we proposeHi-COOL, a hierarchicalapproach
which groupsmultiple adjacentnodesin the routing graphasa supernode. We only
collecthashvalueswith respectto this supernode,andre®nethecollectionif a super
nodeis foundproblematic.

TheHi-COOL schemeworksasfollows.First thesink picksupanintegernumber
l andforwardsthis integerwith the“hello” message(for collectingtheroutinggraph).
Theintegervalueis decrementedfor eachhopdownstreamalongtheroutingpathand
resetafterreachingzero.A nodesetsitself to betheheadof asupernodeif it receivesl
andbetheleafof asupernodeif it receiveszero.If anodereceivestwo valuesfrom two
upstreamnodes,it picksup thesmallestone.In Fig. 5 nodess1to s5form asupernode
in whichs2,s4,ands5areleaf nodeswhile s1is theheadnode.In thephaseto collect
theAdHASH values,only theincominghashvaluesto thissupernodeandtheoutgoing
hashvaluesfrom thissupernodearecollected.For examplehashvaluesAH23, AH32 are
omitted.Thelink testat thesupernodelevel is processedthesameasthebasicCOOL
— afailed link testremovestwo involvednodes.Howeveraninconsistent(super)node
testresultsin oneadditionalroundof hashvaluecollectionsuchthatwecandetermine
theexactlocationof thecompromisednodewithin thesupernode.In thesecondround,
weonly collecthashvaluesfrom theseinconsistentsupernodes.
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Fig. 4. Reducingrouting energy throughcombineden-
route�ltering.
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Fig.5. Hierarchical authentication
with supernodes.

To ensurehigh level security, in the routing graphcollection phase,eachnode
shouldreply with its received integernumber. In addition,theheadof eachsupernode
mayneedto collectall internalhashvalues.Moredetailscanbefoundin [20].



5 Limitations of the COOL protocols
Thelimitationsof theCOOL protocolare:(1) It is possiblethata subregion is iso-

latedfrom thesink.Without having theinformationabouta clusterheadin therouting
graphcollectionphase,the sink cannotidentify its statusanddecideif it is compro-
misedor not. (2) Signalblocking or collision is anothersourceof attack,if normal
communicationcannotbeensuredbetweentwo nodes.Bothof two involvednodesare
excludedwhile thenodesthemselvesmaynot behacked.

6 PerformanceEvaluation
6.1 Settings

To evaluatetheeffectivenessof theproposedCOOLprotocols,wesimulateasensor
networkwith 450clusterheadnodesuniformly distributedin a®eldof 400x400m2 area.
Eachsensornodeis Mica2 runningTinyOS[7] operatingat 19.2Kbpsdatarate,with
batteryvoltage3V. It takes16.25/12.5mJ to transmit/receive a byte [18]. This will be
referredasthebaselinesettingin therestof thepaper. Thesinkis locatedat(20,20)and
the communicationrangeof eachnodeis 40m.Thesesensornodesform a multihop
routingnetworkusingthedirecteddiffusionroutingalgorithm[2]. A normalpacketis
of 24byteslong,a MAC is of 8 bytes(64 bits),andanincrementalhashvalueis of 16
bytes(128bits).Theevaluationis basedonfalsereportinjectionattacks.All resultsare
averagedfrom 100differentruns.

6.2 The overhead

The protocoloverheadcomesfrom four sources:(i) AH hashvaluecomputation
overhead;(ii) hashvaluecollectionoverhead;(iii) routing graphdiscovery overhead;
and(iv) routingfalsereportsoverhead.Next westudythemin moredetail.

(i) Computationoverhead.Thecomputationoverheadis for updatingincremental
hashvaluesateachsensornode.As theincrementalhashis maintainedperlink based,
a received reportupdatestwo AH valueson therelay node.The updatesaredonein-
crementallywith theoverheadmainly from computingthestandardhashingMD5() on
theinput report.MD5() intermediateresultis usedto updatebothAH values.Oursim-
ulationresultsshow that theincrementalhashcomputationoverheadis abouttwice of
theoverheadof oneRC5[14] computation(usedin [18,7]), thatis, 30mJpernode.It is
smallandthusomittedin therestof thediscussion.

(ii) Hash value collection overhead.The main overheadof the COOL protocol
comesfrom collecting hashvaluesacrossthe network.We ®rst inducea theoretical
formula aboutthis overhead.Assumethe routing graphis a b-narybalancedrouting
treewith heightO(logb(N)) whereN is the total numberof nodesin thegraph.Since
thehashvaluecollectionis perproblematicroutingpathbased,thenumberof node-to-
nodetransmissionT for onepathis,

T = (1+ 2+ 3+ :::+ H) � (2� k+ M) =
H � (H + 1)

2
� (2� k+ M) (2)

H = logb(N)

whereH is theheightof theb-narytree,N is totalnumberof sensorin the®eld,k is the
lengthof theincrementalhashvalue,andM is thelengthof theMAC value.Fromthe



equation,T is in therangeof O((logN)2). Sincewe needto excludeall mcompromised
nodes,we mayneedto collect from m disjoint pathsor detectin m rounds.Therefore
theworstcasehashvaluecollectioncostis O(m�(logN)2).

We next presenttheaveragenumberof roundsto excludeall compromisednodes
in Fig. 6. In theexperiment,falsereportsarerandomlyinjectedfrom thecompromised
nodesandwe starta new detectionroundif 30 falsereportsarereceived.As expected
it requiresmore roundswhen thereare a larger numberof compromisednodes.On
averagewe candetectandexcludemorethan10 nodesin oneroundwhenmorethan
30nodesarecompromised.

Fig. 7 illustratesthe total energy overheadfor collecting hashvaluesin multiple
rounds.Fromequation3, theAH collectioncostis proportionalto thenumberof com-
promisednodesandto thesquareof thetreeheight,thesetwo factorsareusedasthex
andy axesrespectively. To changethetreeheight,we deployin adifferentsquare®eld
with the samenodedensity, e.g.1000nodesaredistributedin a ®eld of 600x600m2.
Thetreeheightvariesfrom 9.2to 28.5.

The trend con®rmswhat we observed from equation3. For example,the energy
overheadis about0.87Jwith 20 compromisednodesand the tree height 13.6. It in-
creasesabout2 timesto 1.56Jif thenumberof compromisednodesincreases2 timesto
40; It increasesabout4 timesto 3.89Jif thetreeheightincreasesabout2 timesto 28.4.

We alsopresentthe resultsusingthe Hi-COOL scheme.It effectively reducesthe
hashvalue collection cost. For example,when 20 nodesare compromised,the Hi-
COOLoverheadis 0.99Jor 61%of thebaselinesetting(1.61J).

In collectingthe results,we performa simpleoptimization.For the two nodesof
eachlink, they mayreportthesameAH() valuee.g.bothnodesarehealthynodes.We
thereforeonly needto transmitoneAH hashvaluewith two MACsto thesink.

numberof compromisednodes
10 20 30 40 50 60 70 80

Rounds2.1 2.4 3.5 4.0 4.5 5.3 6.1 6.5

Fig. 6. The numberof roundsto exclude all
compromisednodes.
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Fig. 7. Hashvaluecollectionoverhead.

(iii) Routinggraph overheadFig. 7 alsoillustratesthe energy overheadto collect
therouting graph.Comparedto thehashvaluecollectionoverhead,it is usuallysmall
rangingfrom 0.5Jwhenthetreeheightis 9.2 to 2.0Jwhenthetreeheightis 28.5.

(iv) Theoverheadto route false reports.Fig. 8 illustratesthe wastedrouting en-
ergy in forwardingfalsereports.As we discussed,the sink hasthe option to start the
hashvaluecollectionphaseafteraccumulatinga numberof falsereports.Clearlyif we
increasethethreshold,theroutingoverheadincreasesaswell. Thebene®tof accumulat-
ing areasonablelargernumberof falsereportsis thatwe increasethechancethatthese
falsereportsarefrom moreproblematicpaths.They canthendetectmultiplepathsand



reducethe total numberof rounds.For example,if we detectafter receiving onefalse
report,wemayneedm roundsto excludeall m compromisednodes;ontheotherhand,
wemayneedonly m/2 roundif we setthethresholdto be2 andthesetwo falsereports
arealwaysfrom 2 differentcompromisednodeson differentrouting paths.However,
ourexperimentsshow thatthedifferenceis notsigni®cant(with oneor two roundsdif-
ference).In addition,if thethresholdis setlargerthan30,thenumberof roundsdoesnot
changemuchbut thewastedenergy increasesdrastically. Thereforewesetthethreshold
to 30 in thepaper.

6.3 The savings

We next studythebene®tsfrom applyingCOOL protocolsandcompareit with an
en-routefalsereport®ltering scheme[18]. As discussed,thesavings comesfrom two
sources:thecommunicationsavingsandthecomputationsavings.Thelatteris omitted
asit is usualvery small.
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Fig. 8. Theoverheadto routefalsereports.
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Fig. 9.Comparingtheoverheadto en-route�l-
teringschemes.

Let uscomparetheoverheadfrom differentprotocols.Theoverheadin theCOOL
protocolcontainsthe energy to collect hashvalues,to discover routing graph,andto
routefalsereportsto thesink. Theoverheadin theSEFprotocolis from routing false
reportsbeforedetectinganddroppingthem.Theexactnumberof hopsvarieswith the
key sharingschemeandthenumberof compromisednodes.For comparisonpurpose,
weassumeonaverageeachfalsereportis droppedafter5 hopsin thepaper.

In Figure 9, x and y axes are the detectiontrigger thresholdand the numberof
compromisednodesin thenetworkrespectively. Eachpoint in the®gureis anumberof
falsereportsaveragedto eachcompromisednode.It is a breakevenpoint at which the
overheadto routeanddropthis amountof falsereportsin SEFequalstheoverheadin
theCOOLprotocol.For example,with 20compromisednodesandtriggerthresholdset
at30,thenumberis 25 reportsmeaningsthat,if SEFroutesanddrops500reports(=25
reports/node� 20node)in 5 hops,theenergy it wastesis thesameasall of theoverhead
in theCOOL protocol.

In addition,considerthattheschemeneedsto spend3.3roundsanda roundis trig-
geredat30falsereports,thereareanother100injectedfalsereports(=30reports/round
� 3.3rounds).ThereforetheCOOLprotocoloutperformstheSEFif eachcompromised



nodeinjectsmorethan30 reports(=25 reports/node+ 100 reports/20nodes).This is
verysmall.For example,assuggestedin [21], a compromisednodemayinject a faked
reportevery 10 seconds.At this rate,we outperformSEFin 300secondsor 5 minutes.
With the Hi-COOL optimization,it is further reducedto 4 minutes,a 20% reduction.
Of course,dependingon thepatternthatthefalsereportsareinjected,thisnumbermay
varybut theresultsshow thattheCOOLoverheadis verymodest.

7 RelatedWork
Extensiveresearchhasbeendoneonsensornetworksecurity. Karlof etal. [9] iden-

ti®ed severalattacksfor a multihoproutingbasedsensornetwork.
Marti etal. proposedto monitoreachnodeby a neighboringwatchdognode.Wang

etal. [15] improvestheschemethroughthecollaborativedecisionof neighborsarounda
suspiciousnode.Bothschemeshave limitations[12] asthewatchdognodemaybecom-
promisedaswell andmultiple compromisednodescancolludeto attack.Theschemes
to locatecompromisednodessharesomesimilarity with theapproachesto detectfaults
in sensornetworks[8,11,4]. However the signi®cantdifferencelies in that a faulty
nodealwaysreturnsa wrong reportwhile a compromisednodeis smartere.g.it may
inject falsereportsbut communicatenormallywith thesink.

En-routefalsedata®ltering schemes[18,22] areproposedto actively detectand
drop falsereportsearly in the routing minimizing the impactof falsereport.In these
schemes,eachdatareportis attachedwith severalMACsgeneratedfrom differentkeys
thataredistributedprobabilistically[18], setup beforerouting [22], or refreshedperi-
odically [21]. However, thoseschemesalsohave limitationsascompromisednodesare
left undetected,whichcausessevereconsequencesin thelong run.

Algorithms have beenproposedto securelymanagekeys in sensornetwork.Es-
chenauerandGligor [5] proposeda key pre-distribution schemein which eachsensor
randomlyselectsa subsetof all keys beforedeployment;Protocolswere thendevel-
opedfor sharedkey discovery andpath-key establishment.Improvementswere later
proposedfor enhancingsecurity[3] andachieving higherprobabilityof key establish-
ment[10]. ZhangandCao[21] proposedto representkeys asgroupkey polynomials
whosesharesaredistributedaroundneighbors.New keys canbere-generatedcollabo-
ratively by neighborsfrom thesesharesachieving bettersecurityandresilience.

8 Conclusion
In this paperwe introducedtheCOOL protocolandits optimizationsbasedon the

provablysecureincrementalhashfunctionAdHASH to detectandlocatecompromised
nodeseffectively. We®rstdiscussedhow to securelymaintainandcollectAdHASHval-
uesonsensornodes,andthenusethesevaluesto performnodeandlink teststo expose
thecompromisednodes.OurexperimentalresultsshowedthattheCOOLprotocolsare
veryeffective andintroducevery smalloverheadto thenetwork.
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