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Abstract

A control o w tracecaptureghe completesequencef dynamicallyexecutedbasicblocksandfunction calls. It is usually of very large
sizeandthereforecommonlystoredin compressedormat. On the otherhand,control o w tracesarefrequentlyqueriedto assistprogram
analysisandoptimization,e.g. nding frequentlyexecutedsubpathghat may be optimized.In this paper we identify pathinterruptionand
path context problemsin queryingan intraprocedurapath over control o w traces.While algorithmsthat perform patternmatchingon

compressedtringshave beenproposedsolving new challengegequiresthe extensionof traditional algorithms.We designand evaluate
four path matchingschemesncluding thosethat matchin the compressediatadirectly and thosethat match after decompressionin

addition,simpleindicesarealsodesignedo improve matchingperformanceOur experimentakesultsshow thattheseschemesrepractical
andcanbe adaptedo ervironmentswith differenthardwaresettingsand path matchingrequests.
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1 Intr oduction

Data streamswith large amountsof data are often stored
in compresseébrm usingcommoncompressioralgorithms
suchasLempel-Zv family (Ziv andLempel,1977;Ziv and
Lempel,1978) and SEQUITUR (Nevill-Manning and Wit-
ten,1997).Whenthe needto searchor a patternin thedata
streamarisesit is highly desirableto avoid uncompressing
the data. Thereforeresearcherbave beendevelopingalgo-
rithms for patternmatchingthat operatedirectly on com-
presseddata (Amir and Benson,1992; Amir et al., 1996;
Kida etal., 1999; Mitarai, 2001;Navarroet al., 2001).

In the programanalysisand optimizationcommunity pro-
gramexecutiontracesespeciallycontrol ow tracesare of-
ten collectedto assistanalysis,dehuggingandoptimization
(Ball andLarus,1996;Larus1999;ZhangandGupta,2001).
Sinceacontrol ow tracecaptureshecompletesequencef
all executedbasicblocksandfunctioncalls,it is usuallyvery
large rangingfrom hundredsof megabytesfor a moderate
to several gigabytesfor a long run. RecentlyLarus (Larus
1999) proposedo compressa control ow traceusing SE-
QUITUR algorithm which is proven effective in reducing
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the size. The compressedorm of a control ow tracepro-
ducedby SEQUITURIs referredto asawholeprogrampath
(WPP).In addition,control ow tracesarefrequentlymined
for subpathghat are commonlyfollowed by the program.
This informationis usefulfor both programunderstanding
and optimizationbecausdt hasbeenobsered that while
large programscontainmillions of paths,only a few thou-
sandareobseredto be takenby the programin practice.

Searchingfor an occurrenceof a pathin the WPP poses
uniquechallengesTheapplicationof WPPsrequiresearch-
ing for anintraprocedunl path. However, if anintraproce-
dural path containsprocedurecalls, it may be interrupted
by pathsbelongingto calledproceduresThereforea match
in theWPPmaybeseparatedy itemsfrom its nestedunc-
tion calls. Moreover, the samepath may be generatedn
differentcontexts thatis, during the executionof different
proceduresThis is becauseachproceduraeuseshe same
basicblocksidenti ers. As aresult,aliteral matchmay not
be countedif it is from a differentfunction call. Dueto the
path interruption and path contect problems,existing pat-
ternmatchingalgorithms suchastheonein (Mitarai, 2001),
arenot directly applicablefor nding a pathin a WPR In
this papermwe developasetof pathmatding algorithmsthat
operate®n WPPsWe analyzetheir compleity andpresent
experimentaldatathat shavs that our algorithmsare ef -
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(a) SampleCodeandits CFG.
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(b) Control Flow Traceand WPR

Fig. 1. An Example.

cientin practice.

For therestof thepapey Section2 discussetherelatedwork.
Section3 de nestheproblem.Section4 presentshe design
andanalysisof four pathmatchingalgorithms Experimental
resultsare collectedand discussedn Section5. Section6
concludeghe paper

2 Related Work

Thetraditionalstringmatchingproblemis to nd the rst or

all occurrencef apatternPin sometext stringT. Thewidely

usedKnuth-Morris-Prattalgorithm (Knuth et al., 1977)re-

quiresO(n+m)operationdn the worstcasewherem is the

lengthof P andn is thelengthof T. The BoyerMoorealgo-

rithm (Boyer and Moore, 1977) improvesthe performance
to O(n/m)in somecaseswhile it shareghe sameworstcase
performanceThe Aho-Corasickalgorithmcan nd ary one

from a list of patternstringsin O(mx+n)wheremx is the

sumof lengthsof all patternstringsby constructingafailure

function similar to the KMP algorithm.

Data streamsof large sizesare usually compressedising
different compressioralgorithmse.g. Lempel-ZIP family
(Ziv and Lempel, 1977; Ziv and Lempel, 1978) and Se-
quitur (Nevil-Manning and Witten, 1997). Matching in
the compressetixt without decompressiohasbeenintro-
duced(Amir andBenson,1992)andthroughlystudiediater
on (Amir et al., 1996; Farachand Thorup, 1998; Navarro
andRafnot, 1999;Kida etal., 1999;Mitarai, 2001).Sim-
ulatingthe KMP algorithmover LZ78 compressediext can
solve the occurrenceproblem in O(nm?+n) (Amir et al.,
1996). A randomizedalgorithm proposedater on (Farach
and Thorup, 1998) solves the sameproblemover LZ77 in
O(m+nlog (u/n)). It was then generalizedto searchover
Ziv-Lempel compressedtexts for simple and extended
patterns(Navarro and Rafnot, 1999). By introducing a

collagesystemasa unifying framework, (Kida et al., 1999)
designeda generalizedcompressedattern matching al-
gorithm on the collage system.Practicaltiming study of
compresseattern matching algorithms was reportedin
(Mitarai, 2001). The resultsshov that matching directly
over Sequiturcompressedexts is 1.27 timesfasterthana
decompressiofollowedby an ordinal search.

SEQUITUR algorithm was proposedto compresstext
strings using contet free grammars(Nevill-Manning and
Witten, 1997).1t is proven effective in compressingtrings
with small alphabetand usually achieves better compres-
sion ratio in thesecases.Larus proposedwhole program
path(WPP) (Larus1999)which compressea control ow
trace using SEQUITUR. While the algorithm to identify
mosthot pathsis givenin (Larus1999),the problemto nd
if agivenpathappearsn the WPPhasnot beensolved.

String matchinghasbeenextendedto other areasas well.
Quanti ed inexact matchingapproachebave beenrecently
proposedor model speci cation (Zhuge,2003). The goal
is to achieve betterrepository-basethodelreuse.

3 Problem De nition

Of all differentkinds of programtracesthat exist, a control
“ow traceis the mostcommonlyusedform becausef the
easewith which it canbe collectedandthe variety of ways
in which it canbe used.Thereforewe considerthe form of
the control ow tracein this paper

Considera programconsistingof the main function and
several otherfunctions.Eachfunctionis representedh the
formof adirectedgraphcalledthecontrol ow graph(CFG).
Eachnodein a CFG representsa basic blodk which is a
straightline sequencef statementshatcanbe entereconly
from the beginning andexited only from theend.The edges



in a CFG capturethe ow of control amongbasicblocks.
The control ow traceconsistsof a sequencef basicblock
idsthatareexecutedduringoneprogranmrunfromthestartto
the end.In addition,it alsocontainsindicatorsthatidentify
entry and exit to a function. An entry is indicatedby the
appearancef the function namein the control ow trace
while the exit pointis universallyidenti ed by E.

3.1 TheSEQUITURAIgorithm

The SEQUITUR algorithm forms a grammarfrom a se-
guencebasedon the repeatedphrasesin that sequence
(Nevill-Manning and Witten, 1997). It createsgrammar
rulesfor theserepetitionsand replaceghe repetitionswith
non-terminalsymbols,producinga more conciserepresen-
tation of the overall sequencéNevill-Manning andWitten,
1997). Using SEQUITUR a control "ow trace is com-
pressedinto a whole programpath (WPP) (Larus 1999).
The grammarof the WPPgenerates singlestringwhich is
theuncompressedontrol ow trace.Figurel shavs anex-
ampleprogram,its CFGs,a sampleuncompressedontrol
“ow traceandthe corresponding VPP

The SEQUITUR algorithm constructsthe grammarbased
on the following two properties.

DiagramuniquenessA diagramis de ned asapair of ad-
jacentsymbols.This propertyensureghatevery diagram
in the grammarbe unique.For example,the diagramof
B; andE in Figurel appear®ncein therule R2. If it oc-
curselsavherein the sequencea new rulewill beformed
andreplacethe diagramwith its new left-hand-sidenon-
terminalsymbolat both places.
Rule utility. This property statesthat every rule is used
morethanoncein thegrammarIn constructinghegram-
matr; it is possiblethat after creatinga new rule, the ap-
pearanceof anothernon-terminalsymbolis reducedto
one.For example,if we have

S->AbA, A->aa

andthenext symbolis b (whereS, Aarenon-terminal
symbols,anda, b areterminal symbols),we createa
new rule B->Ab andget

S->BB, B->Ab, A->aa .

SinceA is usedonly once,it is eliminatedsuchthatwe
have

S->BB, B->aab .

3.2 New Problems

A WPP may be queriedfor differentkinds of information
duringprogramanalysis Herearesomeexamplesof typical
gueriesDoesthepathB;B;B3 of F; appeatrin thistrace?
and How manytimesdoespath B;B,B3 of F; appearin
thetrace? In this paperwe will presenta pathmatchingal-
gorithmwhich cansene asthebasisfor answeringlifferent
formsof queries.Speci cally the algorithmthatwe present
solvesthe following pathmatchingproblem:

Find the rst occurenceof path P geneatedby functionF
in a givenWPP

The solutionto the above path matchingmust tackle two
mainproblemsthatarediscusseahext. Theseproblemsdis-
tinguish path matchingfrom other patternmatchingalgo-
rithmsin theliterature.

Path Interruption Problem. Even if an intraprocedural
pathis executed,the sequencef block ids on the path
may not appeairin sequencen the control ow trace.In
particular if the blocks containfunction calls, thenthe
sequencevill be interruptedby appearancef block ids
correspondingo the called functions. For example, the
pathB1B,B3 of function F; wasexecuted?2 times, but
no suchsequencappearsn the control ow trace.

Path Context Problem.While globally unique block ids
could be assignedo the basicblocks, this approachis
nottakenbecaus¢hetotal numberof basicblocksis very
largeandthereforeglobally uniqueids will requirealarge
numberof bits. Insteadthe sameblock ids are reused
within eachfunction of the program.However, this also
meansthat the samesequenceof block ids that form a
path can be generateddy differentfunctions. Therefore
in additionto nd an appearancef the block ids in a
path we must also ensurethat this sequenceappearsn
the context of the function of interest.For example,the
pathB1B;B3 canbegeneratedy main or functionF;.

While it may appearthat pathinterruptionproblemcanbe
avoidedby unwindingthetracesthisis nota practicalsolu-
tion. Sinceunwinding mustbe performedbeforecompres-
sion,thefull onlinenatureof SEQUITURIs lost. Moreover,
we still mustsolve the path context problem.Therefore,in
this paperwe do notaltertheform of the control ow trace;
but ratherwe develop solutionsto the abore problems.

4 Path Matching Algorithms

In this section,we designand analyzefour different path
matchingalgorithms.We begin by consideringpathmatch-
ing in contet of an uncompressedontrol ow traceand

shav someinsightsin how to handlethe path interruption
andpath context problems.We thendiscusspath matching
directly in a compressedraceand path matchingwith ad-
ditional indices.

4.1 Sdemel: Path Matching on UncompessedControl
Flow Traces

While a traceis storedin compressedormat, it is always
possibleto uncompresshe tracefollowedby a pathmatch-
ing in the uncompressetbrmat.

It is usefulto view the completecontrol ow traceasbeing
composedf control ow subtracesorrespondingo indi-

vidual functioninvocations.The compleity of pathmatch-
ing arisesfrom the fact thatwhile we are searchingor the



appearancef a pathbelongingto a speci ¢ functionin the
control ow subtraceorrespondingo afunctioninvocation,
the control ow subtracescorrespondingo other invoca-

tions of the sameor differentfunction may be encountered.

In fact, atary givenpointin thecompletecontrol ow trace,
multiple functioninvocationscanbe active. We referto the
control ow subtrace®f theseactive invocationsasactive
subtraces At ary pointin the completecontrol ow trace,
thetraceprecedinghe point containsthe pre xes of theac-
tive subtracesndthetracefollowing the point containsthe
correspondingufxes of theseactive subtraces.

To facilitatethe discussiorof active subtraceswe associate
anestinglevel with eachentryin the control ow trace.The
nestinglevelsof all memberof a subtracdi.e., thefunction
name plockids,andtheendmarker)arethesameMoreover
this nestinglevel is the sameas the nestinglevel of the
correspondindunctioninvocationin the dynamiccall graph
for the programrun. Thereforewhile scanninga part of the
control ow tracewe cancomputetherelative nestinglevels
of the block ids encounteredy incrementingthe nesting
levelwhenafunctionnameis encounterednddecrementing
it when an end markeris encounteredit shouldbe noted
thatatary givenpointin thecompletecontrol ow tracethe
nestinglevels of all active tracesaredistinct.

The Algorithm Basedupon the abore notion of nesting
level we canstatethata contol ow subtraceof a function
F in the completecontrol ow traceT hasthe following
properties:

A subtraceébgginswith anF andendsatthe rst E 2 T

thatappearsafter F suchthatthe nestinglevelsof F and
E arethesame(saynl).

A blockid B betweerthe abore F andE belongsto the
subtracdff its nestinglevel is alsonl.

All occurrencesof function names,end markers,and
block ids that do not belongto the subtracecorrespond-
ing to F andE andappeatbetweenF andE in T have

nestinglevels greaterthannl.

Traditional patternmatchingalgorithms(e.g., KMP algo-

rithm) arebasedupon nite stateautomatonsvhosestates
indicatethe matchingstatus,thatis, how muchof the pat-

ternhasbeenseenso far. Path matchingwill alsobe based
upona nite stateautomaton.However, the form the au-

tomatonrequiredis differentsinceat eachpoint we needto

trackthe matding statusof multiple activesubtiaces Next

we describethe form of the automatorappropriatefor path

matding.

We will rst discusshow the previous discussedroblems
are solved in our automata.lnsteadof one integer value
in the KMP algorithm, eachstateis a vector consistingof
varying-numberednteger values.The numberof entriesin
the tuple correspondgo the numberof active traces.Each
item in this tuple indicatesthe matchingstatusof the cor
respondincactive trace.If afunctionis called,we generate
a new statevaluefor matchingthesenesteditems.We can

resumethe matchingafter the function call aswe remove

the correspondingtatevalue at the end of function call. In

this way, nestingitems may not disturbthe matchingof an

intraprocedurapath. Thus we solwe the path interruption

problem We thenintroducea specialstatevalue“-1” which

is usedto indicatethat the correspondindunction invoca-
tion is not interestedj.e. its function namedoesnot match
the one that we are searchingfor. Thereforethe elements
of the subtracesieednot be matchedwith P. Oncea state
valueis changedo “-1”, it never changedill theendof the

currentinvocationend.In this way we solve the pathcontext

problem.

Formally, given an uncompressedontrol ow traceT, a
path P;..,, a function F;, andthe value of M N L which
is the maximumnestinglevel that a control ow tracecan
reach,the path matchingautomatorfor P;..,, is a 5-tuple
(Q; oo; A; ; ), where

Q is a nite setof statessuchthat

Q="f(s1;s2;::58)j0 | MNL and
8i2[LI; 1 s mg:
o 2 Q is thestartstateandgy = ()
A Q is adistinguishedsetof acceptingstates.
is a nite input alphabet, = fB1;: Bmax;
F1;:5 Fmax; EQ and By ; Fj; E denote different basic
blocks,functionentry pointsandfunction return points.
is a function from Q I Q, calledthe transition
function of M . The statetransitionfunction hasthe fol-
lowing form:
((s1;82;::591);B) = (s1:82; %5 ((:1);B))
((s13s25:1581); Fi) = (81582155815 0)
((s13s25:1581)5 Fj) = (s1582; 105 815
((s1;82;:1581), E) = (s1582; 1055810 1)

(( 1);B)=( 1.

1), whereF; 6 F;

\J

Fig. 2. An Examplefor Schemel.

An Example In Figure 2 an example executionis shavn
with the line to showv items at the samelevel. The x axis
shavs the executionover thetime while they axisindicates
thecurrentnestinglevel, e.g.the executionstartswith func-
tion main at level 0 and calls function F; attime E;. It
changedo level 1 atE;. In the basicblock B, it calls Fy
againandreturnto B3 whenthe secondnvocation nishes.
Assumewe aresearchindor pathB1B,B3 in F1. It is clear
that B3 at E3 canbe combinedwith B;,B> beforeE, to
form aninstanceof pathB1B,B3 in functionF;. However,
it may not be combinedwith B1,B, beforeE3 asthey be-
long to differentcall instancesSimilarly, B3 at Es should
not be combinedwith B1,B, eitherbeforeE, or E3.



Fig. 3. Comparingwith traditionalcompressednatchingalgorithms.

Let ususeQ, 1 andQy; to indicatethe statebeforeand
aftereachk; for 1 <= i <= 5. ThestateQs beforeE, is (-
1,2).“-1" atlevel 0 meanghatall basicblocksfrom “main”
arenot interestedaswe are searchingor a pathin Fy. “2”
atlevel 1 meangthat we have partially matchedwo items,
i.e.B1B,. After E,, the stateis changedo Q4 = (Qs, F1)
= (-1, 2, 0). A new statevalueis addedandinitialized for
the new function invocation.lt is initialized to “0” asthe
function namematched-;.

The statesat E; before“E” is Qx = (-1, 2, 2). With E
indicatingthe end of the secondinvocationof F;, we have
Qs = (Q«,E)=(-1,2).With B3 afterE3,we getQs = (Qs,
B3) = (-1, 3) whichindicatesa match.In addition,whenwe
reachE,, we have Qg = (-1) suchthatB3 at Es will not
matchB;B;, at E3. In summaryby rememberingnultiple
active subtracesye getthe correctmatchasdesired.

4.2 Sheme2: CompessedPath Matching Algorithm

A WPPobtainedby compressinghe control ow traceus-
ing SEQUITUR(Nevill-Manning andWitten, 1997)canbe
representedsasetof rulesdenotedy R with thefollowing
form:

S Xilxiz:::Xin

X1 ap; Xz @y o Xk a
Xks1 Xy Xr@ys  Xk+2
Xk+s  Xis)Xr(s)s

X|(2)Xr(2); ......

where = fajl i kg, & canbeoneof B (blockid
i), Fj (entryto functionF;), andE (afunctionexit point).

In dictionary-based compressed matching algorithms
(e.g., (Amir et al., 1996; Kida et al., 1999)) each non-
terminal symbolin the dictionary hasan associategre x
ag, asufx ag andaninternal ag. Whencombiningtwo
non-terminalsymbols, their combinationwill decide the

internal,pre x, andsufx agsof the combinednode.As-

sumewe areto nd theoccurrencef asubsequencéc” in

the compressedepresentatiom Figure3a.In theexample,
thesufx "ag“c” at nodeZ indicatesthat when matching
Z from the begginning with “bc” from the end, the longest
commonsubsequences “c”. Similarly when matchingYy

from the end with “bc” from the beginning, the longest
commonsubsequencis “b” —thepre x agof Y 1. When
thesetwo nodescombinetogetherto form X, thepre x ag

“b” andthesufx ag“c” candetermineoneoccurrencef

“bc” in X;. It is thenrecordedn theinternal ag.

However, this is not sufcient for path matching.As Fig-
ure3bshavswe can nd thatboth“c” of Z mayor maynot
beapartof apathoccurrenceSincetherearefunctioncalls
(F;) andendingitems(E) involvedin eachrule,theprevious
nestedcalling context mustbe consideredinsteadof a sin-
gle pre x “ag,we thereforeassociate list of pre x "agsto

indicatethe pre x at eachdifferentnestinglevel. Similarly
we also mustprovide lists of internalandsufx "ags.The
sizeof thelist is the nestinglevel of theassociatedodeand
it canbeatmostequalto themaximumnestinglevel M N L.
Note that “nil” is differentfrom the null string andthey
represent-1" and“0” in our stateautomatorrespectrely.

The Algorithm Our algorithm hastwo main steps:a pre-
processingtepanda pathmatding step.Thepreprocessing
is donein two parts.First seseral datastructuresextended
from thosede ned in (Amir etal., 1996;Kida et al., 1999)
are createdand secondusing thesedata structurescertain
ags associatedvith the non-terminalsare computed.The
pathmatchingstepsearcheshroughthe right handside of
the startingrule and continuesthe searchtill anoccurrence
of the pathis found.

Let us rst discussthe preprocessinglgorithm. As men-
tioned abore, ags are associatedvith eachnon-terminal
whosevaluesarecomputediuringpreprocessingasedipon
thepathP beingconsideredConsidera non-terminalX in



PreprocessingP, WPP) f
Preproces® P to enablef lag updates
for each non-terminalX from R in bottom-uporderdo
case (X ) of
== Bj:
if Bi 2 P then
prefixyx = (Bi); suf fixx = (Bj); inter nalx = (B;);
fentry, =1;fexity =1;freturny =-1;
else
prefixyx = (0); suf fixx = (0); inter nalx = (0);
fentry, =1;fexity =1;freturny =-1;
endif
if (Bi == P)then foccury =1;
else foccury = -1 endif
= Fy:
prefixy =(, );suf fixy =(,); inter nalx =(,);
fentryy, =1;fexity =2;freturny =-1; f occury =-1;
== F, wherex 6 i:
prefixyx = ( ,nil); suf fixyx = ( ,nil); inter naly = ( ,nil);
fentry, =1;fexity =2;freturny =-1; f occury =-1;

prefixy =(, );suf fixy =(,); inter nalx =(,);
fentryy, =2;fexity =1;freturny =2;foccury =-1;
= YZ:
ComputeX 's level vectorfrom Y andZ's level vectors
Y 'svector:(1; 5 Y exit ;505 Ymax ); Z'S vector:(1; 155 Zf entr y; il Zmax )
ThereforeX 's vectoris: (1;::5; Xt x; i3} Xmax ), Where
Xfx = maX( Yiexit s Zfentr y )y Xmax Xfx = Max (ymax Y5 exit s Zmax Zt entr y)
Createmappingfunctionsf mapY=f mapZ which maplevelsof Y=Z to levelsin X
Xfentr y = f mapY (yf entr y); Xfexit = f mapz (Zf exit );
if (fmapY (Yirewr n) fmapZ(zirewr n) then
Xfretur n = fmapY (yf r etur n);
for each levell < Xfrewr n do
UpdateX 's level | ags from correspondindevel ags of Y andZ
for each level | >= f mapY (Yirewr n) and< fmapZ(zrewr n) do
UpdateX 'ssufx ag usingsufx ag of Y
UpdateX 's pre x ag suingpre x ag fromY andall ags from Z
UpdateX 'sinternal ag with internal ags fromY andz
for each level | >= f mapZ (zrewr n) do
UpdateX 's pre x ag usingpre x ag for Z
UpdateX 'ssufx ag usingsufx ag for Y
UpdateX 'sinternal ag to nil
if foccury > 0then foccury =f occury
else
Examinepre x/suf x ags of Y=Z to seeif P isin YZ.
if occurrenceof P foundin Y Z then setf occury
elseif  foccur, > 0then foccury = jYj+ foccur,
else foccury = -1 endif
else /* (f mapY (Yirewr n) > f mapZ(zsrewr n) */
processings asabove with minor modi cations
endif
endcase
endfor

Fig. 4. Preprocessing\gorithm.
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Fig. 6. An Examplefor Scheme2.

PathMatching2 f

LetS  Xi, Xi, 2::Xi,.

Initialize: Zoig ;

for (k=1;k n;k+ +) f
Considertherule Znew Zoid Xiy
Computethe ags for Znew from ags of Zog andXi,
if foccur ag of Zpew iS6 1 then

PRINT(occurrencdound at f occur); terminate;

Zold Znew ;

g
PRINT(nooccurrenceound);

Fig. 5. Compressedontrol o w tracematchingalgorithm

therule setR. We denotethe fully expandedstring corre-
spondingo X by X Str. Thefollowing agsaremaintained

for X.

fnl ag: X Str may containterminalscorrespondingo
multiple nestinglevels. Thesenestinglevels represented
in X Str are alwaysconsecutie and have the following
form: (nl + L;nl + 2; ;nl + fnl). We associate fnl
ag with X which rememberghe value of f nl. When
X is beingprocessedye associate nestinglevel vector
with it whichis of theform (1;2;  ;nl). In otherwords,
the level vectoronly representsherelativenestinglevels
of the terminalsin X Str .

Level ags: Therearethreelevel agsassociateavith X
— fentry, fexit, andfreturn f entry andf exit aretherel-
ative nestinglevels of the rst andlastsymbolsof X Str.
f return is the minimumrelative nestinglevel of all E's
in X Str . For example,if X representsaEbEcFdF gF h
thenfentryx = 3, fexitx = 4, andfreturny = 2.
Whenthe stringsof two non-terminalsarecombinedthe
f entry andf exit level agsof thenon-terminalgreused
to computethe relative nestinglevels of symbolsin the
combinedstring. The f return "agis usedto updatethe
inter nal, prefix, andsuf f ix "agswhich aredescribed
next.

Pre x ags: This is a list of "agswith fnl items. Let
X Str (nl) denotethe sequencef terminalsfrom X Str
that have therelative nestinglevel nl. The pre x agfor

level nl identi es thelongestpre x of pathP thatis also
thesufx of X Str (nl).

Sufx ags: Thisis alsoa list of ags.A sufx agfor
level nl identi es thelongestsufx of pathP thatis also
thepre x of X Str (nl).

Internal ags: Thisis alsoa list of ags.An internal ag
for levelnl identi es thesubstringof pathP from position
i toj thatis identicalto X Str (nl).

Position ag: The position agfoccur givesthe index in
X Str wherethe rst occurrencef pathP endslf P does
not appeaiin X Str, thenthevalueof f occury is -1.

The preprocessinglgorithmfor a given R and P is pre-
sentedn Figure4. R canberepresentetly adirectedagyclic
graph (DAG). By reversingthe edgeswe obtain R-DAG.
Thealgorithmwill updatethe agsof thenodesn thetopo-
logical ordergeneratedrom R-DAG. Thereare two types
of nodes:leaves which are of the form X a; andinter-
nal nodesof the form X Y Z. For leaf nodesthe "ags
areinitialized basedupona whichis Bj, F; or E. For an
internalnodeX Y Z, we rst matchlevel vectorsof Y
andZ, usingfexit agof Y andfentry agof Z, and
generatea new level vectorfor X . Thelists of internal,pre-
X, andsufx “agsof X arethenupdatedusingthe ags
from correspondindevelsof Y andZ. Thef occur "agof
X takesthevalueof f occur agof Y, if thelatteris not-1.
Otherwisewe checkif the concatenatiorf agsof Y and
Z canform anew occurrenceof P. If this is not the case,
thenf occur agof X is computedrom f occur agof Z.

Thepathmatchingalgorithmis givenin Figure5. It searches
throughthe right handside of the startingrule andcontin-
uesthe searchtill an occurrenceof the pathis found. The
previously computed agsof R are usedas well as some
additional agcomputationsreperformedasshavn in Fig-
ure5.

An Example Let us studythe sameexamplein discussing
schemel. Assumewe compresspart of the WPP to the
graph shawvn in Figure 6. X1-X5 representnon-terminal
nodesgeneratedy Sequitur For example,X 4 represents



PathMatch3 (P) f
for(i=1; i< = MAX _CHUNK_NUM; i++)
f

containFunc[i]= load.-from_the.index();
exitLevel[i] = load.from_the.index();
smallesEndLeel[i] = load.from_the.index();

g

for(i=1; i< = MAX _CHUNK_NUM; i++) f
/* currentstateis (s1,s2, ..., sn);*/
if (containFuncli]== 0)
f /* this block doesnt containblocksfrom the given F */

if (smallestEndLeel[i] == 0) /* no endin this Chunk*/
ni = entryLevel[i];
else
ni = smallestEndLeel[i]-1;
Changestateto (s}, 3, ..., Shyitev eifiy) = (St -oor Si , Nl ..., nil);

g elsef

decompress(Chunk]i]);
for eachFi/Bi/E in Chunk

... I* follow statetransitionalgorithmin schemel */

g

Fig. 7. Path Matching Algorithm with Partial Decompression.

substringcontainingof Fy, By, B, and someother basic
blockids. We abstractheirnestingevelsin Figure6(b). For
example,dueto the functioninvocation(F1), basicblocks
in X4 aredivided into two levels with a jump to indicate
this invocation.

In the control ow trace,only function callsandreturnscan

changehenestingevel. While splittingtwo consecutie ba-
sic blocksinto two differentgrammarnulesdoesnot change
their nestinglevels, the relative level in eachgrammarrule

may be different. To seamlesslyecover the level informa-
tion, when combiningtwo symbolstogether we matchthe
exit level of the rst symbolwith the entrylevel of the sec-
ond symbol.Dependingon the entry andexit levels of each
symbol,theupperlevel non-terminaymbol(e.gX ; or X ;)

may have differentnestinglevels. For example,X 4 andXs

have 2 levels eachwhile X 1 (which is combinedfrom X4

andXs) has3 levels. This is becausehe relative exit level

of X4 is atlevel 1 andhasto matchthe relative entry level

of X5 atlevel 0. Now therelative level 1 of X5 changego

level 2 in X ;. In generaleachnodemay have several levels
with pre x, sufx andinternal agsat eachlevel.

Complexity Analysis Lets rst considerthe complexity of
the preprocessin@lgorithm. First we performthe prepro-
cessingneededo answerthe queriesusedin updatingthe
“agsasdescribedn (Amir et al., 1996;Kida et al., 1999;
Mitarai, 2001).As shawn in prior work, thetime compleity
of this stepis O(m?) wherem is the lengthof pathP. The
preprocessingarriedout to updatethe agsprocessesach
rule (or the correspondingiodein the WPPDAG) onceand
during the processingll the "agsfor the rule areupdated.
The updateof each agtakesconstantime asthatin (Kida
etal., 1999);however agsareassociateavith eachrelevant
nestinglevel. Sincethe numberof entriesin thelevel vector
is at mostM N L andthe numberof rulesis jRj, the total

time spenton updatingthe agsis O(jRj M NL). There-
fore the total preprocessingme is O(m? + jRj MNL).

During pathmatchingeachsymbolon theright handsideof
the startproductionis processeé@ndduringthe processing
constantnumberof “ag updatesare performed.Thus the
time spenton pathmatchingis O(jSj M N L). Combining
the resultsof preprocessingstep and path matchingstep
we obtainthe overall time compleity asO((jRj + jSj)

M NL + m?) whereM N L is maximumnestinglevel, jSj
is thelengthof theright handsideof the startrule, jRj is the
numberof non-terminalsymbolsin R, andm is thelength
of pathP. It is alsoquite straightforwardto shav thatthe
spacecomplity of the algorithmis alsosimilar.

4.3 Sdeme3: Path Matching with Partial Decompession

In this schemewe rst divide the traceinto chunkseach
of which is then separatelycompressedn performingthe
path matching,a chunkis loadedand decompressednly
if it containsbasicblocks from the desiredfunction. This
information is keptin a small index which is attachedto
headof the compressede.

We still use gzip compressioralgorithm to compressthe
trace.Exceptthe last chunk,all chunksare of sameprede-
ned sizes.e.g.4M bytes.Thatis, in collectingthetracesa
buffer of 4M bytesis used,whenthe buffer is full, the gzip
algorithmis invokedto compresd andstoretheresultto the
disk. For eachfunction,we maintainabit vectorwhosenum-
ber of bits is the sameasthe numberof total chunks.Each
bit is usedto indicateif the correspondinghunk contains
basicblocksfrom that function. For a traceof 512M bytes
and 100 differentfunctions, we divide it into 128 chunks
andthereforeneed128bits for eachfunction. The total size



Fig. 8. Path Matching after Partial Decompression.

of the bit vectoris 1600 bytes (=128 bits/function 100
functions).In addition,eachblock needgo identify the exit

level of its lastbasicblock id, andthe smallestevel of ap-
pearedE appearedh thechunk.Theexit levelis usefulasit

helpsto decide afterjumpingseveral blocks,at which level

the matchingshould continue. The smallestE level helps
to terminatethosepartial subtracesWith 128 blocksand?2

bytesto identify a nestinglevel, this costsumsup to 128

2 2=512bhytes.Both overheadsrevery modestandcan
be storedin the headof the compressedrace.

The Algorithm The algorithm of performing partial path
matchingover uncompressedontrol ow traceis shown in
Figure 7. The algorithmis divided into two phasesAt the
initialization phasetheindex is pre-loadednto thememory
ContainFunc]i]indicatesif Chunk containsbasic blocks
from the correspondindunction. exitLevel[i] indicatesthe
exit levelsof Chunk while smallesEndLeel[i] indicateshe
the smallestnestinglevel of “E” in Chunk.

We thendecompresandmatchsequentiallyon thedemand.
Accordingto which functionthe pathbelongsonly asubset
of all compresse@¢hunksareloadedand decompressedf
a chunk containsinterestingbasic blocks, path matching
within thechunkis the sameasthatin schemel. Otherwise,
we directly updatethe currentstatevector without iterate
overeachitemin thechunk.Therearetwo impacts Firstthe
largestlevel of the statevectoris adjustedo theexit level of
the skippedchunk.Secondall statevalueatthelevel bigger
thanthe smallestendlevel is setto “-1” indicatingthe start
of anirrelevantfunctioninvocation.

An Example In theexampleshownn in Figure8, theoriginal
traceis dividedinto blocksB1, B, ... etc. They arecom-
pressedo C;, C,, ... using GZIP algorithm.At the stepto
matcha pathin function F (which appearnly in chunk1
to chunk 3), we just needto load C;-C3 and decompress
themaccordingly Thematchingis thenperformedn B1-B3

andreportstheoccurrencesf this pathif found.In skipping
the restingchunks,e.g. chunk 4, we updatethe statevec-
tor directly usingthe nestinglevel information.As we have
containFunc[4E 0, exitLevel[4] = 2, smallestEndLeel =0
(we assumeéhe enditem E at E4 is containedn chunk3),
The stateafter skippingthe chunkis Q10 = (Q7, Chunk;)
= ((-1),Chunlg) = (-1, -1, -1).

4.4 Sdhemed: CompessedPath Matching with Partial
Matching

Thepropertythatonly partialtraceneedgo besearchedan
alsobe exploited by compressednatchingalgorithms.We
next illustrate how to designthe index informationfor fast
processingvithout decompressinghetrace rst.

Using SEQUITUR algorithm, the traceis compressedhto
asetof rules.lIt is possibleto designa bit vector(index) for
eachrule which recordsif the correspondingule contains
basicblocksfrom eachappearedunction or not. However
it is not desirablein practice as the overheadin keeping
the index information per rule basedfor a large number
of rulesis large and signi cantly worsenthe performance
(compressiorratio). On the other hand,we obsered that
the rule baseusing the SEQUITUR algorithm exhibits the
following property Its startingrule usually containsa large
of right handside (RHS) itemswhile otherruleshave small
numberof RHSitems.For example,in atypical compressed
trace— the compressetraceof gcc programtheformeris
in rangeof the numberof ruleswhile the latteris lessthan
ten.We thereforeproposeo divide the RHS of the rst rule
into chucks.Index informationis keptfor eachchunkof the
rst rule.Intheexperimentsye dividethe rst ruleupto 128
segments.Similar to scheme3, eachfunctionis associated
with a bit vectorwhereeachbit is usedto represenif the
correspondingplockin the rst rule canderive basicblocks
from that particularfunction. In addition we also needto
remembetheexit blocklevel andthesmallesenditemlevel
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Fig. 9. Path Matchingof Partial Compressedrace.

PathMatch4 (P) f

for(i=1; i< = MAX _CHUNK_NUM; i++)
f

containFunc[i]= load.-from_the.index();
exitLevel[i] = load.from_the.index();
smallestEndLeel[i] = loadfrom_the.index();

g

for(i=1; i< = MAX _CHUNK_NUM; i++) f
/* currentstateis (s1,s2, ..., sn);*/

if (containFuncli]== 0)

f /* this block doesnt containblocksfrom the given F */
if (smallestEndLeel[i] == 0) /* no endin this Chunk*/
ni = exitLevel[i-1]; /* exitLevel[0] is initialized to O */

else

ni = smallestEndLeel[i]-1;
Changestateto (s, S5, ..., ey eipiy) = (SL, onr Sni , Nl .., nil);
Updatepre x, sufx, internal ags directly for CX;.

g elsef

PreProcessing(P, CX;); /* Procesghe chunkusingscheme2 */

g
Updatethe currentstateusing Z new

Zoid CXii

Fig. 10. Path Matching Algorithm with Partial Matching.

in eachchunk.Theindex sizeis thereforethe sameasthat
in schemes.

An Example In the example shownn in Figure9, let us as-
sumeonly R3 canderive itemsfrom functionF whichresults
in that only chunk 2 is marked.This speedsup matching
processaswe just needto searchrulesin or derived from
this chunk. While someextra (andthususelessyulessuch
asR4 may be processeaswell, we still gainalot asR1,
R2,andmary otherrulesareskipped.

The Algorithm The algorithm of performing partial path
matchingover compressettaceis shovnin Figure10.Con-
ceptually the algorithmreplacethe rst rule from

S Xilxiz:::Xin

to
S CXi1CX5::CXy
CX1  Xi; i Xig

CX> Xiss 5 X100
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wherewe assumesachchunkcontain50 RHS itemsof the
rst rulein this caseln processingherewritten rst rule, if
a chunkdoesnot containbasicblock from the given func-
tion, using the index information we generatethe pre X,

sufx, internalandnestinglevel “agswithout scanningthe

itemsin the correspondinghunk.Otherwise we follow the
algorithmgivenin scheme2 to updatethese ags.

5 Experiments

To study the effectivenessof our proposedpath matching
schemeswe implementedand evaluatedthem with sev-
eral programsrom SPECint92 SPECint9%and SPECint2k
benchmarksuites (SPEC, 1995). The control ow traces
are collectedusing Trimaran compiler infrastructure(Tri-
maran).As shown in Fig. 11, they cover a rangeof traces
with differentcharacteristics thetracefor 126.gcoccontains
alargenumberof differentfunctions;thetracefor 130.li has
deepnestedfunction calls; the tracefor 026.compresfias
small numbersof functionsand nestinglevels; 197.parser
hasalongtrace.The experimentsaredoneon a PentiumlV



Benchmark Gzip Gzip with Blocks (MB) Gzip Index || Sequitur| Sequitur
(MB) | 80M Block | 40M Block | 4M Block | (KB) (MB) Index (KB)
008.espresso|| 3.24 | 3.25 3.23 3.23 2.6 3.74 2.6
026.compress| 1.02 | 1.06 1.03 1.02 0.1 1.72 0.1
126.gcc 35.67 | 35.68 35.78 36.32 17.4 11.43 17.4
130.1i 196 | 1.97 1.97 1.99 1.9 0.59 1.9
164.9zip 16.41 | 16.35 16.35 16.33 0.83 17.74 0.83
175.vpr 17.24 | 17.26 17.27 17.25 2.55 18.31 2.55
197.parser 19.11| 19.13 19.14 19.14 4.22 7.52 4.22
256.bzip2 4.71 | 4.77 4.73 4.73 0.44 3.34 0.44
momeimes
O Sequitur compressed trace
QEQ@%O e(‘&@aa - s & o S8 &ﬁ‘ o & @6&&”
° ¢ Benchmark programs
Fig. 12. The Size of Compressedraces.
Benchmark Control Flow Max Nesting | Function 197.parserSEQUITUR performsbetter This is dueto the
TraceSize(MB) | Level Number factthatmorerulescanbereusedandthusthesizeincrease
(MB) is slow in SEQUITURresult.
008.espresso|| 170.3 32 164
026.compresd| 27.9 4 - We alsocollectedtheresultsfor scheme3 which dividesthe
-compress : traceinto blocksandthenindividually compressachblock
126.gcc 507.0 91 1085 usingGZIP. We canseethatthetotal sizeis aboutthe same
130 li 80.9 424 121 asthe onewithout blocks.
164.9zip 504.4 9 49 Figure12 alsoshawvstheindex sizestoredin thecompressed
175.vpr 463.6 9 150 traces.As discussedn section3, the traceis divided up
to 128 chunkswith a bit vector of a 16-byte vector stored
197 parser 509.2 61 248 for eachfunction in the benchmark Eachbit indicatesif
256.bzip2 492.7 7 26 the correspondindplock containsbasicblocksfrom the cor

Fig. 11. BenchmarkCharacteristics.

2.0GHzmachinewith 256MB memorywith Linux Redhat
9.0installed.

5.1 TheSizeof Compessediraces

We rst studied the compressionsizes using different
schemesln general, GZIP and SEQUITUR achieved sim-
ilar compressiomatiosin compressingontrol ow traces.
Whenthe trace exhibits moreregularity, suchas 130.li and
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respondingunction. In addition, the exit and smallestend
levels of eachchunkis alsokeptin theindex. As shavn in
the gure, comparedo thetotal size,theindex sizeis very
smallandhasanggligible increasen size.As discussedthe
indicesfor scheme3 and4 arethe same.

5.2 Path Matching Performance

For all four schemegliscussedn the paper we evaluated
path matchingperformancewith threetypesof paths.The
searchingime resultsare summarizedn Fig. 13 andcom-
paredin Fig. 14. In the gure, Y axisis searchingtime in



Benchmark Paths Schemel Scheme2 Block Scheme3 Schemet
(sec) (sec) Coverage (sec) (sec)
Typel (| 0.900+ 0.366 0.373 1/44 0.021+ 0.008 0.001
008.espresso| Type?2 || 0.900+ 0.392 0.348 20/44 0.430+ 0.187 0.155
Type 3 || 0.900+ 0.336 0.360 41/44 0.839+ 0.313 0.312
Typel (| 0.183+ 0.060 0.086 1/7 0.026+ 0.009 0.001
026.compress Type2 || 0.183+ 0.055 0.083 a7 0.105+ 0.039 0.056
Type3 || 0.183+ 0.054 0.077 717 0.183+ 0.056 0.078
Typel || 4.134+ 1.141 1.305 1/127 0.033+ 0.009 0.003
126.gcc Type2 || 4.134+ 1.149 1.432 63/127 || 2.051+ 0.570 0.937
Type3 || 4.134+ 1.136 1.323 126/127 || 4.130+ 1.130 1.135
Typel || 0.497+ 0.194 0.347 1/21 0.024+ 0.009 0.001
130.li Type2 || 0.497+ 0.205 0.352 4/21 0.095+ 0.039 0.155
Type3 || 0.497+ 0.174 0.341 21/21 0.497+ 0.174 0.341
Typel || 4.112+ 0.917 1.397 1/127 0.032+ 0.007 0.013
164.gzip Type2 || 4.112+ 1.610 1.395 68/127 || 2.202+ 0.862 0.952
Type3 || 4.112+ 0.975 1.397 126/127 || 4.080+ 0.967 1.392
Typel || 3.778+ 0.922 1.867 1/116 0.032+ 0.008 0.014
175.vpr Type2 || 3.778+ 0.855 1.680 80/116 || 2.606+ 0.590 1.501
Type3 || 3.778+ 0.894 1.708 93/116 || 3.029+ 0.717 1.655
Typel || 4.152+ 1.295 2.363 1/128 0.032+ 0.010 0.062
197.parser Type2 || 4.152+ 1.281 2.353 82/128 || 2.660+ 0.821 0.338
Type3 || 4.152+ 1.348 2.351 116/128 || 3.763+ 1.221 1.826
Typel || 3.784+ 0.892 0.266 1/124 0.031+ 0.007 0.040
256.bzip2 Type2 || 3.784+ 1.162 0.269 18/124 || 0.549+ 0.169 0.112
Type3 || 3.784+ 2.107 0.267 97/124 || 2.960+ 1.649 0.194

Fig. 13. The Performanceof Path Matchingin Compressedraces.

shavn in logarithmicscalewhile X axislist differentbench-
mark programs.The four barsshow the resultsof different
pathmatchingschemesespectiely.

Pathtype1haslow frequeng andcoverageWhenwe divide
the wholetraceinto 4M blocks,it appearsn only 1 block.
Pathtype2 hasmodesfrequeng andcoveragelt appearsn

roughlyhalf of all blocks.Pathtype3 hashighfrequeng and
coveragelt appearsn nearlyall blocks.Thesearchingime
for schemel and 3 includesboth the decompressiorfthe
rst humber)and the matchingtime (the secondnumber).
For scheme3 and 4, the block sizeis 4MB. In performing
the experiment,we keeproughly aboutthe sameamountof

main memoryacrosdifferentschemes.

From the table, we obsered that path matchingon com-
pressedracesperformsbetterthan that on uncompressed
traces.For the latter, the major overheadcomesfrom the
needio decompresthetrace.Thedecompressiotimeisthe
majorfractionfor schemesisingeitherfully decompression
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or partial decompressioiischemel or 3). As an example,
in matchingtype 3 of 008.espressacheme? spend860ms
while schemel hasto spend300msto decompresthetrace
andthen 336msto performthe matching.The time to de-
compress large traceis substantialvhenthe sizeis more
than500MB. A full scantakesaroundl secondwhile the
decompressiotakesaround4 seconds.

The actualmatchingtime is comparablén searchingeither
compressedr uncompressettaces.Matchingin the com-

pressedracessometimesds slower dueto the complicated
control structurethat it hasto maintainduring searching.
For example,in searchpath2 of 126.gcc,scheme2 hasto

spendl1432mswhile schemel spendnly 1149ms.

We alsoobsenredthatfor differentpathtypes,schemel and
scheme have almostconstanpathmatchingperformance.
This is dueto the fact that matchinghasto be performed
from the startto the endfor thesetwo schemesWwith small
indices, scheme3 and scheme4 gain large performance
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Fig. 14. The PerformanceComparisorof Path MatchingSchemes

bene ts for pathsthat have low to modestcoverage.For
example,for all benchmarkspathtype 1 canbe extremely
quickly identi ed. Only oneblockneedgo bedecompressed
andsearchedisingscheme3. Schemet alsoproportionally
reduceghe numberof rulesto be searched.

From the results,we concludethat both compressegath
matchingand matchingafter decompressioalgorithmsare
usefulin practice.In the casethat the main memorysize
is large and thereare a lot of path matchingrequestswe
cancachethesedecompressebdlocksin the memory Once
the decompressionostcanbe amortizedfrom consecutie
searcheghe simplestructurein theuncompressettacehas
betterin-memorysearchime.Ontheotherhand,if themain
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memorysizerestrictsthe cachingof decompresseblocks,
or the path matchingrequestsare random,we may choose
a compressegearchschemeanstead.

6 Conclusions

In this paper we designedandevaluatedfour differentpath
matchingschemesver compressednduncompressedon-
trol “ow traces.We not only identi ed the challengesbut
also exploited the opportunitesin matchingintraprocedu-
ral pathsin control ow traces.We evaluatedthe proposed
schemewith real control ow traces Our experimentalre-
sultsshav thatsmallindicesarevery effective in improving
matchingperformanceof pathsthatare of smallto modest
coverage In particular the pathmatchingschemebasedon
Sequiturcompressettacesvith smallindicesachieveslarge
performancéene ts over otherpathmatchingschemes.
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