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Abstract

A control �o w tracecapturesthe completesequenceof dynamicallyexecutedbasicblocksand function calls. It is usuallyof very large
sizeandthereforecommonlystoredin compressedformat.On theotherhand,control �o w tracesarefrequentlyqueriedto assistprogram
analysisandoptimization,e.g.�nding frequentlyexecutedsubpathsthatmaybeoptimized.In this paper, we identify pathinterruptionand
path context problemsin queryingan intraproceduralpath over control �o w traces.While algorithmsthat perform patternmatchingon
compressedstringshave beenproposed,solving new challengesrequiresthe extensionof traditionalalgorithms.We designandevaluate
four path matchingschemesincluding thosethat match in the compresseddatadirectly and thosethat matchafter decompression.In
addition,simpleindicesarealsodesignedto improve matchingperformance.Ourexperimentalresultsshow thattheseschemesarepractical
andcanbe adaptedto environmentswith differenthardwaresettingsandpathmatchingrequests.

Key words: Path Matching,SequiturCompression,Control Flow Trace

1 Intr oduction

Data streamswith large amountsof data are often stored
in compressedform usingcommoncompressionalgorithms
suchasLempel-Ziv family (Ziv andLempel,1977;Ziv and
Lempel,1978)andSEQUITUR(Nevill-Manning andWit-
ten,1997).Whentheneedto searchfor a patternin thedata
streamarises,it is highly desirableto avoid uncompressing
the data.Thereforeresearchershave beendevelopingalgo-
rithms for patternmatchingthat operatedirectly on com-
presseddata (Amir and Benson,1992; Amir et al., 1996;
Kida et al., 1999;Mitarai, 2001;Navarroet al., 2001).

In the programanalysisandoptimizationcommunity, pro-
gramexecutiontracesespeciallycontrol ¯ow tracesareof-
tencollectedto assistanalysis,debuggingandoptimization
(Ball andLarus,1996;Larus1999;ZhangandGupta,2001).
Sinceacontrol¯ow tracecapturesthecompletesequenceof
all executedbasicblocksandfunctioncalls,it is usuallyvery
large rangingfrom hundredsof megabytesfor a moderate
to several gigabytesfor a long run. RecentlyLarus(Larus
1999)proposedto compressa control ¯ow traceusingSE-
QUITUR algorithm which is proven effective in reducing
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the size.The compressedform of a control ¯ow tracepro-
ducedby SEQUITURis referredto asawholeprogrampath
(WPP).In addition,control¯ow tracesarefrequentlymined
for subpathsthat are commonlyfollowed by the program.
This informationis useful for both programunderstanding
and optimizationbecauseit hasbeenobserved that while
large programscontainmillions of paths,only a few thou-
sandareobserved to be takenby the programin practice.

Searchingfor an occurrenceof a path in the WPP poses
uniquechallenges.Theapplicationsof WPPsrequiresearch-
ing for an intraprocedural path. However, if an intraproce-
dural path containsprocedurecalls, it may be interrupted
by pathsbelongingto calledprocedures.Thereforea match
in theWPPmaybeseparatedby itemsfrom its nestedfunc-
tion calls. Moreover, the samepath may be generatedin
differentcontexts, that is, during the executionof different
procedures.This is becauseeachprocedurereusesthesame
basicblocksidenti�ers. As a result,a literal matchmaynot
becountedif it is from a differentfunctioncall. Due to the
path interruption and path context problems,existing pat-
ternmatchingalgorithms,suchastheonein (Mitarai, 2001),
arenot directly applicablefor �nding a path in a WPP. In
thispaperwedevelopasetof pathmatchingalgorithmsthat
operatesonWPPs.Weanalyzetheir complexity andpresent
experimentaldata that shows that our algorithmsare ef�-
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(a) SampleCodeandits CFG. (b) ControlFlow TraceandWPP.

Fig. 1. An Example.

cient in practice.

For therestof thepaper, Section2discussestherelatedwork.
Section3 de�nestheproblem.Section4 presentsthedesign
andanalysisof four pathmatchingalgorithms.Experimental
resultsare collectedanddiscussedin Section5. Section6
concludesthe paper.

2 Related Work

Thetraditionalstringmatchingproblemis to �nd the�rst or
all occurrenceof apatternPin sometext stringT. Thewidely
usedKnuth-Morris-Prattalgorithm(Knuth et al., 1977)re-
quiresO(n+m)operationsin the worst casewherem is the
lengthof P andn is thelengthof T. TheBoyer-Moorealgo-
rithm (Boyer andMoore, 1977) improvesthe performance
to O(n/m)in somecaseswhile it sharesthesameworstcase
performance.TheAho-Corasickalgorithmcan�nd any one
from a list of patternstringsin O(mx+n) wheremx is the
sumof lengthsof all patternstringsby constructingafailure
functionsimilar to theKMP algorithm.

Data streamsof large sizesare usually compressedusing
different compressionalgorithmse.g. Lempel-ZIP family
(Ziv and Lempel, 1977; Ziv and Lempel, 1978) and Se-
quitur (Nevill-Manning and Witten, 1997). Matching in
thecompressedtext without decompressionhasbeenintro-
duced(Amir andBenson,1992)andthroughlystudiedlater
on (Amir et al., 1996; Farachand Thorup,1998; Navarro
andRaf�not, 1999;Kida et al., 1999;Mitarai, 2001).Sim-
ulating theKMP algorithmover LZ78 compressedtext can
solve the occurrenceproblem in O(m2+n) (Amir et al.,
1996).A randomizedalgorithm proposedlater on (Farach
andThorup,1998)solves the sameproblemover LZ77 in
O(m+nlog2(u/n)). It was then generalizedto searchover
Ziv-Lempel compressedtexts for simple and extended
patterns(Navarro and Raf�not, 1999). By introducing a

collagesystemasa unifying framework, (Kida et al., 1999)
designeda generalizedcompressedpattern matching al-
gorithm on the collage system.Practical timing study of
compressedpatternmatching algorithmswas reportedin
(Mitarai, 2001). The resultsshow that matchingdirectly
over Sequitur-compressedtexts is 1.27 times fasterthan a
decompressionfollowedby an ordinalsearch.

SEQUITUR algorithm was proposed to compresstext
stringsusing context free grammars(Nevill-Manning and
Witten, 1997).It is proven effective in compressingstrings
with small alphabetand usually achieves better compres-
sion ratio in thesecases.Larus proposedwhole program
path(WPP)(Larus1999)which compressesa control ¯ow
trace using SEQUITUR. While the algorithm to identify
mosthot pathsis givenin (Larus1999),theproblemto �nd
if a given pathappearsin the WPPhasnot beensolved.

String matchinghasbeenextendedto other areasas well.
Quanti�ed inexactmatchingapproacheshave beenrecently
proposedfor model speci�cation (Zhuge,2003).The goal
is to achieve betterrepository-basedmodelreuse.

3 Problem De�nition

Of all differentkindsof programtracesthatexist, a control
¯ow traceis the mostcommonlyusedform becauseof the
easewith which it canbecollectedandthevarietyof ways
in which it canbe used.Thereforewe considerthe form of
thecontrol ¯ow tracein this paper.

Considera programconsistingof the main function and
several otherfunctions.Eachfunction is representedin the
formof adirectedgraphcalledthecontrol �ow graph(CFG).
Eachnode in a CFG representsa basic block which is a
straightline sequenceof statementsthatcanbeenteredonly
from thebeginningandexited only from theend.Theedges
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in a CFG capturethe ¯ow of control amongbasicblocks.
Thecontrol¯ow traceconsistsof a sequenceof basicblock
idsthatareexecutedduringoneprogramrunfromthestartto
theend.In addition,it alsocontainsindicatorsthat identify
entry and exit to a function. An entry is indicatedby the
appearanceof the function namein the control ¯ow trace
while theexit point is universallyidenti�ed by E.

3.1 TheSEQUITURAlgorithm

The SEQUITUR algorithm forms a grammarfrom a se-
quencebasedon the repeatedphrasesin that sequence
(Nevill-Manning and Witten, 1997). It createsgrammar
rulesfor theserepetitionsandreplacesthe repetitionswith
non-terminalsymbols,producinga moreconciserepresen-
tationof the overall sequence(Nevill-Manning andWitten,
1997). Using SEQUITUR a control ¯ow trace is com-
pressedinto a whole programpath (WPP) (Larus 1999).
Thegrammarof theWPPgeneratesa singlestringwhich is
theuncompressedcontrol ¯ow trace.Figure1 shows anex-
ampleprogram,its CFGs,a sampleuncompressedcontrol
¯ow traceandthecorrespondingWPP.

The SEQUITUR algorithm constructsthe grammarbased
on the following two properties.

� Diagramuniqueness.A diagramis de�ned asapairof ad-
jacentsymbols.This propertyensuresthatevery diagram
in the grammarbe unique.For example,the diagramof
B3 andE in Figure1 appearsoncein theruleR2. If it oc-
curselsewherein thesequence,a new rulewill beformed
andreplacethe diagramwith its new left-hand-sidenon-
terminalsymbolat both places.

� Rule utility . This propertystatesthat every rule is used
morethanoncein thegrammar. In constructingthegram-
mar, it is possiblethat after creatinga new rule, the ap-
pearanceof anothernon-terminalsymbol is reducedto
one.For example,if we have

S->AbA , A->aa
andthenext symbolis b (whereS, A arenon-terminal

symbols,and a, b are terminal symbols),we createa
new rule B->Ab andget

S->BB, B->Ab , A->aa .
SinceA is usedonly once,it is eliminatedsuchthatwe

have
S->BB, B->aab .

3.2 New Problems

A WPPmay be queriedfor differentkinds of information
duringprogramanalysis.Herearesomeexamplesof typical
queries:DoesthepathB1B2B3 of F1 appearin this trace?;
andHow manytimesdoespath B1B2B3 of F1 appearin
thetrace?. In this paperwe will presenta pathmatchingal-
gorithmwhichcanserve asthebasisfor answeringdifferent
formsof queries.Speci�cally thealgorithmthatwe present
solvesthe following pathmatchingproblem:

Find the �rst occurrenceof pathP generatedby functionF
in a givenWPP.

The solution to the above path matchingmust tackle two
mainproblemsthatarediscussednext. Theseproblemsdis-
tinguish path matchingfrom other patternmatchingalgo-
rithms in the literature.

� Path Interruption Problem. Even if an intraprocedural
path is executed,the sequenceof block ids on the path
may not appearin sequencein the control ¯ow trace.In
particular, if the blocks contain function calls, then the
sequencewill be interruptedby appearanceof block ids
correspondingto the called functions.For example,the
pathB1B2B3 of function F1 wasexecuted2 times,but
no suchsequenceappearsin the control ¯ow trace.

� Path Context Problem.While globally uniqueblock ids
could be assignedto the basicblocks, this approachis
not takenbecausethetotalnumberof basicblocksis very
largeandthereforegloballyuniqueidswill requirea large
numberof bits. Insteadthe sameblock ids are reused
within eachfunction of the program.However, this also
meansthat the samesequenceof block ids that form a
path can be generatedby different functions.Therefore
in addition to �nd an appearanceof the block ids in a
path we must also ensurethat this sequenceappearsin
the context of the function of interest.For example,the
pathB1B2B3 canbegeneratedby main or functionF1.

While it may appearthat pathinterruptionproblemcanbe
avoidedby unwindingthetraces,this is not a practicalsolu-
tion. Sinceunwindingmustbe performedbeforecompres-
sion,thefull onlinenatureof SEQUITURis lost.Moreover,
we still mustsolve the pathcontext problem.Therefore,in
thispaper, wedonotaltertheform of thecontrol¯ow trace;
but ratherwe developsolutionsto theabove problems.

4 Path Matching Algorithms

In this section,we designand analyzefour different path
matchingalgorithms.We begin by consideringpathmatch-
ing in context of an uncompressedcontrol ¯ow traceand
show someinsightsin how to handlethe path interruption
andpath context problems.We thendiscusspathmatching
directly in a compressedtraceandpathmatchingwith ad-
ditional indices.

4.1 Scheme1: Path Matching on UncompressedControl
Flow Traces

While a traceis storedin compressedformat, it is always
possibleto uncompressthe tracefollowedby a pathmatch-
ing in theuncompressedformat.

It is usefulto view thecompletecontrol ¯ow traceasbeing
composedof control ¯ow subtracescorrespondingto indi-
vidual function invocations.Thecomplexity of pathmatch-
ing arisesfrom the fact thatwhile we aresearchingfor the
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appearanceof a pathbelongingto a speci�c functionin the
control¯ow subtracecorrespondingto afunctioninvocation,
the control ¯ow subtracescorrespondingto other invoca-
tionsof thesameor differentfunctionmaybeencountered.
In fact,atany givenpoint in thecompletecontrol¯ow trace,
multiple functioninvocationscanbe active. We refer to the
control ¯ow subtracesof theseactive invocationsasactive
subtraces. At any point in the completecontrol ¯ow trace,
thetraceprecedingthepoint containsthepre�xes of theac-
tive subtracesandthetracefollowing thepoint containsthe
correspondingsuf�xes of theseactive subtraces.

To facilitatethediscussionof active subtraces,we associate
a nestinglevel with eachentryin thecontrol¯ow trace.The
nestinglevelsof all membersof a subtrace(i.e.,thefunction
name,blockids,andtheendmarker)arethesame.Moreover
this nesting level is the sameas the nesting level of the
correspondingfunctioninvocationin thedynamiccall graph
for theprogramrun. Thereforewhile scanninga partof the
control¯ow tracewecancomputetherelativenestinglevels
of the block ids encounteredby incrementingthe nesting
levelwhenafunctionnameisencounteredanddecrementing
it when an endmarkeris encountered.It shouldbe noted
thatatany givenpoint in thecompletecontrol¯ow tracethe
nestinglevels of all active tracesaredistinct.

The Algorithm Basedupon the above notion of nesting
level we canstatethata control �ow subtraceof a function
F in the completecontrol ¯ow traceT hasthe following
properties:

� A subtracebegins with an F andendsat the �rst E 2 T
thatappearsafterF suchthat thenestinglevelsof F and
E arethesame(saynl ).

� A block id B betweentheabove F andE belongsto the
subtraceif f its nestinglevel is alsonl .

� All occurrencesof function names,end markers,and
block ids that do not belongto the subtracecorrespond-
ing to F andE andappearbetweenF andE in T have
nestinglevelsgreaterthannl .

Traditional patternmatchingalgorithms(e.g., KMP algo-
rithm) arebasedupon�nite stateautomatonswhosestates
indicatethe matchingstatus,that is, how muchof the pat-
ternhasbeenseenso far. Path matchingwill alsobe based
upon a �nite stateautomaton.However, the form the au-
tomatonrequiredis differentsinceat eachpoint we needto
trackthematching statusof multiple activesubtraces. Next
we describethe form of theautomatonappropriatefor path
matching.

We will �rst discusshow the previous discussedproblems
are solved in our automata.Insteadof one integer value
in the KMP algorithm,eachstateis a vectorconsistingof
varying-numberedintegervalues.Thenumberof entriesin
the tuple correspondsto the numberof active traces.Each
item in this tuple indicatesthe matchingstatusof the cor-
respondingactive trace.If a functionis called,we generate
a new statevaluefor matchingthesenesteditems.We can

resumethe matchingafter the function call as we remove
thecorrespondingstatevalueat theendof functioncall. In
this way, nestingitemsmaynot disturbthe matchingof an
intraproceduralpath. Thus we solve the path interruption
problem. We thenintroducea specialstatevalue“-1” which
is usedto indicatethat the correspondingfunction invoca-
tion is not interested,i.e. its functionnamedoesnot match
the one that we are searchingfor. Thereforethe elements
of the subtracesneednot be matchedwith P . Oncea state
valueis changedto “-1”, it never changestill theendof the
currentinvocationend.In thiswaywesolve thepathcontext
problem.

Formally, given an uncompressedcontrol ¯ow traceT, a
path P1::m , a function Fi , and the value of M N L which
is the maximumnestinglevel that a control ¯ow tracecan
reach,the path matchingautomatonfor P1::m is a 5-tuple
(Q; q0; A; � ; � ), where

� Q is a �nite setof statessuchthat

Q = f (s1; s2; :::; sl ) j 0 � l � M N L and
8i 2 [1; l ]; � 1 � si � mg:

� q0 2 Q is thestartstateandq0 = (� )
� A � Q is a distinguishedsetof acceptingstates.
� � is a �nite input alphabet, � = f B1; :::; Bmax ;

F1; :::; Fmax ; Eg and B j ; Fj ; E denote different basic
blocks,functionentrypointsandfunction returnpoints.

� � is a function from Q � � ! Q, called the transition
function of M . The statetransitionfunction hasthe fol-
lowing form:
� ((s1 ; s2; :::; sl ); B ) = (s1; s2; :::; � ((sl ); B ))
� ((s1 ; s2; :::; sl ); Fi ) = (s1 ; s2; :::; sl ; 0)
� ((s1 ; s2; :::; sl ); Fj ) = (s1; s2; :::; sl ; � 1), whereFi 6= Fj
� ((s1 ; s2; :::; sl ); E ) = (s1; s2; :::; sl � 1)
� (( � 1); B ) = (� 1).

� � ��
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Fig. 2. An Examplefor Scheme1.

An Example In Figure 2 an example execution is shown
with the line to show items at the samelevel. The x axis
showstheexecutionover thetime while they axisindicates
thecurrentnestinglevel, e.g.theexecutionstartswith func-
tion main at level 0 and calls function F1 at time E1. It
changesto level 1 at E1. In the basicblock B2, it calls F1
againandreturnto B3 whenthesecondinvocation�nishes.
Assumewearesearchingfor pathB1B2B3 in F1. It is clear
that B3 at E3 can be combinedwith B1,B2 beforeE2 to
form aninstanceof pathB1B2B3 in functionF1. However,
it may not be combinedwith B1,B2 beforeE3 asthey be-
long to differentcall instances.Similarly, B3 at E5 should
not be combinedwith B1,B2 eitherbeforeE2 or E3.
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Fig. 3. Comparingwith traditionalcompressedmatchingalgorithms.

Let us useQ2i � 1 andQ2i to indicatethe statebeforeand
aftereachE i for 1 < = i < = 5. ThestateQ3 beforeE2 is (-
1, 2). “-1” at level 0 meansthatall basicblocksfrom “main”
arenot interestedaswe aresearchingfor a pathin F1. “2”
at level 1 meansthat we have partially matchedtwo items,
i.e. B1B2. After E2, thestateis changedto Q4 = � (Q3, F1)
= (-1, 2, 0). A new statevalueis addedandinitialized for
the new function invocation.It is initialized to “0” as the
functionnamematchesF1.

The statesat E3 before “E” is Qx = (-1, 2, 2). With E
indicatingthe endof the secondinvocationof F1, we have
Q5 = � (Qx , E) = (-1,2).With B3 afterE3,wegetQ6 = � (Q5,
B3) = (-1, 3) which indicatesa match.In addition,whenwe
reachE4, we have Q8 = (-1) suchthat B3 at E5 will not
matchB1B2 at E3. In summary, by rememberingmultiple
active subtraces,we get thecorrectmatchasdesired.

4.2 Scheme2: CompressedPath Matching Algorithm

A WPPobtainedby compressingthecontrol ¯ow traceus-
ing SEQUITUR(Nevill-Manning andWitten, 1997)canbe
representedasasetof rulesdenotedby R with thefollowing
form:

S  X i 1 X i 2 :::X i n

X 1  a1; X 2  a2; ::::: X k  ak ;
X k +1  X l (1) X r (1) ; X k +2  X l (2) X r (2) ; ::::::
X k + s  X l (s) X r (s) ;

where� = f ai j1 � i � kg, ai canbe oneof B j (block id
j ), Fj (entry to functionF j ), andE (a functionexit point).

In dictionary-based compressed matching algorithms
(e.g., (Amir et al., 1996; Kida et al., 1999)) each non-
terminal symbol in the dictionary hasan associatedpre�x
�ag , a suf�x �ag andaninternal �ag . Whencombiningtwo
non-terminalsymbols, their combinationwill decide the

internal,pre�x, andsuf�x ¯agsof the combinednode.As-
sumewe areto �nd theoccurrenceof asubsequence“bc” in
thecompressedrepresentationin Figure3a.In theexample,
the suf�x ¯ag “c” at nodeZ indicatesthat whenmatching
Z from the beginning with “bc” from the end,the longest
commonsubsequenceis “c”. Similarly whenmatchingY1
from the end with “bc” from the beginning, the longest
commonsubsequenceis “b” – the pre�x ¯ag of Y 1. When
thesetwo nodescombinetogetherto form X1, thepre�x ¯ag
“b” andthesuf�x ¯ag“c” candetermineoneoccurrenceof
“bc” in X1. It is thenrecordedin the internal¯ag.

However, this is not suf�cient for path matching.As Fig-
ure3bshowswe can�nd thatboth“c” of Z mayor maynot
bea partof a pathoccurrence.Sincetherearefunctioncalls
(Fi ) andendingitems(E) involvedin eachrule,theprevious
nestedcalling context mustbe considered.Insteadof a sin-
glepre�x ¯ag,we thereforeassociatea list of pre�x ¯agsto
indicatethe pre�x at eachdifferentnestinglevel. Similarly
we alsomustprovide lists of internalandsuf�x ¯ags.The
sizeof thelist is thenestinglevel of theassociatednodeand
it canbeatmostequalto themaximumnestinglevel M N L.
Note that “nil” is different from the null string � and they
represent“-1” and“0” in our stateautomatonrespectively.

The Algorithm Our algorithm hastwo main steps:a pre-
processingstepandapathmatchingstep.Thepreprocessing
is donein two parts.First several datastructuresextended
from thosede�ned in (Amir et al., 1996;Kida et al., 1999)
are createdand secondusing thesedatastructurescertain
�ags associatedwith the non-terminalsare computed.The
pathmatchingstepsearchesthroughthe right handsideof
thestartingrule andcontinuesthesearchtill an occurrence
of thepathis found.

Let us �rst discussthe preprocessingalgorithm. As men-
tioned above, ¯ags are associatedwith eachnon-terminal
whosevaluesarecomputedduringpreprocessingbasedupon
thepathP beingconsidered.Considera non-terminalX in
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Preprocessing(P, WPP) f
Preprocess2 P to enablef lag updates
for each non-terminalX from R in bottom-uporderdo

case (X  � ) of
� == B i :

if B i 2 P then
pref ix x = (B i ); suf f ix x = (B i ); inter nal x = (B i );
f entr yx = 1; f exit x = 1; f r etur nx = -1;

else
pref ix x = (0); suf f ix x = (0); inter nal x = (0);
f entr yx = 1; f exit x = 1; f r etur nx = -1;

endif
if (B i == P) then f occurx = 1;
else f occurx = -1 endif

� == F i :
pref ix x = (� ,� ); suf f ix x = (� ,� ); inter nal x = (� ,� );
f entr yx = 1; f exit x = 2; f r etur nx = -1; f occurx = -1;

� == Fx , wherex 6= i :
pref ix x = (� ,nil ); suf f ix x = (� ,nil ); inter nal x = (� ,nil );
f entr yx = 1; f exit x = 2; f r etur nx = -1; f occurx = -1;

� == E :
pref ix x = (� ,� ); suf f ix x = (� ,� ); inter nal x = (� ,� );
f entr yx = 2; f exit x = 1; f r etur nx = 2; f occurx = -1;

� == Y Z :
ComputeX 's level vector from Y andZ 's level vectors
Y 's vector: (1; :::; yf exit ; :::; ymax ); Z 's vector:(1; :::; zf entr y ; :::; zmax )
ThereforeX 's vector is: (1; :::; x f x ; :::; xmax ), where
x f x = max ( yf exit , zf entr y ), xmax � x f x = max (ymax � yf exit , zmax � zf entr y )
Createmappingfunctionsf mapY=f mapZ which maplevels of Y=Z to levels in X
x f entr y = f mapY (yf entr y ); x f exit = f mapZ (zf exit );
if (f mapY (yf r etur n ) � f mapZ (zf r etur n ) then

x f r etur n = f mapY (yf r etur n );
for each level l < x f r etur n do

UpdateX 's level l �ags from correspondinglevel �ags of Y andZ
for each level l > = f mapY (yf r etur n ) and< f mapZ (zf r etur n ) do

UpdateX 's suf�x �ag usingsuf�x �ag of Y
UpdateX 's pre�x �ag suingpre�x �ag from Y andall �ags from Z
UpdateX 's internal�ag with internal�ags from Y andZ

for each level l > = f mapZ (zf r etur n ) do
UpdateX 's pre�x �ag usingpre�x �ag for Z
UpdateX 's suf�x �ag usingsuf�x �ag for Y
UpdateX 's internal�ag to nil

if f occury > 0 then f occurx = f occury

else
Examinepre�x/suf�x �ags of Y=Z to seeif P is in Y Z .
if occurrenceof P found in Y Z then set f occurx

elseif f occurz > 0 then f occurx = jY j + f occurz

else f occurx = -1 endif
else /* (f mapY (yf r etur n ) > f mapZ (zf r etur n ) */

processingis asabove with minor modi�cations
endif

endcase
endfor

g

Fig. 4. PreprocessingAlgorithm.
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Fig. 6. An Examplefor Scheme2.

PathMatching2 f
Let S  X i 1 X i r 2 :::X i n .
Initialize: Zold  � ;
for (k = 1;k � n; k + +) f

Considerthe rule Znew  Zold X i k

Computethe �ags for Znew from �ags of Zold andX i k

if f occur �ag of Znew is 6= � 1 then
PRINT(occurrencefound at f occur); terminate;

Zold  Znew ;
g
PRINT(nooccurrencefound);

g

Fig. 5. Compressedcontrol �o w tracematchingalgorithm

the rule setR. We denotethe fully expandedstring corre-
spondingto X by X Str . Thefollowing ¯agsaremaintained
for X .

� fnl �ag: X Str may containterminalscorrespondingto
multiple nestinglevels. Thesenestinglevels represented
in X Str arealwaysconsecutive andhave the following
form: (nl + 1; nl + 2; � � � ; nl + f nl ). We associatea fnl
�ag with X which remembersthe value of f nl . When
X is beingprocessed,we associatea nestinglevel vector
with it which is of theform (1; 2; � � � ; nl ). In otherwords,
thelevel vectoronly representstherelativenestinglevels
of the terminalsin X Str .

� Level �ags: Therearethreelevel ¯agsassociatedwith X
– fentry, fexit, andfreturn. f entr y andf exit aretherel-
ative nestinglevelsof the�rst andlastsymbolsof X Str .
f r etur n is theminimumrelative nestinglevel of all E 's
in X Str . For example,if X representsaEbEcFdF gF h
then f entr yX = 3, f exit X = 4, and f r etur nX = 2.
Whenthestringsof two non-terminalsarecombined,the
f entr y andf exit level ¯agsof thenon-terminalsareused
to computethe relative nestinglevels of symbolsin the
combinedstring.The f r etur n ¯ag is usedto updatethe
inter nal , pref ix , andsuf f ix ¯agswhicharedescribed
next.

� Pre�x �ags: This is a list of ¯ags with fnl items. Let
X Str (nl ) denotethe sequenceof terminalsfrom X Str
thathave therelative nestinglevel nl . Thepre�x ¯ag for

level nl identi�es thelongestpre�x of pathP thatis also
thesuf�x of X Str (nl ).

� Suf�x �ags: This is alsoa list of ¯ags.A suf�x ¯ag for
level nl identi�es thelongestsuf�x of pathP that is also
thepre�x of X Str (nl ).

� Internal �ags: This is alsoa list of ¯ags.An internal¯ag
for levelnl identi�es thesubstringof pathP from position
i to j that is identicalto X Str (nl ).

� Position �ag: The position¯ag foccur givesthe index in
X Str wherethe�rst occurrenceof pathP ends.If P does
not appearin X Str , thenthevalueof f occurX is -1.

The preprocessingalgorithm for a given R and P is pre-
sentedin Figure4.R canberepresentedbyadirectedacyclic
graph (DAG). By reversing the edgeswe obtain R-DAG.
Thealgorithmwill updatethe¯agsof thenodesin thetopo-
logical ordergeneratedfrom R-DAG. Thereare two types
of nodes:leaves which areof the form X  a; andinter-
nal nodesof the form X  YZ . For leaf nodesthe ¯ags
are initialized basedupona which is B j , Fj or E . For an
internalnodeX  Y Z , we �rst matchlevel vectorsof Y
and Z , using f exit ¯ag of Y and f entr y ¯ag of Z , and
generatea new level vectorfor X . Thelists of internal,pre-
�x, andsuf�x ¯agsof X are thenupdatedusing the ¯ags
from correspondinglevels of Y andZ . The f occur ¯ag of
X takesthevalueof f occur ¯agof Y , if thelatteris not -1.
Otherwisewe checkif the concatenationof ¯agsof Y and
Z canform a new occurrenceof P . If this is not the case,
thenf occur ¯agof X is computedfrom f occur ¯agof Z .

Thepathmatchingalgorithmis givenin Figure5. It searches
throughthe right handsideof the startingrule andcontin-
uesthe searchtill an occurrenceof the path is found.The
previously computed̄ agsof R are usedas well as some
additional̄ agcomputationsareperformedasshown in Fig-
ure5.

An Example Let us studythe sameexamplein discussing
scheme1. Assumewe compresspart of the WPP to the
graph shown in Figure 6. X 1-X 5 representnon-terminal
nodesgeneratedby Sequitur. For example,X 4 representsa
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PathMatch3 (P) f
for(i=1; i< = MAX CHUNK NUM; i++)

f
containFunc[i]= load from the index();
exitLevel[i] = load from the index();
smallesEndLevel[i] = load from the index();

g

for(i=1; i< = MAX CHUNK NUM; i++) f
/* currentstateis (s1, s2, ..., sn); */
if (containFunc[i]== 0)

f /* this block doesn't containblocksfrom the given F */
if (smallestEndLevel[i] == 0) /* no end in this Chunk*/

ni = entryLevel[i];
else

ni = smallestEndLevel[i]-1;
Changestateto (s0

1 , s0
2 , ..., s0

exitLev el [ i ]) = (s1 , ..., sni , nil, ..., nil);
g elsef

decompress(Chunk[i]);
for eachFi/Bi/E in Chunki

... /* follow statetransitionalgorithmin scheme1 */
g

Fig. 7. Path MatchingAlgorithm with Partial Decompression.

substringcontainingof F1, B1, B2 and someother basic
blockids.Weabstracttheirnestinglevelsin Figure6(b).For
example,dueto the function invocation(F1), basicblocks
in X 4 are divided into two levels with a jump to indicate
this invocation.

In thecontrol¯ow trace,only functioncallsandreturnscan
changethenestinglevel.While splittingtwo consecutiveba-
sic blocksinto two differentgrammarrulesdoesnot change
their nestinglevels, the relative level in eachgrammarrule
may be different.To seamlesslyrecover the level informa-
tion, whencombiningtwo symbolstogether, we matchthe
exit level of the�rst symbolwith theentry level of thesec-
ondsymbol.Dependingon theentryandexit levelsof each
symbol,theupperlevel non-terminalsymbol(e.gX 1 or X 2)
mayhave differentnestinglevels.For example,X 4 andX 5
have 2 levels eachwhile X 1 (which is combinedfrom X 4
andX 5) has3 levels.This is becausetherelative exit level
of X 4 is at level 1 andhasto matchthe relative entry level
of X 5 at level 0. Now therelative level 1 of X 5 changesto
level 2 in X 1. In generaleachnodemayhave several levels
with pre�x, suf�x andinternal¯agsat eachlevel.

Complexity Analysis Lets �rst considerthe complexity of
the preprocessingalgorithm.First we perform the prepro-
cessingneededto answerthe queriesusedin updatingthe
¯agsasdescribedin (Amir et al., 1996;Kida et al., 1999;
Mitarai, 2001).As shown in prior work, thetimecomplexity
of this stepis O(m2) wherem is the lengthof pathP . The
preprocessingcarriedout to updatethe¯agsprocesseseach
rule (or thecorrespondingnodein theWPPDAG) onceand
during the processingall the ¯agsfor the rule areupdated.
Theupdateof each¯agtakesconstanttime asthat in (Kida
etal., 1999);however¯agsareassociatedwith eachrelevant
nestinglevel. Sincethenumberof entriesin thelevel vector
is at mostM N L and the numberof rules is jRj, the total

time spenton updatingthe¯agsis O(jRj � M N L). There-
fore the total preprocessingtime is O(m2 + jRj � M N L).

Duringpathmatchingeachsymbolon theright handsideof
the startproductionis processedandduring the processing
constantnumberof ¯ag updatesare performed.Thus the
timespentonpathmatchingis O(jSj � M N L). Combining
the resultsof preprocessingstep and path matchingstep
we obtain the overall time complexity asO(( jRj + jSj) �
M N L + m2) whereM N L is maximumnestinglevel, jSj
is thelengthof theright handsideof thestartrule, jRj is the
numberof non-terminalsymbolsin R, andm is the length
of pathP . It is alsoquite straightforwardto show that the
spacecomplexity of thealgorithmis alsosimilar.

4.3 Scheme3: Path Matchingwith Partial Decompression

In this scheme,we �rst divide the trace into chunkseach
of which is thenseparatelycompressed.In performingthe
path matching,a chunk is loadedand decompressedonly
if it containsbasicblocks from the desiredfunction. This
information is kept in a small index which is attachedto
headof thecompressed�le.

We still use gzip compressionalgorithm to compressthe
trace.Exceptthe last chunk,all chunksareof sameprede-
�ned sizes,e.g.4M bytes.Thatis, in collectingthetraces,a
buffer of 4M bytesis used,whenthebuffer is full, thegzip
algorithmis invokedto compressit andstoretheresultto the
disk.For eachfunction,wemaintainabit vectorwhosenum-
ber of bits is the sameasthe numberof total chunks.Each
bit is usedto indicateif the correspondingchunkcontains
basicblocksfrom that function.For a traceof 512M bytes
and 100 different functions,we divide it into 128 chunks
andthereforeneed128bits for eachfunction.Thetotal size
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Fig. 8. Path Matchingafter Partial Decompression.

of the bit vector is 1600 bytes(=128 bits/function� 100
functions).In addition,eachblock needsto identify theexit
level of its lastbasicblock id, andthesmallestlevel of ap-
pearedE appearedin thechunk.Theexit level is usefulasit
helpsto decide,after jumpingseveralblocks,at which level
the matchingshouldcontinue.The smallestE level helps
to terminatethosepartial subtraces.With 128blocksand2
bytesto identify a nestinglevel, this costsumsup to 128�
2 � 2 = 512bytes.Both overheadsarevery modestandcan
be storedin theheadof thecompressedtrace.

The Algorithm The algorithm of performingpartial path
matchingover uncompressedcontrol ¯ow traceis shown in
Figure7. The algorithmis divided into two phases.At the
initializationphase,theindex is pre-loadedinto thememory.
ContainFunc[i] indicatesif Chunki containsbasic blocks
from the correspondingfunction. exitLevel[i] indicatesthe
exit levelsof Chunki while smallesEndLevel[i] indicatesthe
thesmallestnestinglevel of “E” in Chunki .

Wethendecompressandmatchsequentiallyon thedemand.
Accordingto whichfunctionthepathbelongs,only asubset
of all compressedchunksareloadedanddecompressed.If
a chunk containsinterestingbasic blocks, path matching
within thechunkis thesameasthatin scheme1. Otherwise,
we directly updatethe currentstatevector without iterate
overeachitemin thechunk.Therearetwo impacts.First the
largestlevel of thestatevectoris adjustedto theexit level of
theskippedchunk.Secondall statevalueat thelevel bigger
thanthesmallestendlevel is setto “-1” indicatingthestart
of an irrelevantfunction invocation.

An Example In theexampleshown in Figure8, theoriginal
traceis divided into blocksB1, B2 , ... etc. They arecom-
pressedto C1, C2, ... usingGZIP algorithm.At the stepto
matcha pathin functionF (which appearsonly in chunk1
to chunk 3), we just needto load C1-C3 and decompress
themaccordingly. Thematchingis thenperformedin B1-B3

andreportstheoccurrencesof thispathif found.In skipping
the restingchunks,e.g. chunk 4, we updatethe statevec-
tor directly usingthenestinglevel information.As we have
containFunc[4]= 0, exitLevel[4] = 2, smallestEndLevel = 0
(we assumethe enditem E at E4 is containedin chunk3),
The stateafter skippingthe chunkis Q10 = � (Q7, Chunk4)
= � ((-1),Chunk4) = (-1, -1, -1).

4.4 Scheme4: CompressedPath Matching with Partial
Matching

Thepropertythatonly partialtraceneedsto besearchedcan
alsobe exploited by compressedmatchingalgorithms.We
next illustratehow to designthe index informationfor fast
processingwithout decompressingthe trace�rst.

Using SEQUITURalgorithm,the traceis compressedinto
a setof rules.It is possibleto designa bit vector(index) for
eachrule which recordsif the correspondingrule contains
basicblocksfrom eachappearedfunction or not. However
it is not desirablein practiceas the overheadin keeping
the index information per rule basedfor a large number
of rules is large and signi�cantly worsenthe performance
(compressionratio). On the other hand,we observed that
the rule baseusing the SEQUITURalgorithm exhibits the
following property. Its startingrule usuallycontainsa large
of right handside(RHS) itemswhile otherruleshave small
numberof RHSitems.For example,in a typicalcompressed
trace– thecompressedtraceof gcc program,theformeris
in rangeof thenumberof ruleswhile the latter is lessthan
ten.We thereforeproposeto dividetheRHSof the�rst rule
into chucks.Index informationis keptfor eachchunkof the
�rst rule.In theexperiments,wedividethe�rst ruleupto128
segments.Similar to scheme3, eachfunction is associated
with a bit vectorwhereeachbit is usedto representif the
correspondingblock in the�rst rule canderive basicblocks
from that particularfunction. In addition we also needto
remembertheexit blocklevelandthesmallestenditemlevel
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Fig. 9. Path Matchingof Partial CompressedTrace.

PathMatch4 (P) f
for(i=1; i< = MAX CHUNK NUM; i++)

f
containFunc[i]= load from the index();
exitLevel[i] = load from the index();
smallestEndLevel[i] = load from the index();

g

for(i=1; i< = MAX CHUNK NUM; i++) f
/* currentstateis (s1, s2, ..., sn); */
if (containFunc[i]== 0)

f /* this block doesn't containblocksfrom the given F */
if (smallestEndLevel[i] == 0) /* no end in this Chunk*/

ni = exitLevel[i-1]; /* exitLevel[0] is initialized to 0 */
else

ni = smallestEndLevel[i]-1;
Changestateto (s0

1 , s0
2 , ..., s0

exitLev el [ i ]) = (s1 , ..., sni , nil, ..., nil);
Updatepre�x, suf�x, internal �ags directly for CXi .

g elsef
PreProcessing2(P, CXi ); /* Processthe chunkusingscheme2 */

g
Updatethe currentstateusingZnew  Zold CX i

Fig. 10. Path MatchingAlgorithm with Partial Matching.

in eachchunk.The index sizeis thereforethe sameasthat
in scheme3.

An Example In the exampleshown in Figure9, let us as-
sumeonlyR3canderiveitemsfrom functionF whichresults
in that only chunk 2 is marked.This speedsup matching
processaswe just needto searchrules in or derived from
this chunk.While someextra (andthususeless)rulessuch
asR4 may be processedaswell, we still gain a lot asR1,
R2, andmany otherrulesareskipped.

The Algorithm The algorithm of performingpartial path
matchingovercompressedtraceis shown in Figure10.Con-
ceptually, thealgorithmreplacethe �rst rule from

S  X i 1 X i 2 :::X i n

to
S  CX 1CX 2:::CX n
CX 1  X i 1 :::X i 50 CX 2  X i 51 :::X i 100

...

wherewe assumeeachchunkcontain50 RHSitemsof the
�rst rule in this case.In processingtherewritten �rst rule, if
a chunkdoesnot containbasicblock from the given func-
tion, using the index information we generatethe pre�x,
suf�x, internalandnestinglevel ¯agswithout scanningthe
itemsin thecorrespondingchunk.Otherwise,we follow the
algorithmgiven in scheme2 to updatethesē ags.

5 Experiments

To study the effectivenessof our proposedpath matching
schemes,we implementedand evaluatedthem with sev-
eralprogramsfrom SPECint92,SPECint95andSPECint2k
benchmarksuites (SPEC,1995). The control ¯ow traces
are collectedusing Trimarancompiler infrastructure(Tri-
maran).As shown in Fig. 11, they cover a rangeof traces
with differentcharacteristics– thetracefor 126.gcccontains
a largenumberof differentfunctions;thetracefor 130.li has
deepnestedfunction calls; the tracefor 026.compresshas
small numbersof functionsand nestinglevels; 197.parser
hasa long trace.Theexperimentsaredoneona PentiumIV
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Benchmark Gzip Gzip with Blocks (MB) Gzip Index Sequitur Sequitur

(MB) 80M Block 40M Block 4M Block (KB) (MB) Index (KB)

008.espresso 3.24 3.25 3.23 3.23 2.6 3.74 2.6

026.compress 1.02 1.06 1.03 1.02 0.1 1.72 0.1

126.gcc 35.67 35.68 35.78 36.32 17.4 11.43 17.4

130.li 1.96 1.97 1.97 1.99 1.9 0.59 1.9

164.gzip 16.41 16.35 16.35 16.33 0.83 17.74 0.83

175.vpr 17.24 17.26 17.27 17.25 2.55 18.31 2.55

197.parser 19.11 19.13 19.14 19.14 4.22 7.52 4.22

256.bzip2 4.71 4.77 4.73 4.73 0.44 3.34 0.44
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Fig. 12. The Sizeof CompressedTraces.

Benchmark Control Flow Max Nesting Function

TraceSize(MB) Level Number

008.espresso 170.3 32 164

026.compress 27.9 4 7

126.gcc 507.0 91 1085

130.li 80.9 424 121

164.gzip 504.4 9 49

175.vpr 463.6 9 150

197.parser 509.2 61 248

256.bzip2 492.7 7 26

Fig. 11. BenchmarkCharacteristics.

2.0GHzmachinewith 256MB memorywith Linux Redhat
9.0 installed.

5.1 TheSizeof CompressedTraces

We �rst studied the compressionsizes using different
schemes.In general,GZIP andSEQUITURachieved sim-
ilar compressionratios in compressingcontrol ¯ow traces.
Whenthe traceexhibits moreregularity, suchas130.li and

197.parser, SEQUITURperformsbetter. This is dueto the
fact thatmorerulescanbereusedandthusthesizeincrease
is slow in SEQUITURresult.

Wealsocollectedtheresultsfor scheme3 whichdividesthe
traceinto blocksandthenindividually compresseachblock
usingGZIP. We canseethat thetotal sizeis aboutthesame
astheonewithout blocks.

Figure12alsoshowstheindex sizestoredin thecompressed
traces.As discussedin section3, the trace is divided up
to 128 chunkswith a bit vectorof a 16-bytevectorstored
for eachfunction in the benchmark.Each bit indicatesif
thecorrespondingblock containsbasicblocksfrom thecor-
respondingfunction. In addition,the exit andsmallestend
levels of eachchunkis alsokept in the index. As shown in
the �gure, comparedto the total size,the index sizeis very
smallandhasanegligible increasein size.As discussed,the
indicesfor scheme3 and4 arethesame.

5.2 Path Matching Performance

For all four schemesdiscussedin the paper, we evaluated
pathmatchingperformancewith threetypesof paths.The
searchingtime resultsaresummarizedin Fig. 13 andcom-
paredin Fig. 14. In the �gure, Y axis is searchingtime in
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Benchmark Paths Scheme1 Scheme2 Block Scheme3 Scheme4

(sec) (sec) Coverage (sec) (sec)

Type 1 0.900+ 0.366 0.373 1/44 0.021+ 0.008 0.001

008.espresso Type 2 0.900+ 0.392 0.348 20/44 0.430+ 0.187 0.155

Type 3 0.900+ 0.336 0.360 41/44 0.839+ 0.313 0.312

Type 1 0.183+ 0.060 0.086 1/7 0.026+ 0.009 0.001

026.compress Type 2 0.183+ 0.055 0.083 4/7 0.105+ 0.039 0.056

Type 3 0.183+ 0.054 0.077 7/7 0.183+ 0.056 0.078

Type 1 4.134+ 1.141 1.305 1/127 0.033+ 0.009 0.003

126.gcc Type 2 4.134+ 1.149 1.432 63/127 2.051+ 0.570 0.937

Type 3 4.134+ 1.136 1.323 126/127 4.130+ 1.130 1.135

Type 1 0.497+ 0.194 0.347 1/21 0.024+ 0.009 0.001

130.li Type 2 0.497+ 0.205 0.352 4/21 0.095+ 0.039 0.155

Type 3 0.497+ 0.174 0.341 21/21 0.497+ 0.174 0.341

Type 1 4.112+ 0.917 1.397 1/127 0.032+ 0.007 0.013

164.gzip Type 2 4.112+ 1.610 1.395 68/127 2.202+ 0.862 0.952

Type 3 4.112+ 0.975 1.397 126/127 4.080+ 0.967 1.392

Type 1 3.778+ 0.922 1.867 1/116 0.032+ 0.008 0.014

175.vpr Type 2 3.778+ 0.855 1.680 80/116 2.606+ 0.590 1.501

Type 3 3.778+ 0.894 1.708 93/116 3.029+ 0.717 1.655

Type 1 4.152+ 1.295 2.363 1/128 0.032+ 0.010 0.062

197.parser Type 2 4.152+ 1.281 2.353 82/128 2.660+ 0.821 0.338

Type 3 4.152+ 1.348 2.351 116/128 3.763+ 1.221 1.826

Type 1 3.784+ 0.892 0.266 1/124 0.031+ 0.007 0.040

256.bzip2 Type 2 3.784+ 1.162 0.269 18/124 0.549+ 0.169 0.112

Type 3 3.784+ 2.107 0.267 97/124 2.960+ 1.649 0.194

Fig. 13. The Performanceof Path Matching in CompressedTraces.

shown in logarithmicscalewhile X axislist differentbench-
markprograms.The four barsshow the resultsof different
pathmatchingschemesrespectively.

Pathtype1haslow frequency andcoverage.Whenwedivide
the whole traceinto 4M blocks,it appearsin only 1 block.
Pathtype2 hasmodestfrequency andcoverage.It appearsin
roughlyhalf of all blocks.Pathtype3 hashighfrequency and
coverage.It appearsin nearlyall blocks.Thesearchingtime
for scheme1 and 3 includesboth the decompression(the
�rst number)and the matchingtime (the secondnumber).
For scheme3 and4, the block sizeis 4MB. In performing
theexperiment,we keeproughlyaboutthesameamountof
mainmemoryacrossdifferentschemes.

From the table, we observed that path matchingon com-
pressedtracesperformsbetter than that on uncompressed
traces.For the latter, the major overheadcomesfrom the
needto decompressthetrace.Thedecompressiontimeis the
majorfractionfor schemesusingeitherfully decompression

or partial decompression(scheme1 or 3). As an example,
in matchingtype3 of 008.espresso,scheme2 spends360ms
while scheme1 hasto spend900msto decompressthetrace
and then336msto performthe matching.The time to de-
compressa large traceis substantialwhenthe sizeis more
than500MB. A full scantakesaround1 secondwhile the
decompressiontakesaround4 seconds.

Theactualmatchingtime is comparablein searchingeither
compressedor uncompressedtraces.Matchingin the com-
pressedtracessometimesis slower due to the complicated
control structurethat it has to maintainduring searching.
For example,in searchpath2 of 126.gcc,scheme2 hasto
spend1432mswhile scheme1 spendsonly 1149ms.

Wealsoobservedthatfor differentpathtypes,scheme1 and
scheme2 have almostconstantpathmatchingperformance.
This is due to the fact that matchinghasto be performed
from thestartto theendfor thesetwo schemes.With small
indices, scheme3 and scheme4 gain large performance
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Fig. 14.ThePerformanceComparisonof PathMatchingSchemes

bene�ts for pathsthat have low to modestcoverage.For
example,for all benchmarks,pathtype 1 canbe extremely
quickly identi�ed. Onlyoneblockneedsto bedecompressed
andsearchedusingscheme3. Scheme4 alsoproportionally
reducesthenumberof rulesto be searched.

From the results,we concludethat both compressedpath
matchingandmatchingafterdecompressionalgorithmsare
useful in practice.In the casethat the main memorysize
is large and thereare a lot of path matchingrequests,we
cancachethesedecompressedblocksin thememory. Once
the decompressioncostcanbe amortizedfrom consecutive
searches,thesimplestructurein theuncompressedtracehas
betterin-memorysearchtime.Ontheotherhand,if themain

memorysizerestrictsthe cachingof decompressedblocks,
or the pathmatchingrequestsarerandom,we may choose
a compressedsearchschemeinstead.

6 Conclusions

In this paper, we designedandevaluatedfour differentpath
matchingschemesover compressedanduncompressedcon-
trol ¯ow traces.We not only identi�ed the challengesbut
also exploited the opportunitiesin matchingintraprocedu-
ral pathsin control ¯ow traces.We evaluatedthe proposed
schemeswith realcontrol ¯ow traces.Our experimentalre-
sultsshow thatsmallindicesareveryeffective in improving
matchingperformanceof pathsthatareof small to modest
coverage.In particular, thepathmatchingschemebasedon
Sequitur-compressedtraceswith smallindicesachieveslarge
performancebene�ts over otherpathmatchingschemes.
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