Replicas: why and why not?

« Reliability
— Toleranceto comporent fail ures
— Toleranceto corrupted data
» Performance
— Benefits <alahility
— Allowsfor concurrent accessto resources (data/objeds/processors)
— Reducesthe delay for geographicdly dispersed resources
» Disadvantages
— Cost of replicaionsis high
— Maintaining consistency of multiple mpiesistough

— Implementationis harder (e.g., different users have different needs of number
of replicas and more or lessacarrate qnsistency models)

Objed Replicaion
Problem: If objeds (or data) are shared, we need to dosomething about

concurrent acces®sto guaranteestate mnsistency.
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Objed Replicaion solutions

A remote objea for which an objed
adapter isrequired to handle
concurrent invocaions

A remote objed capable of handling
concurrent invocaions on its
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Performance, repli cation, scalability

Main issue: To keep replicas consistent, we generally need to
ensure that all conflicting operations are dorein the the same
order everywhere

Conflicting oper ations (example from transadions):

— Real—write mnflict: aread operation and a write operation act
concurrently

— Write-write aonflicts: two concurrent write operations

Tradeoff: guaranteang dobal ordering on coriflicting
operations may be acostly operation, davngrading scalabili ty
Solution: weaken consistency requirements  that hopefully
global synchronization can be aroided

This lution orly lendsitself to some goplicaions, na all.

Data-Centric Consistency Models (1)

» Thegenera organization d alogicd data store, physicdly
distributed and repli cated aaossmulti ple resources.
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Distributed data store

» Consistency model: a mntrad between a (distributed) data
store and processes, in which the data store spedfies predsely
what the results of read and write operations arein the
presenceof concurrency. Processes agreeor don't useit.




Data-Centric Consistency Models (2)

» Strong consistency models. Operations on shared data ae
synchronized:
— Strict consistency (related to “absolute global” time)
— Sequential consistency (what we ae used to)
— Causa consistency (maintains only causal relations)
— FIFO consistency (maintains only individual ordering)
» Weak consistency models. Synchronization cccurs only
when shared datais locked and urlocked:
— Genera weak consistency
— Release mnsistency
— Entry consistency

* Observation: The weder the mnsistency model, the eaier it
isto buld ascdable solution.

Strict Consistency

Any read to a shared data item X returns the value stored
by the most recent write operation on X.

P1: Wix)a P1: W(x)a
P2  * Ra P2; REONIC® Rx)a
A dtrictly consistent store. A store that is not strictly consistent.

* It may be expensive to maintain strict consistency

» Does everyone nedl it? Who daes?

* How can it be better/easier/lesscostly?

* Note: Strict consistency iswhat you get in the “normal”
uniprocesor, sequential case, where your program does not
interfere with any other program.




Sequential Consistency

The result of any execution is the same as if the operations of all

processes wer e executed in some sequential order, and the
operations of each individual process appear in this sequence
in the order specified by its program.

P1: W()a P1. W()a

P2: WEOh P2: Wik

P3: NRx)b ~_"R(x)a P3: \RFEP—_ *Rx)a
P4: ¥ R®b RMa P4 N RaRE)b
A dtrictly consistent store. A store that is not strictly consistent.

Thisisfor interleaved exeautions: there is ONE total ordering
for al operations

Lineaizability

Sequential consistency + operations are ordered
according to a global time.

This may be more pradicd, sinceit assumes locsely
synchronized clocks (Lamport clocks? NTP?)

Sincethe definition d “global time” isloose, soisthe
consistency model.

Therefore, lineaizability iswedker than strict consistency, bu
stronger than sequential consistency. Happy medium.




Casual Consistency (1)

» Eventsaandb are causally related if a causes or influences b.
» Eventsthat are not causally-related are concurrent.

» Causal consistency: Writes that are patentialy causally related
must be seen by al processesin the same order. Concurrent
writes may be seen in adifferent order on dff erent machines.

P1. W(x)a » W(x)c

P2: “R(x)a —>Wx)b

P3: R(x)a Rix}c Rx)b
P4. R(x)a Rix)b  R{x)c

This quenceis allowed with a caually-consistent store, but nat with
sequentialy or strictly consistency (what writes are concurrent?)

Casual Consistency (2)

A violation d a caually-consistent store. WHY?

P1: W(x)a

P2: Rix)a Wb

P3: R(x)b R{x)a
P4: R{(x)a R{x)b

(@)

A corred sequence of eventsin a caually-consistent store. WHY ?

P1: W()a

P2: Wb

P3: Rx)b R()a

P4: Rix)a R()b
(b)




FIFO Consistency

Writes done by a single process are seen by all other
processes in the order in which they were issued, but
writes from different processes may be seenin a
different order by different processes.

P1: W(x)a

P2 R{x)a Wb  Wix)c

P3: Rix)b R{x)a R{x)c
P4: Rx)a R{x)b R{X)c

A valid sequenceof events of FIFO consistency
Isit valid for causal consistency?
What abou sequential consistency?

FIFO Consistency

* Implementationis smple:
« Attach a PID+sequence# to ead event
» Perform writes acording to the this ordering

Process P1 Process P2
x =1, y = 1;
if (y == 0) kill (P2); if (x == 0) kill (P1);

Two concurrent jprocesses.
What' s the beef?




Summary of Consistency Models

not using synchronization operations

Consistency Description
Strict Absolute time ordering of all shared accesses matters.
All processes must see @ shared accesses in the same order.
Lineaizability | Accesses are furthermore ordered acmrdingto a (nonurique)
global timestamp
Sequential All processes ®e d shared accesssin the same order.
Accesss are not ordered in time
All processes ®e casally-related shared accessesin the same
Causal
order.
All processes ewrites from ead other in the order they were
FIFO used. Writes from diff erent processes may not always be seenin
that order
Wea Consistency (1)
Properties:

* Accesssto synchronization variables asciated with a data store ae
sequentially consistent

* No operation on a synchronization variable is all owed to be performed
until all previous writes have been completed everywhere
* Norea or write operation on data items are dl owed to be performed

until all previous operations to synchronization variables have been
performed.

Implementation: use asynchronization prese

Basicidea: You dorit care that reads and writes of a series of
operations are immediately known to ather processes. Y ou
just want the effect of the seriesitself to be known.




Wea Consistency (2)

Observation: Weégk consistency impli es that we need
to lock and urock data (implicitly or naot).

P1. W)a WX &
P2: Rx)Ja Rxb S

P3: Rx)b R(x)a S

A valid sequence of events for wea& consistency.

P1:Wp)a Wb S
P2: S Rxa

Aninvalid sequencefor wegk consistency.

Release Consistency (1)

Idea: Divide accasto a synchronization variable into two parts
» Acquire phase: forces arequester to wait until the shared data

can be acesxd
* Release phase: sends requestor’slocd valueto aher serversin

data store.

P1:. Acq(l) Wxa Wb Rel(l)
P2:
P3:

Acq(l) Rx)b Rel(l)

R{x)a




Release Consistency (2)

Rules:

» Before aread or write operation onshared datais performed,
all previous aaqquires done by the processmust have
completed succes<ully.

» Before areleaseis al owed to be performed, all previous
reads and writes by the processmust have completed

» Accessesto synchronization variables are FIFO consistent
(sequentia consistency is not required).

Entry Consistency (1)

Condtions:

* Anacquire acessof asynchronization variableis not al owed
to perform with resped to a processuntil all updates to the
guarded shared data have been performed with resped to that
process

» Before an exclusive mode accssto a synchronization variable
by aprocessis alowed to perform with respect to that process
no aher processmay hald the synchronization variable, na
even in norexclusive mode.

» After an exclusive mode accesto asynchronization variable
has been performed, any other process's next norexclusive
mode accesto that synchronization variable may not be
performed urtil it has performed with resped to that variable's
owner.
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Entry Consistency (2)

With release consistency, al locd updates are propagated to
other copies/servers during release of shared data.

With entry consistency, each shared data item is asociated
with a synchronization variable.

When aqquiring the synchronization variable, the most recent
values of its associated shared dataitem are fetched.

Note: Where release mnsistency affeds all shared deta, entry
consistency aff ects only those shared data asociated with a
synchronization variable.

Question: What would be a @nvenient way of making entry
consistency more or lesstransparent to programmers?

Entry Consistency (3)

P1: Acq(lx) W()a Acq(Ly) W{(y)b Rel(Lx) Rel(Ly)

Acq(Lx) R(x)a R{y)NIL

Acq(ly) R(y)b

A valid event sequencefor entry consistency.
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Summary of Consistency Models

with synchronizétion operations

Consistency Description

Week Shared data can be cunted on to be consistent only after a
synchronization is done

Release Shared data ae made consistent when a aiticd region is exited

Entry Shared data pertaining to a aiticd region are made wnsistent

when a aiticd region is entered.

Summary of Consistency Models

Consistency

Description

Strict

Absolute time ordering of all shared accesses matters.

Linearizability

All processes must see all shared accesses in the same order. Accesses are
furthermore ordered according to a (nonunique) global timestamp

All processes see all shared accesses in the same order. Accesses are not ordered in

Sequential time
Causal All processes see causally-related shared accesses in the same order.
EIFO All processes see writes from each other in the order they were used. Writes from

different processes may not always be seen in that order

Consistency models not using synchronization operations

Consistency

Description

Weak Shared data can be counted on to be consistent only after a synchronization is done
Release Shared data are made consistent when a critical region is exited
Entry Shared data pertaining to a critical region are made consistent when a critical region is

entered.

‘ Models with synchronization operations.
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