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Automated Problem Diagnosis

ÁDiagnosing problems

ĞCreates major headaches for administrators

ĞWorsens as scale and system complexity grows

ÁGoal: automate it and get proactive

ĞFailure detection and prediction

Ğ0ÒÏÂÌÅÍ ÄÅÔÅÒÍÉÎÁÔÉÏÎ ɉÏÒ ȰÆÉÎÇÅÒÐÏÉÎÔÉÎÇȱɊ

ÁHow: Instrumentation plus statistical analysis 
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Challenges in Problem Analysis 

ÁChallenging in large-scale networked environment
ĞCan have multiple failure manifestations with a single root 

cause
ĞCan have multiple root causes for a single failure 

manifestation
Ğ0ÒÏÂÌÅÍÓ ÁÎÄȾÏÒ ÔÈÅÉÒ ÍÁÎÉÆÅÓÔÁÔÉÏÎÓ ÃÁÎ ȰÔÒÁÖÅÌȱ ÁÍÏÎÇ 

communicating components
ĞA lot of information from multiple sources ɀwhat to use? 

what to discard?

ÁAutomated fingerpointing
ĞAutomatically discover faulty node in a distributed system
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Exploration

ÁCurrent explorations
ĞHadoop
ÀOpen-source implementation of Map/Reduce (Yahoo!), popular 

cloud-computing platform

ĞPVFS 
ÀHigh-performance file system (Argonne National Labs)

ĞLustre
ÀHigh-performance file system (Sun Microsystems)

ÁStudied 
ĞVarious types of problems 
ĞVarious kinds of instrumentation
ĞVarious kinds of data-analysis techniques
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Hadoop 101
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Why?

ÁHadoop is fault-tolerant

ĞHeartbeats: detect lost nodes

ĞSpeculative re-execution: recover work due to 
lost/laggard nodes

Á(ÁÄÏÏÐȭÓ ÆÁÕÌÔ-tolerance can mask performance 
problems

ĞNodes alive but slow

ÁTarget failures for our diagnosis

ĞPerformance degradations (slow, hangs)
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Goals, Non - Goals

ÁDiagnose faulty Master/Slave node to user/admin 

ÁTarget production environment

Ğ$ÏÎȭÔ ÉÎÓÔÒÕÍÅÎÔ (ÁÄÏÏÐ ÏÒ ÁÐÐÌÉÃÁÔÉÏÎÓ ÁÄÄÉÔÉÏÎÁÌÌÙ

ĞUse Hadoop logs as-is (white-box strategy) 

ĞUse OS-level metrics (black-box strategy) 

ÁWork for various workloads and under workload changes

ÁSupport online and offline diagnosis

ÁNon-goals (for now)

ĞTracing problem to offending line of code
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Target Hadoop Clusters

Á4000-ÐÒÏÃÅÓÓÏÒ 9ÁÈÏÏȦȭÓ -ΪΫ ÃÌÕÓÔÅÒ
ÁProduction environment (managed by Yahoo!)

ÁOffered to CMU as free cloud-computing resource

ÁDiverse kinds of real workloads, problems in the wild
ÁMassive machine-learning, language/machine-translation

ÁPermission to harvest all logs and OS data each week

Á100-ÎÏÄÅ !ÍÁÚÏÎȭÓ %#Ψ ÃÌÕÓÔÅÒ
ÁProduction environment (managed by Amazon)

ÁCommercial, pay-as-you-use cloud-computing resource

ÁWorkloads under our control, problems injected by us
Ágridmix, nutch, pig, sort, randwriter

ÁCan harvest logs and OS data of only our workloads
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Some Performance Problems Studied
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Fault Description

Resource 
contention

CPU hog External process uses 70% of CPU

Packet-loss 5%or 50% of incoming packets dropped

Disk hog 20GB file repeatedly written to

Diskfull Disk full

Application 
bugs 

Source: 
HadoopJIRA

HADOOP-1036 Maps hang due to unhandled exception

HADOOP-1152 Reduces fail while copying map output

HADOOP-2080 Reducesfail due to incorrectchecksum 

HADOOP-2051 Jobs hang due to unhandled exception

HADOOP-1255 Infinite loop at Nameode
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Studied HadoopIssue Tracker (JIRA) from Jan-Dec 2007



Hadoop: Instrumentation
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How About Those Metrics?

ÁWhite-boxmetrics (from Hadooplogs)
ĞEvent-driven (based on (ÁÄÏÏÐȭÓactivities)
ĞDurations
ÀMap-task durations, Reduce-task durations, ReduceCopy-durations,  etc. 

ĞSystem-wide dependenciesbetween tasks and data blocks
ĞHeartbeatinformation: Heartbeat rates, Heartbeat-

timestamp skew between the Master and Slave nodes

ÁBlack-boxmetrics (from OS /proc)

Ğ64 different time-driven metrics (sampled every second)

ĞMemory used, context-switch rate, User-CPU usage, 
System-CPU usage, I/O wait time, run-queue size, number 
of bytes transmitted, number of bytes received, pages in, 
pages out, page faults
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Log- Analysis Approach

ÁSALSA: Analyzing Logs as StAte
Machines [USENIX WASL 2008]

ÁExtract state-machine views of 
execution from Hadooplogs
ĞDistributed control-flow view of logs
ĞDistributed data-flow view of logs

ÁDiagnose failures based on statistics 
of these extracted views
ĞControl-flow based diagnosis
ĞControl-flow + data-flow based 

diagnosis

ÁPerform analysis incrementally so 
that we can support it online 
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Applying SALSA to Hadoop
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[t] Launch Map task
:
[t] Copy Map outputs
:
[t] Map task done

Map outputs to
Reduce tasks on
other nodes

Data-flow view: 
transfer of data 
to other nodes

[t] Launch Reduce task
:
[t] Reduce is idling, waiting for Map 
outputs 
:
[t] Repeat until all Map outputs copied

[t] Start Reduce Copy
(of completed Map output)
:
[t] Finish Reduce Copy

[t] Reduce Merge Copy

Incoming Map outputs
for this Reduce task

Control-flow 
view: state 
orders, durations
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Distributed Control+Data Flow

ÁDistributed control-flow

ĞCausal flow of task execution across cluster nodes, i.e., 
Reduces waiting on Maps via Shuffles

ÁDistributed data-flow

ĞData paths of Map outputs shuffled to Reduces

ĞHDFS data blocks read into and written out of jobs

ÁJob-centric data-flows: Fused Control+Data Flows

ĞCorrelate paths of data and execution

ĞCreate conjoined causal paths from data source before, 
to data destination after, processing

ĞHelps to trace correlated performance problems



What Else Do We Do?

ÁAnalyze black-box data with similar intuition

ĞDerive PDFs and use a clustering approach
ÀDistinct behavior profiles of metric correlations

ĞCompare them across nodes

ĞTechnique called Ganesha [HotMetrics 2009]

ÁAnalyze heartbeat traffic

ĞCompare heartbeat durations across nodes

ĞCompare heartbeat-timestamp skews across nodes

ÁDifferent metrics, different viewpoints, different 
algorithms
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Putting the Elephant Together
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