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Automated Problem Diagnosis

A Diagnosing problems
G Creates major headaches for administrators
G Worsens as scale and system complexity grows

A Goal: automate it and get proactive

G Failure detection and prediction
GO Ol AT AT AAOAOI ET AOCET T 1T
A How: Instrumentation plus statistical analysis
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Challenges in Problem Analysis

A Challenging in largescale networked environment

G Can have multiple failure manifestations with a single root
cause

G Can have multiple root causes for a single failure
manifestation

GOOI Al AT O ATAYI O OEAEO 1 Al E.
communicating components

G A lot of information from multiple sourcezswhat to use?
what to discard?

A Automatedfingerpointing
G Automatically discover faulty node in a distributed system
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EXxploration

A Current explorations

G Hadoop

A Opensource implementation of Map/Reduce (Yahqadppular
cloud-computing platform

G PVFS

A High-performance file system (Argonne National Labs)

G Lustre
A High-performance file system (Sun Microsystems)

A Studied
G Various types of problems
G Various kinds of instrumentation
G Various kinds of datanalysis techniques




Hadoop 101

MASTER NODE




Why?

A Hadoop is faultolerant
G Heartbeats: detect lost nodes

G Speculative reexecution: recover work due to
lost/laggard nodes

A(AAT T b doleranEddan mask performance
problems
G Nodes alive but slow

A Target failures for our diagnosis
G Performance degradations (slow, hangs)
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Goals, Non - Goals

A Diagnose faulty Master/Slave node to user/admin

A Target production environment
G$1 160 EIT OOOOI AT O (AATT B TC
G Use Hadoop logs ais (vhite-box strategy
G Use OSlevel metrics lflackbox strategy

A Work for various workloads and under workload changes

A Support online and offline diagnosis

A Non-goals (for now)
G Tracing problem to offending line of code
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Target Hadoop Clusters

A 4000001 AAOOI O 9AEI T A6O -1
A Production environment (managed by Yahoo!)
A Offered to CMU as free closcbmputing resource

A Diverse kinds of real workloads, problems in the wild
A Massive machindearning, language/machingranslation

A Permission to harvest all logs and OS data each week
A1001 T AA ' 1T AUITTO6O0 %# ¥ Al O

A Production environment (managed by Amazon)

A Commercial, payasyou-use cloudcomputing resource

A Workloads under our control, problems injected by us
A gridmix, nutch, pig, sort, randwriter
A Can harvest logs and OS data of only our workloads
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Some Performance Problems Studied

Fault Description

Resource CPU hog External processses 70% of CPU
contention
Packetloss 5%o0r 50% of incoming packets droppec

Disk hog 20GB file repeatedly written to
Diskfull Disk full

Application HADOOR1036 Maps hang due to unhandled exception
bugs

HADOOR1152 Reducss fail while copying map output
Source: HADOOR2080 Reducedail due to ncorrectchecksum
HadoopJIRA :

HADOOR2051 Jobshang due to unhandledxception

HADOOR1255 Infinite loop atNameode

StudiedHadooplssue Tracker (JIRA) from JBxec 2007
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Hadoop Instrumentation

MASTER NODE




How About Those Metrics?

A White-boxmetrics (fromHadooplogs)
G Eventdriven (based oi A AT hdiMti€s)

G Durations
A Map-task durations, Reductask durationsReduceCopydurations, etc.

G Systemwide dependenciedbetween tasks and data blocks

G Heartbeatinformation: Heartbeat rates, Heartbeat
timestamp skew between the Master and Slave nodes

A Blackboxmetrics (from OS /proc)
G 64 different timedriven metrics (sampled every second)

G Memory used, contexswitch rate, UseiCPU usage,
SystemCPU usage, I/O wait time, reoqueue size, number
of bytes transmitted, number of bytes received, pages in,
pages out, page faults
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Log- Analysis Approach

A SALSA:AnalyzingLogs asStAte
Machines USENIX WASL 20D8
A Extract statemachine views of
execution fromHadooplogs
G Distributed controtflow view of logs
G Distributed dataflow view of logs

A Diagnose failures based on statistics— « .

of these extracted views i+l
G Controkflow based diagnosis 5> ) 2
G Controtlow + dataflow based ‘“ﬁ e b
diagnosis f‘( ,
A Perform analysis incrementally so '~ .~

that we can support it online
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Applying SALSAto Hadoop

Data-flow view:
transfer of data

to other nodes‘

Controlflow
view: state
orders, durations

Reduce
Idle

Map outputs to

Reduce tasks on :

other nodes [t] Reduce is idling, waiting for Map
outputs

[t] Launch Reduce task
[t] Launch Map task '

[t] Copy Map outputy

[t] Repeat until all Map outputs copied
[t] Start Reduce Copy
(of completed Map output)

[t] Map task done

Reduce
Merge
Copy

Incoming Map output

for this Reduce task [t] Finish Reduce Copy

[t] Reduce Merge Copy
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Distributed Control+Data Flow

A Distributed controtflow

G Causal flow of task execution across cluster nodes, i.e.,
Reduces waiting on Maps via Shuffles

A Distributed dataflow

G Data paths of Map outputs shuffled to Reduces
G HDFS data blocks read into and written out of jobs

A Job-centric dataflows: Fused Control+Data Flows
G Correlate paths of data and execution

G Create conjoined causal paths from data source before,
to data destination after, processing

G Helps to trace correlated performance problems
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What Else Do We Do?

A Analyze blackbox data with similar intuition

G Derive PDFs and use a clustering approach
A Distinct behavior profiles of metric correlations

G Compare them across nodes
G Technique called GaneshEl§tMetrics 200P
A Analyze heartbeat traffic
G Compare heartbeat durations across nodes
G Compare heartbeatimestamp skews across nodes

A Different metrics, different viewpoints, different
algorithms
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a Snake!




Putting the Elephant Together

JobTracker

Durations TaskTrack

. askTracker

views

\ heartbeat

timestamps

TaskTracker

D_uratlons JobTrackel

views —m> <—— heartbeat
timestamp:

Job-centric

data row%’ Blackbox
resource




