Lab2 (Telnet /SSH-Client) – Part 1 

Connecting to Remote Computers using SSH Client and Telnet

Purpose
The purpose of this lab is to work with Telnet, a tool used to connect to a remote computer system. 

The F-Secure SSH Client or telnet programs are used to connect your PC to other computers on the Internet. The ftp program is used to transfer files between computers connected to the Internet.

In this lab, you will connect to the UNIX computer (called unixs.cis.pitt.edu) at the University of Pittsburgh using SSH Client Telnet. This computer is a collection of several powerful computers networked together to provide a very large computing power to the university community, primarily for email and web services.  

Lab Procedure

1. Connecting to UNIX computer with F-Secure SSH Client 

SSH Client is a program used to connect your PC to a remote computer on the Internet.  Run SSH Client from Start |All Programs | Internet Tools | F-Secure SSH Client as shown in Figure 1.
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Figure 1: Locating the SSH Client program within Internet Tools

2. From the File menu click on Quick Connect or directly click the Quick Connect button. The Connect to Remote Host window will appear as to start a session to a remote computer. Figure 2.

3. Type the name of the UNIX computer (i.e. unixs.cis.pitt.edu) in the Host Name or IP address: text box. Enter your username in the User Name: text box. The port is automatically given a default value of 22, otherwise, type it in. The Password option is set to Password by default. 

UNIX is a case sensitive system (i.e., an uppercase letter is not the same as its lowercase counterpart). The words "COMPUTER" and "computer" are not interpreted as the same word. 
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Figure 2: Starting Telnet login session to a remote system

4. 
Click Connect. The password dialog box will appear prompting you to enter it. The password is not displayed on the screen as it is typed for security reasons. Keep your password secret!  See Figure 3.
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Figure 3: Password dialog box in SSH Client

5. You are now connected to UNIX (Figure 4). 
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ANNOUNCEMENTS
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contains current information on the status of this and other central
University computing services. The site also contains information on
University campus computing lab operating hours. To access these
announcements, type "lym: http://technology.pitt.edu” at any time from
a system prowpt or call the Technology Help Desk at 412 624-HELP [4357].
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Figure 4: Login session to UNIX time-sharing computer
6. Connecting to UNIX computer with Telnet 

       PuTTY is a clinet program for the SSH and Telnet network protocols. Run PuTTY client from Start | Programs | Internet Tools | PuTTY as shown in Figure 5.
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Figure 5: Starting a PuTTY client

7. A PuTTY configuration window will appear as shown in Figure 6.  Type   unxs.cis.pitt.edu   in the Host Name box and select the Telnet Protocol radio button. The port is automatically given a default value of 22. 
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Figure 6: Connecting to unixs.cis.pitt.edu with Telnet

8. Click the Open Button. A Command Prompt will appear. Enter your authorized username and password as shown in figure 7.
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Figure 7: Open a Telnet Session from a PuTTY Client Program

9. Another way to start a telnet session is by clicking on Start | Run and type on the Open field: telnet unixs.cis.pitt.edu as shown in figure 8. Click the Ok Button. A command prompt will appear. Enter your authorized username and password as shown in figure 9.
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Figure 8: Open a Telnet Session directly from Window
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Figure 9: Getting authorized to open a telnet session.

10. Using basic UNIX commands (ls, pwd, cd)
a) At the prompt ($), type the command ls (stands for list) to view the listing of your home directory on the unixs computer, similar to Figure 10.

[image: image10.png]ANNOUNCEMENTS

he Information Technology Web site Chttp://technology.pitt.edu
ontaing current information on the status of this and other central
niversity computing services. The site also contains information on
niversity canpus computing lab operating hours. To access these
nnouncenents, type “lynx http://technology.piti.edu” at any time from

a systen prompt or call the Technology Help Desk at 412 624-HELP [43571.

ALL SYSTEMS DOWN 11:@0 PM SATURDAYS TO 7:@0 AM SUNDAYS FOR MAINTENANCE
To re-read login announcements type: more /etc/motd
For help on UNIX softuare and commands type: man man

Neus bin nsmail  private public

$ pud
‘afs/pitt.edushone/n/o/moh?
3> nixsi





Figure 10: Telnet session to the unixs.cis.pitt.edu and using  ls and pwd commands


b) At the ($) prompt, use the pwd command (stands for present working directory) to view your current working directory or path, as is shown also in Figure 10.


c) From the listing of your home directory (Figure 8), you should have noticed a listed subdirectory called public. Use the cd command (stands for change directory) to change directory to your public subdirectory as shown in Figure 11.

d) Inside your public subdirectory, use the pwd command again as is shown also in Figure 11. Note that the path this time is different than the one appeared in step (b)?
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Figure 11: Using cd and pwd commands.

e) Go back to your home directory using the cd command. To do this, type cd .. at the prompt then hit the Enter key as shown in Figure 12.

f)  Use the pwd command. The path of your home directory should appear again, similar to the one you did in step (b). See Figure 12.
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Figure 12: Using cd .. and pwd commands.

Lab 2  (FTP)- Part 2
Transferring Files on the Internet Using Web Browser and UNIX

The purpose of this lab is to use FTP (file transfer protocol) to transfer some files from an anonymous ftp site to your local machine using two different ways. 
Using FTP from Web Browser:

1. In this step you will open a session to the book’s anonymous FTP site to transfer three images using the web browser. Start a web browser of your choice (i.e Internet Explorer) and enter the following address in the address box: ftp://ftp.cs.pitt.edu/novacky/. A web page similar to the one shown in Figure 1 will appear. 
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Figure 1
2. Locate the “images” directory. A web page will appear listing multiple images. Locate the three images (mail.gif, clown.gif, and quit.gif). Right-Click your mouse over each of these images and press the Save Target As button to transfer and save the files to a hard drive of your choice (drive C for instance) or the desktop of your local machine. See Figure 2.
[image: image14.png]rectory /novacky!

GO - (2] wmitncs it cssnoveckyimenest ] (%] (] [sooge (2]
Flo Et Vew Fawortes Toos Hep
9 Gt | @rTe dectory povakyfmages t tpcoptteqs | | B v B) - [pave - 0 Took -
09/15/2003 123008 2,652 kevogat ~
09/15/2003 12:0081 18,761 knov.3pg
09/15/2003 12:0081 59,681 lance.git
09/15/2003 123 1,485 m
09/15/2003 12 11,610 @ OPen
09/15/2003 12: Sl61s @ OpeninbenTab
09/15/2003 12 /547 pd_ OpeninNew Window
09/15/2003 12 2,584 pf
09/15/2003 12 10,624 ol Pt Target
09/15/2003 12 ererm
09/15/2003 12: 2,006 @
09/15/2003 12 27,556 2 OOV
09/15/2003 12: s ese = CopyShotat
09/15/2003 12 23,666 31 Fe
09/15/2003 123 PP v —
Properies s
@ o ot i





Figure 2
3. Go to the place where you saved the image files and click on each one in order to view it. 

Using FTP from UNIX:

4. In this step you will connect again to the book’s anonymous ftp site but this time using UNIX. Open an SSH session using the F-Secure SSH client program and enter your username and password to login to your University account. 

5. At the UNIX prompt enter: ftp ftp.cs.pitt.edu. Enter the word anonymous as the user ID and your email address as the password. You are now connected to the book’s anonymous ftp site. See Figure 3.

[image: image15.png]K3 unixs.cis.pitt.edu - [default] - F-Secure SSH Client

Bl Edt Vew Window telp
Save | Print Print Previen Discannect Find | New Terminal Winde|

(1 Quick Connect ] Profies

University campus computing lab operating hours. To access these
announcements, type "lynx http://technology.pitt.edu” at any time £ro
a system prowpt or call the Technology Help Desk at 412 624-HELP [435

ALL SYSTENS DOWN 11:00 PH SATURDAYS TO 7:00 LM SUNDAYS FOR MAINT
To re-read login announcements type: more /ete/matd
For help on UNIX software and commands type: man man

(1) unixsi § fep fep.cs.pice.edu
Connected to hydrogen.cs.pitt.edu.

220 FTP Ready

Neme (fop.cs.pitt.eduimoh?): anonymous
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
fop>

Connected to unixs,cis.pittedu 55H2 - 3des-cbe - hmac-shal -none | 69x22.




Figure 3
6.  Type on the command prompt the question mark command (?) to list all the available ftp commands. See Figure 4. 
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Figure 4
7. At the command prompt use the ls command to list all the directories at the ftp.cs.pitt.edu anonymous ftp site. Locate the “novacky” directory and use the cd command to get into that directory. Enter pwd command at the command prompt to print your current working directory. See Figure 5. 
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Figure 5
8.  Now use ls and cd commands to locate the “images” directory inside the “novacky” directory. Use the get command to transfer the three images (mail.gif, clown.gif, and quit.gif) to your University account quota. Enter quit command at the prompt to end the ftp session. See Figure 6.
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Figure 6
9. Type the ls command at the prompt to see the three image files being transferred to your quota. 
10. Press the window button at the menu bar of the SSH client program to transfer again the three transferred image files but this time to your local desktop. An F-Secure SSH File Transfer window will appear. See Figure 7.
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Figure 7
11. Locate the three images at the lower part of the SSH File Transfer window (remote folders). Drag and drop each image file to your local desktop at the upper part of the SSH File Transfer window (local folders). You can now view each image by going to your desktop and double-click on any image file. See Figure 8 as an example of the clown.gif image file. 
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Figure 8
Lab _____________

Name _________________________________________


Score ____/20

Lab Meeting Day/Time __________________________

Directions: Place this sheet on top of all completed activities and staple them. Hand in all completed activities at the end of the lab period to your lab instructor. Point value shown after each activity.

I- Part 1: Connecting to Computers on the Internet Using SSH Client and Telnet.

1- Print copies of figures (4, 7, 9, & 12) and paste them on a word file with your name on the top of the document (10 points).

II- Part 2: Transferring Files on the Internet Using Web Browser and UNIX.

1- Hand in a printed copy of a Microsoft Word document containing:

· A captured window where you transferred the three image files (mail.gif, clown.gif, & quit.gif) using web browser (2 points).

· Figures 2, 3, 4, 5, 6, 7, & 8 (8 points).

