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SUMMARY

Even though real-time systems have the stringent constraint of completing tasks before their deadlines,
many existing real-time operating systems do not implement fault tolerance capabilities. In this paper we
summarize fault tolerant real-time scheduling policy for dynamic tasks with ready times and deadlines.
Our focus in this paper is the implementation, which includes fault-tolerant scheduling, re-scheduling, and
recovery mechanisms in the FT-RT-Mach operating system, a fault-tolerant version of RT-Mach. A real-
time train control application is then implemented using the FT-RT-Mach operating system. Copyright
0 1999 John Wiley & Sons, Ltd.
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1. INTRODUCTION

In train control, correct execution of tasks is determined not only by logical correctness, but
also by satisfying certain temporal constraints. For example, when a train is moving, real-time
collision path algorithms as well as velocity and break control must be carried out within very
stringent timing constraints. Tasks with temporal constrainthare real-timewhen failure

to produce the desired results on time may lead to catastrophic consequences (such as loss of
life or high monetary loss in the case of a train accident).

Many theoretical and practical solutions have been proposed for RT issues, both for
embedded and non-embedded systems. One of themmSTHwvachoperating system, which
focuses on solving the problem of executing real-time periodic threads in uniprocessor
systems ]]. Several early real-time scheduling policies were implemented such as
Rate-Monotonic Scheduling (RMS), and Earliest Deadline First (EC¥) Wwhile later
implementations added support for continuous media (resesjasetphone 4], etc.). Such
technology for dealing with real-time constraints has also been used in other commercial
operating systems (e.g. QNX, VxWorks, and Mach-RT). All of the above are representatives
of preemptivesystems.

For non-preemptive operating systems, Spria@][and Maruti [/] use explicit timing
constraints to schedule real-time tasks, which are then guaranteed to execute within their
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deadlines. These hard deadlines are met by preallocating required resources on a timeline
to provide a deterministic environment. The advantage of non-preemptive systems is that
synchronization is simpler to achieve, and there is less overhead during execution of threads.

In either preemptive or non-preemptive systems, since missing hard deadlines may lead
to catastrophic failures, issues of fault tolerance must be addressed in conjunction with real-
time. Fault tolerance can be achieved either by hardware redundancy or by reserving time for
recovery of tasks. The former technique usually executes modules concurrently, and results
are voted upon. Although this scheme can mask faults, its cost may be prohibitive. The latter
technique applies an alternative scheme which re-execiatsiss in case of faults. However,
to enforce the real-time constraints of tasks, enough time should be reserved for re-execution
of any failed task before its deadline.

Few experimental real-time operating systems have explored support of fault tolerance
under real-time conditions. The Alpha approach to fault tolerai® s to provide
replication, migration, and atomic transactions at the kernel level, and to allow
implementations of policies on a higher level. The emphasis of Alpha is on providing
a dependable kernel that controls priority inversion problems, avoids the occurrence of
deadlocks, and tackles the problems of transient overloads. In essence, it is a soft real-time
system, in that deadlines amet guaranteed

HARTOS [10,11] is an operating system designed for fault-tolerant communication
through the use of the inherently redundant interconnection structure of the hexagonal
mesh. MARS 12,13] provides hardware-level fault tolerance capabilities; however, such
capabilities are not user-transparent, nor can they be applied in dynamic systems, and MARS
is highly dependent on the hardware platform of the embedded system it is built for.

The Maruti system{] uses replicas to tolerate faults, combining replicas with a resource
allocation scheme to guarantee the real-time behavior. An object-based méddatfiances
objects to enable the specification of real-time and fault-tolerant characteristics, which include
timing and resource requirements, a monitoring hierarchy for information flow, and a set of
error handlers.

Precursor works that involve fault tolerance based on the Mach operating system include
Referencesl5-21]. ARTS [20,21] is a RT-Mach system that provides support for exception-
handling as well as timing errors. The work in Russinovith] [has an implementation of
fault tolerance facilities that can be used at the user level, and caters for general purpose user
applications. In contrast, the work in Ramos-Thuel and Strosnid&t ] is of theoretical
nature, evaluated through simulations; it is a table-driven approach to computing the slack
of the tasks in the system. After such slack is computed, it may be used for recovery from
faults in the system; it is possible that lower-priority tasks miss their deadlines in the case
the recovery of the faulty task takes higher priority. In our implementation, FT-RT-Mach,
we adopt a non-preemptive strategy for the hard real-time tasks, with the ability to create
preemptive tasks at lower priorities. This is motivated by the train control application and to
simplify the resource management (e.g. no need for semaphores, and therefore no priority
inversion concerns). Finally, our work on preemptive fault-tolerant real-time schedule, FT-
RMS, developed bounds for rate monotonic scheduling with provisions for fault recovery.
Simulations have shown that the amount of schedulability lost is not signifit&8ngind our
implementation has shown that the operating system overhead is midighal [

The thrust of this paper is twofold: first, the description of our fault-tolerant scheduler and
its implementation, based on the timeline paradigm. Our new FT-RT-Mach allows users to

Tother forms of recovery, such as recovery blocks, are also possible. We mention re-execution for simplicity of presentation.
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specify non-preemptive threads with or without tolerance to transient faults. Secondly, we
show how our thread model is used for the implementation of a train control system on FT-
RT-Mach. In that application, transient faults are tolerated by FT-RT-Mach while permanent
faults are tolerated at the user level by allocating tasks on primary and secondary processors,
each of which runs FT-RT-Mach.

2. THE FAULT-TOLERANT ALGORITHM
2.1. Model

We consider a system in which tadlese dynamically submitted, that is, tasks may arrive in
the system while other tasks are executing. The characteristics of a real-tim§ taséiude
the task’s ready time or earliest start tinng, its the worst case execution timg, and its
deadlineg;. All inputs occur at the beginning of the task and all outputs are generated in the
end of the task, so that the whole task can be re-executed in case of a fault. Inputs are buffered
before execution to enforce equal inputs to recovering threads (in case receiving messages
have consuming semantics).

Tasks are schedulatbn-preemptivelpn a timeline £2], where the start timg and the
end timeg = 5 + ¢; for each task are recorded and associated with the task. This implies
that a total ordering is imposed on the tasks that are ready to execute. Thus, the timeline can
be seen as a queue sorted by start times.

At this stage in the implementation, the operating system tolemtlystransient faults
which are short-lived malfunctions in a hardware component. A prevalent example of
transient faults is timing faults, such as a task exceeding its worst case execution time or
a task missing its deadline due to transient overloads in the system. Our focus is on transient
faults since they are significantly more frequent than permanent faGksf. For example,
in Siewioreket al.[25], measurements showed that transient faults are 30 times more frequent
than permanent faults, while in Iyet al. [26], 83 per cent of all faults were determined to
be transient or intermittent. At the user level, hardware redundancy can be used to tolerate
permanent faults.

We assume a detection mechanism that detects errors at the end of a task. Our model
assumes that a task executes correctly if it finishes before the specified deadline and produces
correct results according to its specification. Otherwise we say that a fault occurred. Recovery
from faults is accomplished by re-executing the task in which the error was detected.

Transient faults are assumed to be at le@aBt time units apart. It means that two faults
cannot occur within aAF time interval and at most one task can experience a fault in this
interval. We also assume thét AF > 2c¢;, which means that transient faults will affect only
a single task and that a fault will not affect a task during its re-execution. This last assumption
needs to be appropriately modified if a recovery technique other than re-execution is used.

In this paper, we are concerned only with faults that occur in the user code, or while the
operating system is executing system calls on behalf of some user application. This is because
the operating system executes operating system functions a relatively small percentage of the
CPU time, and such faults can be considered permanent faults, since they usually can corrupt
the internal structures of the system.

*We call executable units either tasks or threads in this paper.
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2.2. Algorithm
Let Q7 be a queue off tasks to be scheduled for execution at the current tgné Qt
contains task%y, ... , T, the algorithm below can be used to check if the queue is schedulable

without violating the deadlines of thretasks, even in the presence of faults. The wayQ@he
is created is not important; it can be any non-preemptive strategy, for example a slack-based
policy [27], a bidding policy P8, or Earliest Due Date (EDD)[).

When a set of tasks arrives, an admission procedure determines which tasks are accepted
and guaranteed to execute within their deadlines. The admission procedure consists of two
parts: (a) construction of the schedule; and (b) verification that the schedule satisfies real-
time and fault tolerance constraints. As mentioned before, schedule construction is done by
adding the new task to the existing queue or by completely reordering the tasks in the queue.
Schedule verification extends the algorithm in Gheshl. [27] to encompass ready times,
and is discussed below. A ta3k cannot start before its ready timg and ifr; > tg, gaps
may be introduced in the timeline.

Upon arrival of a new tasK; in the system, the scheduler is invoked. Assume that the
scheduler inserts the new task in the queue at positiorent, such thag, < d; — ¢;, which
allows T; to re-execute in case of a fault. However, guaranteeingghat di — ¢; is not
enough to ensure that will complete before its deadline. This is because some other task(s)
that is (are) scheduled befafemay re-execute, and may caugdo miss its deadline.

We assume that the scheduler does not change the order of the tasks in the queue, and that
an admission control algorithm is invoked for every task added to the queue. Then at the time
of adding a new task, taskg thoughTcurent-1 Need not be considered because those tasks
were already guaranteed to meet their deadlines, and insertion of the new task does not affect
them (the start and end times of these tasks are not changed). In order to toknafie fault
throughout the lifetime of the system, the verification procedure needs only to account for a
single re-execution, which would be accomplished by checkingvthat current le; < di,
wherel g is the latest possible end time ©f, and is defined als = ¢ 4+ max;<j{c;}. The
last factor accounts for the re-execution of the longest task in the task set before the incoming
task.

However, more than a single fault may occur. In particular, if a fault may occur every
time units, the time reserved for re-executions (slack) must accommodate this fault model.
For that, we divide the queue into segments, each of which is related to the fault interval
AF. A segment¥ corresponds to a set of tasks in the schedule that can be accommodated
within AF, with re-execution. The tasks in a segment are consecutive tasks from the total
ordering imposed by the timeline. Due to the hard real-time constraints, and since tasks are
non-preemptive, the algorithm defines segments conservatively.

Specifically, a segment is formed by adding tasks to fill the time inte\fa) taking into
account the possibility of re-execution of any one task in the segment. Thais,isfthe
number of tasks in all segmeng to S, a segmens- is the maximal set of consecutive
tasks defined as follows:

ﬁk
= {Ti|i >BIAT <A )T G+ maxex{al) < AF}
i=pk14+1
The above definition of a segment takes care of adding slack, but assumes that all tasks are

ready at current timép, and thus the schedule does not contain gaps. The potential slack
is introduced due to the re-execution of faulty tasks, and thus the tasks start times may
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1 for pos=currento ndo {

2 if  ((lepos-1 + Cpos > end.segmentAND

3 (Max(pos €pos-1 + 2 * Cpog) > €Nd.SEgMeENt)

4 [* start new segment */
5 ISpos = Maxr'pos, 1€pos-1);

6 €pos = ISpos+ Cpos

7 lepos = ISpos+ 2 * Cpos

8 endsegment Hspos+ AF;

9

10 else { /* add task to existing segment *
11 ISpos = MaXT pos €pos-1)

12 €pos = ISpos+ Cpos

ii lepos = Maxlepos-1 + Cpos [Spos+ 2 * Cpos)

15if  (lepos > dpog) [* violates deadline */

16 return REJECT

17} /* end for */

18return ACCEPT

Figure 1. AlgorithmVerification

potentially change. To verify whether tasks will complete within their deadlines, we need
first to definels;, the latest potential start time of the task in case faults occur in the system
before or during the execution of the task. The computatiols;ag straightforward if the
original schedule does not contain gaps (i.e. if the tasks are ready as soon as they arrive).
However, when the schedule contains gdgsis defined as follows. For the first task in a
segmentls; = max(le;_1, ri), and for each subsequent talsk, 1 = max(ls; + ¢, riy1). If

leg = maxs + 2¢;, lej_1 + ¢j), then a segment is redefined as follows (note liyaandls;

take care of both original gaps in the schedule and added slack):

S =(Tili > B AT < X Alef —Isge1yg < AF)

In the algorithmVerification (see Figurel), we letn be the number of tasks already
in the queue, andurrent be the position that the new task is inserted in the queue. Also,
endsegmentdenotes the end of the segment, which is the start time of the first task of a
segment plus the fault interval (i.endsegment= Isgi-1,1 + AF).

Note that algorithmVerification does not change the schedule, it only constructs
a worst case scenario in which each taskwill start atls; rather thans. Thereafter, the
algorithm checks if tasks will miss their deadlines in this worst case scenario. The condition
on lines 2 and 3 checks whether it is time to start a new segment. This happens when the latest
end time of the current task goes beyond the current segment boundary. If this is the case, a
new segment is initialized (lines 5-8), by placing the new task to start aftéattret endof
the last task in the previous segment. Otherwise the task is placed after the end time of the
previous tasks (lines 11-13).

Clearly, in case of faults, this start time may change due to re-execution of one of the tasks
before the current task. On lines 15 and 16 we check if the latest end of the current task is
greater than its deadline. If it is, we cannot admit the new task since, due to the re-execution
of some task in the segment, the current task may not be able to meet its deadline. If, for
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each task considered (line 1), the latest end is less than or equal to its deadline, the algorithm
accepts the new task (line 18).

2.3. Summary of algorithm evaluation

In this section we summarize (from Ghoshal. [30]) the performance of the algorithm
above. Our simulation studies have considered different workloads and different scheduling
policies that were adapted to be used with the fault-tolerant scheduling policy. We noted that
the percentage of rejected tasks for the various loads has little variation for varying values
of Ag. This is because tasks are rejected due to their timing constraints and not due to the
separation between faults.

We have shown that, as expected, the fault tolerance capability decreases the number of
tasks that miss their deadlines (callledt task at the cost of increasing the number of
rejected taskdNote that tasks are only lost if there are more faults than the model assumes.

We have also studied the behavior of the system according to the ratio of the costs of losing
a task after accepting it and of rejecting a task (not accepting it when submitted). We note
that only when this ratio is very high, it pays off to use redundancy in order to tolerate faults;
in particular, our simulations have shown that when the ratio is less than approximately 100,
providing for error recovery is not cost effective. Clearly, the value of this ratio is intrinsically
linked to the value chosen faxg.

The study in Ghoslet al. [30] also provides the system designer with a methodology
to determine the maximum load he/she should allow in the system, before the cost of
losing/rejecting tasks becomes prohibitive. Naturally, this value depends on the characteristics
of the workload being offered to the system.

3. IMPLEMENTATION OF FT TL IN RT-MACH

In this section we discuss the implementation of the fault-tolerant (FT) timeline (TL)
scheduling scheme in FT-RT-Mach. We present a macro view of the current system and the
changes needed to accommodate the new paradigm. We also discuss how the scheduler takes
into consideration the ability to tolerate faults, creating the FT TL paradigm.

3.1. Designissues

3.1.1. RT-Mach design

The scheduling and dispatching of tasks in RT-Mach is implemented as two separate
modules, namely acheduling policyand adispatcher which is based on dispatching the
highest priority thread ready to run. The ready queue of RT-Mach is implemented as a multi-
priority queue with 32 priority levels, with 0 being the highest priority. RT-Mach algorithms
assume that tasks in each priority level can be executed continuously until the task ends or
until a higher priority task preempts it. When a threadresated the user area, stack, and data
structures are initialized, andsgart timerfor that thread is created and armed. The thread is
enabled and added to the ready queue. Subsequent invocations of this thread (in later periods)
are done similarly: at every thread period, the start timer for the thread goes off and the new
instance of the thread is placed in the run queue.
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When an executing thread terminates, it is removed from the run queue. Tasks which are
periodic are not destroyed, but simply put to sleep and the corresponding start timer is set to
the beginning of the next period. To detect tasks that are still running at their deadlines, an
end timeris created and armed for each task. If a task does not terminate by its deadline, the
end timer goes off and invokes a deadline handler thread (whose code is supplied by the user).
The user writing the deadline handler can kill or resume the thread in the next invocation.

3.1.2. Adding timelines

To implement a non-preemptive time driven scheduler, several modifications to the kernel
data structures, procedures, and APl were needed. We call our non-preemptive policy the
timeline (TL) policy. To guarantee that a TL thread will not be preempted we execute TL
threads at the highest priority level in the system. All other threads are demoted so that only
TL threads can execute at priority 0. To implement the above, we create a separate queue in
the kernel, which represents the current state of the timeline. Tasks are put in this queue sorted
by their deadlines, and the verification algorithm is invoked (see seg)ion

For all timeline threads, a timer is created and armed for the start time of the thread (minus
the estimated time it takes to handle the timer; in the timeline approach, this is a constant
amount). When this start timer goes off, the thread is placed in the run queue of priority
0. A difference between the FT-RT-Mach mechanism and the one in RT-Mach is that in the
former the start time of the thread may change after the thread is admitted. It depends upon
new incoming tasks and also on whether a fault occurred in the system or not (see below).
In either case, the tasks may be shifted, and their timers modified. For this reason we chose
to arm only timers of the thread at the head if the timeline. Clearly, this solution has the
drawback of needing to disarm timers of the current head of the queue, in case a new thread
is inserted earlier than the head of the timeline.

When an executing thread terminates, it is removed from the run queue and from the
timeline queue. At this point, timers of the next thread are armed and when its start timer
goes off, the thread is moved to the run queue. Using this approach we guarantee that the top
priority run queue contains a maximum of one process, namely the process at the head of the
timeline.

3.1.3. FTTL and re-execution

To provide fault tolerance through re-execution, we also modified the criteria for accepting
a task. Our implementation of the admission criteria implements algokfnification
from sectior, taking into consideration the slack needed for any one task to re-execute within
the intervalA F; effectively, the timeline becomes FTTL. Further, we have also implemented
a mechanism for task re-execution. Upon termination, the task executesdtheprocedure,
which either kills the thread (disarms and destroys its timers, marks its memory as free, gives
back space allocated, etc.) or re-executes it (resets the start and end timers, restore context,
etc.).

We assume that fault flagwill be set in case a fault occurs; this fault flag can be set by
a system error detection mechan$son by a user performing, for example, acceptance tests.
Re-execution will take place if the flag is set. In case of re-execution, the timers of the next
task will not be armed until appropriate. For example, the start time of a thireadl be

8This error detection can be done in hardware or by the operating system
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changed if the faulty task needs to re-execute wifging ]; another example is the start time
of a task after a gap: it does not need to be changed, unless the gap is shorter than the task
re-executing.

3.1.4. Persistent threads

Beta testing of our first FT TL implementation uncovered an overhead that heavily impacted
our implementation. In many embedded applications, the same task may be repeated at
irregular intervals in response to some asynchronous event, such as an incoming train onto
a train yard. This would require the creation of a new FTTL thread every time the event
occurred. Most of the overhead was in the thread creation part, which could not be withstood
by some low latency applications (e.g. our train control application). To avoid this overhead,
we introducedersistentimeline threads.

A persistent thread is not scheduled at creation time. Whenré&ted its stack is allocated
and other data structures are initialized. It is then suspended. A subsequent call is needed to
activatethe persistent thread, specifyirig c, d), which inserts an instance of a persistent
thread on the timeline. Clearly, a persistent thread may be FT or non-FT. The admission
mechanism above works identically for threads that are persistent or not; the only difference
is that the admission algorithm is run upon activation for persistent threads and upon creation
for non-persistent threads.

When a persistent thread terminates, its resources are not deallocated, but the thread is
suspended and its instruction pointer reset, so that another instance may be activated at a
later time. More than one instance of a persistent thread may be activated and thus appear
simultaneously in the timeline. Clearly, the overhead to activate a persistent thread is much
smaller than to create a new thread (see se&ign

3.1.5. Non-fault-tolerant threads

The primary intention of the FT TL scheme is to provide fault tolerance. However, there are
situations when it is preferable to avoid (or it is not necessary to have) scheduler-level fault
tolerance. For example in a distributed system with a centralized scheduler, we may wish to
schedule backup tasks on different processors to tolerate only permanent faults. The automatic
transient fault handling of our FT TL would add unnecessary overhead. To accommodate this
scenario, we added an attribute to the thread structure, namely &hfead _isFT , to
distinguish between FT and non-FT threads. For non-FT threads there is no provision for re-
execution. This relaxes the restrictions on start and end times: the only requirement that needs
to be checked fof; isls; + ¢ < d;.

Our scheduler/admission algorithm allows for intermixing of FT and non-FT threads under
one unified execution/scheduling model. The factor fagy from line 3 of Figurel is not
needed when the task is non-FT. The fault inter&& is only relevant to FT threads, and
therefore the segments and corresponding fault-tolerant admission control algorithms are only
performed for the FT threads.

3.1.6. Non-real-time threads

Since RT-Mach is a microkernel, much of the system functionality resides at user-level
threads (e.g. the Unix server). Non-real-time threads can be accommodated in a real-time
system by rewriting the threads to comply with the real-time specifications (e.g. assigning
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to the deadlines and/or periods). To avoid this inconvenience to users, we implemented the
system to revert to a non-real-time policy (e.g. standard timesharing) whenever there is no
timeline thread scheduled. The timeline mechanism does not preclude the non-real-time user
threads from executing.

In doing so, FT-RT-Mach allows any necessary periodic, 1/0, and other types of threads
to be processed as usual. Such threads have no guaranteed temporal behavior, since the TL
threads always have highest priority when they are ready to run.

3.2. Kernel and RT library modifications

The fault tolerance mechanism and its implementation required modifications in both the
microkernel (RT-Mach internals) and the real-time thread library. We start by describing
the changes that were made in the real-time library code, the new functions added, and the
changes in the data structure. Then we describe the kernel modifications.

3.2.1. Additions to the RT library

A function fttl  _thread _attribute  _init() for initialization of thread attributes
was added to enhance the current APl to accept TL threads. Real-time thread
attributes structure is required bgyscall _rt _thread _create() system call,
which already exists in RT Mach and which is invoked to create new real-time
threads. For that, two structurest _thread _attr t and thread t, used by
syscall _rt _thread _create() hadto be modifiedtoinclude the timeline attributes. We
added three new flags, as follovis: flag to indicate whether a thread is a timeline thread,;
thread _isFT to determine whether it is fault-tolerant or not; ahd.isPersistent to
indicate whether it is persistent TL thread or not.

A new scheduling policysched _policy _ft _timeline  was added tesched _pol -
icy.h to allow FT TL scheduling to be enabled using the standset sched -
uling _policy system call. The default fault intervalF is defined inft _timeline.c
to be very large (in our implementation it is set to 50 seconds, which in practice means
no fault tolerance capabilities). This value may (and should) be changed using the new
fttt _set _fault _interval  system call.

3.2.2. Kernel modifications

Modifications to the kernel consist of two major partadmission controland
dispatching A new admission policy was added to the microkernel (called fault-tolerant
timeline orft _timeline ). Under RT-Mach kernel source tree kernel/rt/schedolicy
files, ft _timeline.c and ft _timeline.h hold the admission control code which
implements the algorithm described above.

To allow for the execution of the non-TL tasks, the basic dispatching code was taken from
the files which implement the time sharing policy, which is default RT-Mach scheduling
policy (in file mk.c in directorykernel/rt/schedbolicy). During dispatching, preference is
given to threads at priority O, that is, TL threads. We added checks in the kernel to prevent
users from specifying TL threads without changing the scheduling policy to TL. This is
a necessary change in the kernel, since the different scheduling policies have conflicting
models. We still allow other types of threads to be created and executed within the FTTL
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paradigm (e.g. rate-monotonic periodic threads can still be specified, and will be run
periodically and preemptively), but no temporal guarantees are given.

The dispatching also had to be modified. In addition to usual dispatching, TL tasks are non-
preemptive, and FT TL threads may be re-executed due to transient faults. Recall that either
a user-level or system-level error detection mechanism can set an error state in the thread
structure fault flag ), and the dispatching mechanism consults it at thread termination.
We have used both random and user-generated fault injection for testing, debugging, and
evaluating the algorithm.

To enforce re-execution of faulty threads, we modified the funcatiorihread _exit()
which is invoked when a thread terminates. Since FT TL is the only policy in FT-RT-Mach
that deals with faults, only FT TL threads are restarted in case of transient faults. To restart a
thread we use thg _thread _reset() function to set up machine-specific context. This
function resets the user stack with initial values stored in each thread’s control block and sets
the program counter to point to the first instruction of a thread. The overhead to reset a thread
is very low. Specifically, there are a total of 12 single-word assignment statements in C in
rt _thread _reset()

In addition tort _thread _reset() , we also needed to modify time specifications of
both start and end timers and rearm both of them. The start timer gets a current value of the
system clock, and the end timer is set to start timer plus execution time. The re-execution of
tasks is guaranteed to avoid violations of tasks’ timing constraints and the dispatcher currently
simply restarts a faulty thread. This is because our admission control guarantees that there is
enough time to re-execute at least one thread exdérytime units. However, the system can
be made to monitor for violations of the fault model, by decreasing the available slack at each
task re-execution, and allowing other tasks to re-execute only if there is still some slack left.
We have left this for future implementations.

The existing RT-Mach deadline handler library functioms,thread _deadline _hand -
ler andrt _thread _rtdeadline _handler , may also be used with FT TL threads.
They allow the thread to be notified when a FT TL thread exceeds its worst case execution
time. Since the FT TL scheduler automatically includes enough slack to re-execute the
thread, the deadline handler function can request re-execution of the thread, as follows. The
deadline handler sets the fault flag on behalf of the threadledd _terminate() is
invoked. This will signal the scheduler to re-execute the thread. If a non-recoverable error is
encountered, a thread may be terminated by uirepd _terminate() without setting
the fault flag.

Due to the non-preemptive nature of the TL threads, our deadline handlers are set to go
off at the scheduled end of the thread execut®ynHowever, if the fault model includes
timing errors (e.g. a task executing longer thartjjs our scheme is flexible enough to allow
tasks to resume their executions and not only re-execute. The system can allow threads to
‘overexecute’ for as much as the reserved slack. This can be used in several situations, for
example to implement the imprecise computation modé], [to allow for recovery from
timing errors, and to allow for more efficient use of resources (by allowing users to specify
the average execution time instead of the worst case execution time of a task, and allowing
the thread to ‘overexecute’). In such situations, the system integrator must ensure that the
combined overtime requested by tasks cannot exceed the slack reserved for ‘re-execution’.

To ensure that the timeline schedule is not compromised (i.e. protection against malicious
or malformed programs), the deadline handler is itself preempted if it exceeds the deadline of
its parent thread. For the same reason, the deadline handler is not called if an FT TL thread
exceeds its execution time during re-execution. Similarly, if an FTTL thread does not have a
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deadline handler or if a thread is not FT, the thread will be terminated automatically by the
system when the thread exceeds its execution time.

Finally, two new system calls were added to activate and deactivate persistent threads,
namelyfttt _activate _persist _thread ,andfttl _deactivate _persist _thr -
ead. Since several instances of a persistent thread may be scheduled on the timeline, an
instance number parameter was added to the call. A persistent thread can identify itself by
using the addetttl _instance _self call.

3.3. Experimental evaluation of overhead

We ran some experiments to measure the overhead of the new kernel functions. The
main functions we are interested in are those associated with the creation, activation, and
maintenanckof threads. These experiments were conducted on a Pentium-Pro 200MHz. We
used the on-chip Pentium clock to obtain accurate measurements of the execution time of the
threads and the overhead of the system functions.

Table I. System overhead per instance of persistent and non-persistent FTTL threads

Total overhead (ms)
Creation (ms) uti= 15% util=30% util= 45%

Persistent 2.48 0.138 0.145 0.139
Non-persistent 2.49 2.593 2.558 2.581

In the first experiment we compare the overhead of sequentially creating 150 threads using
fttt _thread _create andthe overhead of a single creation and 150 sequential activations
usingfttl _persistent  _thread _activate . The per-instance overhead is shown for
thread utilization of 15 per cent, 30 per cent and 45 per cent in Tatete that in this
experiment we could not exceed a utilization of 50 per cent due to the assumption on the
utilization of the fault-tolerant threads. In the first column of Tableve show the average
time for creating each thread. This time (approximately 2.5 ms) depends very slightly on the
scheduling policy. As clear from the table, the overhead in the non-persistent threads is much
higher than the persistent threads, since in the non-persistent case, a thread is created for each
instance.

In a second experiment we compare the system overhead of the timeline implementation
and the RT-Mach preemptive implementation; for this purpose, we run periodic preemptive
threads (using RMS) and non-preemptive persistent threads (using FTTL). Periodicity of
each FTTL thread was obtained by creating a persistent thread once and activating it at the
end of the thread execution. Both experiments were run on the same kernel by selecting the
scheduling policy appropriately.

For this experiment, 10 threads were created with varying periods (between 30 and 120 ms);
the thread utilizations were changed to obtain different system loads betwieartd 06
(RMS can only guarantee correct executions up to approximatélpad). The overhead of
running this task set for 120 seconds is shown in TéblErom this table, it is clear that the
FTTL threads have an overhead comparable to the RMS threads, for all system loads tested.

This includes exit and context switch times for each thread. For example, when a thread exits, it has to return all resources to
the kernel.
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Table Il. System overhead per instance of persistent FTTL and periodic RMS threads

Activation and maintenance (ms)
Creation (ms) loa& 15% load=30% load=45% load= 60%

FTTL 2.48 0.111 0.113 0.113 0.113
RMS 2.38 0.099 0.106 0.113 0.115

Indeed, for higher system loads, the RMS has slightly higher overhead than FTTL, since RMS
has more context switches than FTTL (due to preemptive scheduling).

4. A TRAIN CONTROL APPLICATION IN FT-RT-MACH

In this section we describe an application implemented on FT-RT-Mach for train control.
As will become apparent, there are several real time and fault tolerance requirements in this
application. We concentrate on a specific part of the system, which is restricteditoyzard.

A yard is a collection of tracks that merge and fan-out a restricted physical location; a yard is
used for temporary storage, maneuvering, loading/unloading, and parking of trains.

Further, when implementing this application on FT-RT-Mach, we only took advantage of
the tolerance to transient faults. Permanent faults (processor crashes, mainly) were dealt
with by spatial redundancy; more specifically, as in the train yard, we use a watchdog and
a duplicated standby spare as a backup processor.

4.1. Environment

A train yard contains several miles of tracks. Spread along the trackseasorsand
actuators which are collectively calledata points There are approximately 950 data points
of 12 different types in the train yard we consider. Sensors include (a) wheel detectors
distributed along the tracks, which detect whether there is a train car in a particular segment
of the tracks; (b) switch detectors, that report the position of a track switch; and (c) semaphore
detectors, which note the value of a signal, used for (dis)allowing flow in a particular track
segment. Actuators, on the other hand, include retarders, to which commands can be given to
accelerate, decelerate, or stop a train, and switch machines, to change the course (or track) of
atrain.

In the train yard studied, each activity takes place within a 50 ms cycle, and there are about
40 inputs per second per processor. This means that each input and each output has a deadline
of about 1.25 ms. Note that these figures are for the implementation of the train yard for which
we have data (with somewhat outdated equipment); a more modern facility would be able to
handle a higher number of data points per processor.

With data from the entire yard, a controller program is able to make decisions concerning
the position, velocity, routing, and movement of trains. These decisions are translated into
specific commands and sent back out to the actuators to modify the state of the system.

Trains come into the yard and under control of our system througim@ming delta
which is a set of tracks that feeds into the yard from different locations. Trains are stopped
in the tracks and a message is sent from another Information System (IS) to hand off the
control of the incoming train. A handshake protocol is implemented to ensure the hand-off is
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successful. After the train is successfully transferred to our system, it entdesath&ack
which concentrates all traffic into the yard. Similarly, trains leaving the yard are moved onto
the outgoing lead track, parked in antgoing delta trackand a message is sent to another IS,
which takes control of the particular train.

4.2. Functional requirements

The controller, which is typically implemented by a process, must collect data from
hundreds of (sometimes more than a thousand) data points. The data collected may need to be
processed, carrying out, for example, data fusion used for merging streams of data (both for
bandwidth savings and for functional necessity). Some data points must be read periodically
(scanned), while some others generate data in an aperiodic fashion (interrupt-driven). We need
to implement a system that provides collection and treatment in real-time, to preserve integrity
of the system. As mentioned above, the cycle for transmitting the data to the controller and
receiving actuator commands — such as retarder commands — is 50 milliseconds.

The requirements include processing within stringent timing constraints. If data is dropped
before reaching the controller, an error has occurred, and an error handler must be invoked.
Notifications must be sent to the handling thread; if treatment takes longer than expected,
extra time is allowed, but this fact is recorded, since it should not occur frequently. If the
extra time is not sufficient, the system may fail. In this case, there are two possible recovery
actions, depending on the gravity of the fault: either the operator manually recovers from the
fault, or all trains receive commands to stop, to avoid a catastrophe. This fail-safe approach
is extremely expensive, since stopping trains causes and interruption of service and restarting
of trains requires skilled personnel; thus, stopping/restarting is avoided as much as possible.

In terms of tolerance to hardware faults, our system must tolerate faults of data collection
and faults of processing at the controller. These faults may be transient (i.e. no need for
external intervention for repair) or permanent (need external intervention). We assume that
transient faults last for very short periods of time, and affect at most one function; for example,
a fault will affect the reading of a single data point, the processing of a set of data points, or
the sending of commands to the actuators.

4.3. Implementation

In our design, shown in Figurg data points are partitioned into sets, and each set of data
points is monitored/controlled by a processor, calledi@®eemote The 10-remote collects
the data from the data points, processes such data (reformatting and pre-processing), carries
out data fusion (collecting data from multiple data points and merges it into a single message),
and relays the potentially fused data toantroller. Each 10-remote typically manages tens
or hundreds of data points. The controller is a processor that possesses a global view of the
yard, after collecting data from the 1O-remotes.

We implemented a simulated environment for input from and output to the data points. The
data used for input is a set of traces from an actual train yard, collected over the course of a
full hour (data was obtained from a leader in train control system worldwide). All sensor data
was stored in a file, and this file feeds the 10-remotes.

Since some of the data points need to be scanned, and some are interrupt-driven, we
implemented different threads to handle these cases. Scanning was carried out with a periodic
thread, while each interrupt-driven 1/O operation invoked a new activation of a persistent
thread (recall that the persistent threads are creafegtbri and activated as needed).
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Figure 2. Design for a Train Control System using FT-RT-Mach; each node, represented by a dashed box, is
detailed in Figure3
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Figure 3. Architecture for each node in a Train Control System using FT-RT-Mach

Further, the controller was implemented to generate responses and stimuli to the actuators.
The output generated was displayed to the consoles of the FT-RT-Mach machines running the
controller as well as to the consoles of the processors running 10-remotes. Our future plans
include developing a graphical interface for this controller to show the movement of the trains
in the yard.

To provide tolerance to transient faults, the FT-RT-Mach scheme described in seigion
used. However, the user application handled the tolerance to permanent faults, as follows.
Each processor in the system is considered a dyminzary and asecondaryrocessor, with
a hardware fail-over box connecting the two (see Figr&he threads running in the primary
IO-remotes and controller have backup threads running in the secondary processor. Further,
a watchdog thread was implemented to monitor the health of the dual-processor nodes and
simulate the fail-over box. When a fault is detected (we use the fail-stop model for processor
failures), the secondary processor is notified by the watchdog and its state is changed to
online When online, the processor actually sends out responses to the actuators; this is unlike
in the offline mode, in which the processor receives the inputs but does not generate any
output. This dual-processor architecture is applicable to both 10-remote and controller nodes.

Since each processor (primary or secondary) is running FT-RT-Mach, and our application
takes advantage of its tolerance to transient faults, deadlines at the primary processor had to
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be adjusted. In the worst case, the primary processor fails only at the end of the execution of
a task, and this task needs to be executed before its deadline. Since detection and notification
take some timety), the deadlines at the primary are adjusted to

d' =d —2¢ —t;

With this adjustment, the secondary processor still has enough time to run the thread, suffer
a transient fault, and re-execute the thread. Clearly, there are several policies to adjust these
deadlines32]; we implemented a simple one and will leave experimentation for future work.
The ready times for the secondary processor must be similarly adjusted.

4.4. Lessons learned

Through the implementation of the train control system, we have learned that some of
the features of FT-RT-Mach helped and some hindered the progress and effectiveness of the
implementation.

4.4.1. Positive lessons

The non-preemptive nature of the FT TL threads makes it simple to work with critical
sections and avoid the complexity and delays of using locks. Priority inversion, a well-known
problem in real-time implementation8d], is prevented. Further, the threads with real-time
capabilities helped in that we did not have to worry about explicitly and manually scheduling
the threads, as is done in the previous frame-based implementation.

The guaranteed automatic re-execution of the threads due to transient faults, and the
possibility of resuming or re-executing without violating deadlines when execution times
were exceeded have proved very valuable. It simplified the design, and allowed for the
implementation to progress at the higher level, without having to be concerned with the added
complexity of programming own timers.

Finally, the fault tolerance admission control provided the implementors with guaranteed
and deterministic behavior which can be exploited dynamically. Many current real-time
operating systems (even the commercial ones) do not provide such facilities. Usually,
admission control is carried oatpriori and then threads are loaded onto the system.

4.4.2. Shortcomings and future work

Even though our system allows the user to treat missed deadlines with deadline handlers, in
order to guarantee the determinism of the computations, we disallow such deadline handling
a secondtime. It was clear to us when implementing functions in the data collection part, that
a notification from deadline handlarsustbe issued. This is because some tasks need to clean
up before they can ‘leave the scene of the crime’ (e.g. setting up flags and global variables for
subsequent invocations of the same or different threads). Our current implementation simply
terminates threads the second time a deadline is missed, a situation that should be remedied.

We also needed to implement tolerance to permanent faults, in the user code. This should be
done through a system-provided facility and we are currently working on a middleware that
provides this functionality. The users specify only the threads to be executed, and the system
finds the appropriate node for the execution, according to load and probability of successful
termination. We also plan to include the specification of the machines to run the threads, since
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it may be the case that performing certain functions can only be done in specific machines.
For example, each IO-remote can only be connected to a particular set of data points.

Finally, we have noted the need for non-preemptive periodic RT threads (our
implementation uses persistent threads and activates the next instance at the end of each
instance). From a design and programmer’s perspective, using persistent threads is certainly
not the best way of implementing periodic threads. A periodic scheduling for non-preemptive
tasks (compatible with the FTTL approach) is underway.

5. CONCLUSION

In this paper we presented an implementation of a non-preemptive fault-tolerant real-time
operating system, which can be used for dynamic and static task sets (but is geared towards
aperiodic tasks). In the transient fault arena, we extended previous scheduling algorithms to
include ready times and implemented it in the RT-Mach operating system, creating the FT-RT-
Mach system. The scheme is based on providing sufficient slack for each task to re-execute
in case of transient and intermittent faults. If faults are separated by atAégsbur policy
guarantees that no accepted task will miss its deadline.

The implementation of FTTL on RT-Mach required a thorough understanding of the
structure of the system. Many of the existing mechanisms were used after relatively few
modifications. We also creat@ersistent thread® decrease the overhead of thread creation.

Finally, we validated our approach with a control application, implementing a system that
carries out train control in a train yard. The threads were created, activated and run under
FT-RT-Mach, and the inputs to the system consisted of real trace data, collected in an actual
train yard. We have seen that the facilities provided by FT-RT-Mach enhanced and facilitated
the implementation, and we learned from this exercise that more functionality is needed. For
example, the implementation of tolerance to permanent faults was done at the user-level,
and an implementation of an automated facility is currently underway, through a middleware
layer.

Our future work will focus on adding enhanced detection capabilities, considering
precedence constraints and extending the scheme to a distributed implementation. For this
last issue, we want to compare the performance of transparent error recovery at the operating
system level and non-transparent treatment at the user level implementing a middleware for
dealing with permanent faults.
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