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Abstract Unfortunately, NAT may not interoperate readily with
protocols whose payload depends on the packet’s source or

Network Address Translation (NAT) is often used in destination.adc_iress or port number. In many cases, a so-
routers that connect home and small-office networks to calléd application-level gateway (ALG) can modify pay-

the Internet. Unfortunately, NAT may not interoperate well loads so that the latter remain consistent with the respec-
with many protocols, including IPsec, the security proto- tive headers after NAT modifications. In other cases, how-
col suite often used by telecommuters. Many NAT imple-€Ver, such compe.nsation is not possible. IPsec [3], the se-
mentations include heuristics commonly known as IPsecCurity protocol suite often used by telecommuters to ac-
Pass-through, which may enable NAT to interoperate with CeSS their employers’ virtual private networks (VPNS) [4],
IPsec under certain assumptions. We characterize IPseclS @mong the latter cases. Because a router's ALG does not
Pass-through’s operation and failure modes, and propose have access to the keys that end nodes use to authenticate or

IPsec Pass-Through Automatic Client Recovery (IPTACR), €Ncrypt IPsec payloads, any payload modifications by the
a novel set of mechanisms that enable VPN clients to re-ALG would be detected by the packet receiver and resultin
cover automatically from IPsec Pass-through failures. Ex- Packet rejection.

periments show that the proposed mechanisms are effective

and impose negligible overhead. o
However, heuristics commonly known as IPsec Pass-

through enable NAT to interoperate with a useful subset
of IPsec under certain assumptions. IPsec Pass-through is
. implemented in most home and small-office routers. How-
1. Introduction ever, IPsec Pass-through is not a standard, and has not been
properly described in previous technical literature. There is,
Home and small-office networks typically use private IP therefore, considerable confusion about what is meant by
addressed_[1]. Consumers often prefer the latter becausgpsec Pass-through, and implementations are often unneces-
unlike globally unique IP addresses, private IP addresses argarily limited. This paper contributes a description of IPsec
free. Pass-through’s operation modes in Secfipn 2 and a discus-
Because private IP addresses may not be globally uniquesion of the corresponding limitations in Sectjdn 3.
they cannot be routed on the Internet. To enable hosts in
private networks to communicate with the Internet, many
routers offer Network Address Translation (NAT) [2]. When In particular, Sectiofi|3 characterizes the cases in which
a request packet is sent fronthent (host in a private net-  IPsec Pass-through may cause clients’ communication to
work) to aserver(host reached via the Internet), NAT re- hang. When such cases occur, currently the only recourse
places the source private IP address with a global IP ad-is to reboot the affected clients (and perhaps the router)
dress, and, in the case of TCP and UDP packets, the sourcand retry the communication. In Sectiph 4, we propose
port number with a global port number. Usually, NAT shares IPsec Pass-Through Automatic Client Recovery (IPTACR),
a globally unigue IP address among all clients, while assign-a novel set of mechanisms that automatically detect and re-
ing different global port numbers to each client. When NAT cover from IPsec Pass-through’s failures, without reboot.
receives from the Internet a reply packet, NAT translates theExperiments in Sectiof]5 show that IPTACR effectively
destination global IP address and port number to the corre-overcomes IPsec Pass-through'’s failure modes while impos-
sponding client’s private IP address and port number. Theing negligible overhead. We discuss related work in Sec-
router then forwards the packet to the client. tion[g, and conclude in Sectiph 7.



2. How IPsec Pass-through works peer [5/6]. IPTv3 maintains a hash table of items contain-
ing client and server IP addresses and initiator and respon-

This section describes IPsec Pass-through’s principles ofder cookies. Each item corresponds to an IKE session. An
operation. IKE item is consideredutstandingor establishedaccord-

IPsec packets do not have the equivalent of a TCP oring to whether the responder cookie is null or not, respec-
UDP port number that NAT could replace in order to iden- tively. When a client sends an IKE packet such that no item
tify the client. (IPsec’s key exchange protocol, IKE [5], in the table matches the client and server IP addresses and
is layered on top of UDP, but many IKE implementations initiator cookie, IPTv3 creates an outstanding item contain-
require both source and destination port numbers to being those values. Conversely, when a server sends an IKE
equal to 500. UDP port translation would not interoperate packet such that no established item in the table matches the
with these IKE implementations.) Therefore, IPsec Pass-server IP address and initiator and responder cookies, but an
through can translate only IP addresses, and needs to resutstanding item matches the server IP address and initiator
sort to heuristics to identify the client. There are three setscookie, IPTv3 converts this item into an established one, in-
of heuristics in commercial use. We call them IPsec Pass-cluding the packet’s responder cookie. IPTv3 then forwards
through versions 1, 2, or 3. We discuss each version in onethe packet to the corresponding client.

of the following subsections. IPTv3 can allow more than one client to use the same
initiator cookie with the same server. Such a conflict can
2.1. IPsec Pass-through version 1 (IPTv1) occur because each client selects initiator cookies indepen-

dently. It can be expected, however, to be a rare event: IPsec
The simplest heuristic is to allow only one IPsec client Standards recommend that each endpoint pick a cookie that

at a time. If IPTv1 receives an IPsec packet from a client IS & secure hash (e.g., MD5) of both endpoints’ addresses
and there is no active IPsec session, IPTv1 notes the clientstd port numbers, a local secret, and the date and time [6].
private address. IPTv1 then forwards to the Internet IPsec!f 7 clients simultaneously start an IKE session with the
packets only from that client, and forwards to that client Same server, with reasonably limited, the probability of
any IPsec packets arriving from the Internet. IPTv1 needs@n initiator cookie collision is therefore on the order of
to monitor IPsec activity and terminate the client's session 2"+ IPTv3 can handle such collisions correctly by us-

utes). IPTv3 needs to slightly modify the above rules and serial-

ize the initial IKE handshake as follows. When a client
] sends an IKE packet whose client and server IP addresses
2.2. IPsec Pass-through version 2 (IPTv2) and initiator cookie match no item in the table, but whose
server IP address and initiator cookie match another client
A slightly more complex but more general heuristicis to ,'s outstanding item, IPTv3 drops that packet. Eventually,
allow only one IPsec client at a time for any given server. yhenc,’s IKE implementation retries the transmission, af-

If IPTV2 receives an IPsec packet from a client and there is ter timeoutsg,'s item will likely already be established, and
no active IPsec session with the packet's destination, IPTV2|pTy3 will forward ¢,’s packet normally.

notes on a table the client’s private address and the server’s IPTv3 handles IPsec’s E lating S itv Pavioad
address (equal, respectively, to the packet's source and des- v3 handles Fsecs Encapsulating Security Fayloa

tination addresses). IPTv2 then forwards to the server IPse ESdP) [7] protocol ?ﬁ foil.owf' ESPdmaI\)//l:gd too?/n P pay- i
packets only from that client, and forwards to that client any oad a message authentication code ( ) and/or encryp

IPsec packets arriving from the server. IPTv2 needs to mon—the IP payload. The Security Parameters Index (SPl) in the

itor the activity of all IPsec sessions and terminate an IPsecEtiP heagekr ena;bles t?e recellv?r tothdettt_aml!ne wh d&;t a(ljgo—
session if it remains inactive for too long. rthms and keys to use for packet authentication andjor de-

cryption. SPIs have 32 bits and are transmitted in plaintext.
The receiver randomly selects an SPI during the IKE ne-
2.3. IPsec Pass-through version 3 (IPTv3) gotiation that establishes an ESP security association (SA).
During this negotiation, SPIs are transmitted in encrypted
A still more general and complex set of heuristics allows |KE payloads and are not revealed to NAT routers. IPTv3
any number of IPsec sessions between clients and any givemaintains a hash table of ESP items containing client and
server. server IP addresses and outgoing and incoming SPIs. An
IPTv3 handles IKE as follows. The IKE header contains ESP item is consideregutstandingor establishechccord-
plaintext initiator and responder cookies. Each cookie hasing to whether the incoming SPI is null or not, respectively.
64 bits and is selected in the beginning of an IKE session When a client sends an ESP packet such that no item in the
to uniquely identify the session within the respective IPsec table matches the client and server IP addresses and outgo-



ing SPI: 3. IPsec Pass-through limitations

o If the server IP address matches no outstanding item,  Thjs section discusses IPsec Pass-through’s limitations
IPTv3 creates an outstanding item containing the client 5 failure modes.

and server IP addresses and outgoing SPI;

o Otherwise, IPTv3 drops the packet. 3.1. Support for IKE and ESP tunnel mode only

Conversely, when a server sends an ESP packet such that

no established item matches the server IP address and in- NAT with IPsec Pass-through is compatible with IKE
coming SPI: and ESP tunnel mode. In IKE, if clients identify themselves

using fully qualified domain names instead of IP addresses,

e If an outstanding item matches the server IP address,IKE payloads and their authentication and encryption do
IPTv3 converts that item into an established one, in- not depend on IP headers, which NAT modifies. ESP tun-
cluding the packet’s incoming SPI, and forwards the nel mode encapsulates an authenticated and/or encrypted IP
packet to the corresponding client; packet in another IP packetl [7]. ESP-authenticated and/or

-encrypted packet portions do not depend on the external

IP header, which uses a private address for the client and is

modified by NAT. The internal IP header typically uses an-

other, VPN-assigned address for the client. Because the lat-
To thwart denial-of-service attacks, IPTv3: ter IP header is not affected by NAT, there is no need for an
] ) . _ALG to guarantee interoperation with protocols that may be

1. Times out outstanding ESP items after a short period layered on top of ESP and whose payload depends on IP ad-
To; dresses or port numbers, e.g. ftp and H.323.

2. After an outstanding ESP item of clieat causes a However, NAT’s address modifications invalidate pack-
packet of another client, to be dropped, limits to a  ets of certain other IPsec protocols, namely Authentication
maximum valueV, the number of packets thatmay ~~ Header (AH) [9] and ESP transport modé [7]. AH adds to
send matching the outstanding item; and IP packets a MAC that depends on parts of the IP header,

i i ) i . including source and destination addresses, plus the entire

3. Times out established ESP items after a period of in-\p avioad. If either of those addresses is modified, the

activity Te;. packet's MAC becomes invalid. ESP’s MAC and encryption

Each ESP item corresponds to an ESP tunregtsch depend on the IP payload only. However, if the IP payload
between successive rekeyings. We say that an epoch of a#f & TCP segment or UDP datagram, it contains a checksum
ESP tunnel comprises two SAs, one in each direction. SAsthat depends on parts of the IP header, including source and
always have a limited lifetime, after which an IKE negoti- destination addresses, plus the TCP or UDP payload. Un-

ation happens and establishes a new epoch’s SAs with newWike IPsec’s tunnel mode, transport mode has only one IP
keys and SPIs. For example, in Linux’s IPsec implementa- header. Thus, NAT modifications of this header invalidate

tion, FreeS/WANI[[8], an ESP tunnel's lifetime is character- TCP or UDP checksums in ESP transport mode packets.
ized by three parameterkeylife (default 8 hours)rekey- Support for IKE and ESP tunnel mode is sufficient for
margin (default 9 minutes), ancekeyfuzZdefault 100%).  many VPNs. VPNs usually use ESP both for packet authen-
Suppose IKE creates or rekeys an ESP tunnel, i.e., genertication and encryption, and do not use AH. Microsoft uses
ates two new SAs, one in each direction, at titpeBoth ESP transport mode to secure L2TPI[10], but most VPN
peers use these SAs to send packets sinaatil some time ~ vendors use ESP tunnel mode instead, because the latter has
t1, when the tunnel is rekeyed, and accept received packetdess overhead.

that use these SAs since timeuntil (to+ keylife). Ataran-
dom time between:

e Otherwise, IPTv3 multicasts the packet to all clients
that have recently had an IKE negotiation with the
server.

3.2. Recovery from NAT crashes but no fail-over
[to+ keylife—(1+ rekeyfuzg« rekeymargih

Because IPsec Pass-through translates IP addresses only,
and: and not port numbers, it can readily recover from crashes.
If a single global IP address is shared among all clients, as
is usually the case, normal client traffic after a NAT router
one or both peers initiate an IKE negotiation to rekey the crash can be expected to cause IPsec Pass-through to relearn
tunnel, if none has started yet. This negotiation is expectedthe same translations that were in place before the crash, re-
to complete successfully by time, t1 < (to+ keylife). covering end-to-end communication.

(to+ keylife— rekeymargin,



However, IPsec Pass-through does not readily sup- Similar recoverability does not exist, however, in ESP’s
port fail-over recovery. Suppose a private network is case. IPTv3's state may be incomplete, incorrect (i.e., may
multi-homed and is connected to the Internet via in- incorrectly associate client and server IP addresses and out-
stances A and B of IPsec Pass-through with distinct going and incoming SPIs, as explained in the following
global IP addresses. Suppose further that a client estabparagraphs), or both. Additionally, ESP does not have built-
lishes an end-to-end ESP tunnel to a server through A.in mechanisms that would promote timely recovery from
If A crashes, the client's ESP packets may be reroutedlosses or errors in IPTv3's state.
and reach the server through B. However, the server con- The first source of errors in IPTv3’s ESP state is in-
tinues to have the tunnel configured with A as the other coming SPI collisions. This is possible because each client
endpoint. Therefore, the server may reject the client’s pack-chooses incoming SPIs independently. It can be expected,
ets when they arrive with B as the source address. Thehowever, to be a rare event. If choice of SPIs is random and
server also continues to send its ESP packets to A,n clients have an ESP tunnel to the same server, wita-
even though A is down and cannot forward the pack- sonably limited, then the probability of an incoming SPI
ets to the client. collision each time a tunnel is created or rekeyed is on the
order of2732. When such an event happens, IPTv3 will for-
ward to the client whose item is first established all pack-
ets sent by the server using the given incoming SPI, and

IPTv1’s limitation of only one IPsec client at a time is remaining clients with the same SPI will not receive their
problematic, e.g., in households where both spouses workpPackets.

Given that IPTv2 is only slightly more complex to imple- The second source of errors in IPTv3's ESP state is race
ment and is more general, there seems to be little reasortonditions that may cause misassociation of outgoing and
to accept IPTv1’s limitations. IPTv2 allows more than one incoming SPIs. IPTv3 implicitly assumes that, after a tunnel
IPsec client at a time, provided that they access differentis created or rekeyed, or the corresponding item in the table
servers. is timed out, or IPTv3 recovers from a crash, first the client

IPTv2 can still be problematic, e.g., if both spouses in a Uses the tunnel to send a packet to the server, and, shortly af-
household or multiple guests at a hotel work for the same ter receiving this packet (but not before), the server uses the
company and need to access the same VPN. This |imita.tunne| to send a packet back to the client. These assump-

3.3. IPTv1 and IPTV2 limitations

tion can be overcome by IPTv3 at a cost of somewhat moretions may be violated in a number of cases:

complex implementation.

3.4. IPTv3 collisions and race conditions

IPTv3 allows multiple clients per server and therefore
does not share IPTv2’s limitation. However, when used with
multiple clients per server, it may in some cases fail, as
explained in the following. These failures do not occur if
IPTv3 is employed with the same limitation as IPTV2, i.e.,
with at most one client per server.

IPTv3's hash tables can be viewed as soft and possibly
incorrect state. IPTv3 loses state, e.g., when an item times
out or the NAT router crashes. IPTv3 automatically reac-
quires state when subjected to further traffic. In IKE's case,
IPTv3's state may be incomplete but not incorrect. More-
over, IKE has built-in timeouts and retry mechanisms that
will promote recovery of IPTv3'’s state, if necessary. Note
that, if (keylife — rekeymargin is larger than IPTv3'Y;
parameter, by the time the tunnel needs to be rekeyed, the
corresponding IKE entry in IPTv3’s translation table may
be already expired. In such cases, the server may be un-
able to initiate the tunnel rekeying. However, the client
will also attempt to rekey the tunnel, and when it does so,
IPTv3 reestablishes the tunnel's IKE entry and allows tun-
nel rekeying to proceed.

1. Suppose client has a tunnet to servers. If there is
no outstanding item that matchesand s usest be-
fore ¢ does (e.g.c was downloading a file when
was rekeyed), IPTv3 has to multicast the packet to all
clients that have recently had an IKE negotiation with
the server, as shown in Fig] 1(a).

2. Suppose clients; and cs have tunnelg; andt, to
the same servet, respectively. Ife; usest; befores
does, and, before using, s usest, beforec, does,
then IPTVv3 incorrectly associatés’s outgoing SPI
with ¢5's incoming SPI, and will deliver t@; pack-
ets sent te,, as illustrated in Fifg]1(b). Thereafter, nei-
therc; nor ¢, will receive the respective packets.

3. Suppose clients; andc; have tunnelg; andt, to
servers, respectively. Ifc; usest; befores does,t;’s
outstanding item times out, ang usest, before s
does, then it replies tac; before it replies ta,, IPTV3
will incorrectly associates,’s outgoing SPI witht;’s
incoming SPI, and will deliver te, the packet sent to
c1, as shown in Fig[]1(c). Thereafter, neitligmor c,
will receive the respective packets.

4. Suppose clients; andcy have tunnels; andt, to
servers, respectively, and that;’s established item



(a) First race condition (b) Second race condition
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Figure 1: When IPsec Pass-through version 3's heuristics fail, race conditions may occur if there are multiple clients access-

ing the same server.

times out. Ifcy usests befores does, but, before re- a user’s VPN connection does not actually involve NAT or
plying to cs, s usesty, then IPTv3 will incorrectly as-  IPsec Pass-through.
sociatet,’s outgoing SPI witht;’s incoming SPI, and IPTACR introduces new parametarsaxidle pingtime
will deliver to ¢, the packet sent tey, as illustrated in - andpingtries IPTACR’s first modification is that, immedi-
Fig.[1(d). Thereafter, neithef norc, will receive the  ately after a client has sent its final IKE packet for creating
respective packets. or rekeying an ESP tunnel, the client sends a ping (ICMP
echo) request to the server using the new epoch’s outgo-
In summary, IPTv3 failures may cause it to forward ESP jng SA. Additionally, if a client has not received any pack-
packets to clients other than the recipient intended by thegts through an incoming SA for a period greater theaxi-
sender. Because ESP’s verification of paCket authentiCityd|e, the client sends a p|ng request through the Correspond_
and decryption depend on keys held only by a packet's in-ing outgoing SA. If, having sent the last ping request more
tended recipient, other clients will Slmply drOp misdelivered than pingtimeago' the client has not received any packet
packets. However, the intended recipient may not receivethrough the corresponding incoming SA, the client resends
his or her ESP paCketS. Neither ESP nor IKE nor higher- the p|ng request, up mjngtriestimes‘ These pings automat-
level protocols (e.g., TCP) will be able to achieve recovery. jcally reveal lack of VPN connectivity, regardless of cause,
IKE may clear collisions and misassociations when the life- and reduce the likelihood of the first two race conditions
times of the tunnels involved expire, but lifetimes may be discussed in the previous section. They also eliminate the
long (often several hours). Clients may therefore need to re-fourth race condition altogether ihaxidle < 77;. If, af-
boot their computers to recover from such conditions. ter pingtriesattempts, the client has not received any packet
through the incoming SA, the client starts a new IKE nego-
. . tiation to rekey the ESP tunnel. Tunnel rekeying with new
4. |Psec Pass-through Automatic Client SPIs promotes recovery from any of the collisions or race
Recovery conditions discussed in the previous section.
IPTACR’s second modification is that if a client repeat-
This section describes IPsec Pass-Through Automaticedly attempts to rekey an ESP tunnel and, during these at-
Client Recovery (IPTACR), a new set of mechanisms that tempts, does not receive replies from the server, then the
promote automatic VPN client fail-over or recovery in cases client drops the existing IKE session and starts a new IKE
of NAT crashes or IPsec Pass-through collisions or race con-session. The client then uses this new IKE session to create
ditions. a new ESP tunnel. The new IKE session promotes fail-over
IPTACR does not require modifications in protocols or recovery when NAT crashes. The new IKE session and any
VPN gateways; it needs only three simple modifications in ESP tunnels created by it will be routed through a back-up
VPN client software. These modifications are harmless if NAT instance, if one exists, restoring connectivity.



6. Related work

Client
A
Router G;t(apfblay Server - _ . .
Client NAT Traversal is an alternative technique for allowing
B IPsec to interoperate with NAT. It modifies IKE so that the

peers discover if there is NAT between them and, if so,
) ) use different UDP ports to communicate (i.e., do not use
Figure 2: Experimental setup. the standard UDP port 500). Additionally, NAT Traversal
causes ESP packets to be encapsulated in UDP packets us-

IPTACR's third and final modification is that, after an N9 the same port numbers as the corresponding IKE ses-

ESP tunnel is created or rekeyed, the client continues toSION- NAT Traversal enables NAT routers to support IKE

use the previous epoch’s outgoing SA to send packets (ex_and ESP both in transport and tunnel mode without spe-

cept for ping requests, as described above), until the client¢ial handling: NAT can translate the port numbers of UDP
receives a packet through the new epoch’s incoming SA, packets encapsulating IPsec packets just like Fhos_e of any
or until the previous epoch’s time, < (to+ keylife), other UDP packets. However, UDP encapsulation imposes
whichever occurs first. After that, the peer uses the newMore overhead than does IPsec Pass-through and, like the
epoch’s outgoing SA to send packets. This rule may prevent/@tter, does not support AH. NAT Traversal has been imple-
IPsec Pass-through from dropping data sent from client to™ented in a variety of mutually incompatible ways by dif-
server immediately after ESP tunnel creation or rekeying. fgrenpvendprs, although there are standards-track specifica-
Without this modification, IPsec Pass-through drops suchtions [11/12].

data if it has another (_:I.ient.'s ESP item out.standing. for the Users typically have no control over whether a VPN
server. With this modification, however, clients wait until gateway they need to access (e.g., as telecommuters) en-
the ping request and reply establish the ESP item of a newgples NAT Traversal and, if so, what variant of NAT

epoch before using that epoch’s SAs to send data. Traversal it supports. Therefore, home and small-office
NAT routers typically offer IPsec Pass-through along-
5. Evaluation side NAT Traversal. However, IPsec Pass-though may in-

terfere with NAT Traversal. If a router implements IPTv1
We evaluated IPTACR on the testbed shown in Fig. 5. or IPTv2, then the router will not enable a second IKE ses-
Each of the testbed’s nodes is a PC running Linux, and thesion before the item established by a previous IKE session
links are crossover Ethernet cables. All links operated at 10times out (NAT Traversal causes IKE to switch to dif-
Mbps. We configured Linux’s IPTv3 implementation, VPN ferent ports only after establishment of an IKE item and
Masquerade, in the Router, and IPsec in the Clients andNAT discovery). The corresponding delay may frus-
VPN Gateway. We used ESP tunnel mode with MD5 and trate users. On the other hand, if a router implements
3DES and a rekeying period of 1 minute. IPTv3, it interoperates well with NAT Traversal, espe-
We instrumented the software in the Clients and VPN cially if the VPN client includes IPTACR.
Gateway so as to be .a.lble tq recreate_ SPI collisions and Other mechanisms have been proposed to enable NAT
each of the race conditions discussed in Sedfion 3 on de- . ; .
. o o to interoperate with IPsec. In particular, EASE[13] and
mand. Using this instrumented software, we verified that )
. RSIP [14] are experimental schemes that enable VPN
IPTACR automatically and correctly recovers from SPI col- . g . : . .
. ) o . clients to communicate with NAT and explicitly lease in-
lisions and each of IPTv3'’s race conditions. We also inten- .
. : coming SPI values. NAT therefore does not need to resort to
tionally crashed the Router when an IPsec session was ac;

tive. We verified that IPTACR promotes automatic and cor- heur_|st|cs to determine the c_hent associated with r,1ew n-
coming SPI, and can avoid IPsec Pass-through’s race
rect recovery also from NAT crashes.

To veriy IPTACR'S sfet on pertomance, we hag icior, Hovere EASE and RO recure conser
Client A download via FTP a file of 19 MB from the P g sy

Server (on a warm buffer cache). The effective through- the NAT i.mplementation-, WhiCh users often do not con-

put was 2640 Kbps without IPTACR and 2620 Kbps with tbrol (_e..g., in hotels and Wi-Fi hotspots). Therefore, they can
e difficult to deploy.

IPTACR.

These results suggest that IPTACR can significantly im-  1Pv6 [15] makes globally unique IP addresses plentiful,
prove the robustness of IPsec Pass-through and has negliand could reduce the need for NAT. However, IPv6 deploy-
gible impact on performance. IPTACR'’s overhead is small ment has been slow. Additionally, if ISPs continue to charge
because it consists simply of periodic pings after rekeying. clients per global IP address, NAT may continue to be used
These pings consume little bandwidth. even after a transition to IPv6.



7. Conclusions

NAT is used in many homes, hotels, small offices, and

(5]

other places that telecommuters, travelers, and other poten-[6]
tial VPN users frequent. To accommodate such users, most

NAT implementations include IPsec Pass-through. IPsec
Pass-through consists of heuristics that enable NAT to in-

teroperate with a useful subset of IPsec. Although com- [7]

mercially important, IPsec Pass-through has attracted little
previous attention in the literature. We characterized IPsec

Pass-through’s operation and failure modes, and proposed[s]

IPTACR, a novel set of mechanisms that enable VPN clients
to recover automatically from IPsec Pass-through'’s failures.
IPTACR can also improve IPsec Pass-through'’s interaction
with other alternatives, such as NAT Traversal. Experiments [10
suggest that IPTACR is highly effective and has negligible

performance overhead.
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