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Abstract—We explore the design of a logically centralized — The 4D architecture proposes a logically centralized @ntr
but physically distributed control plane for 4D architecture. 4D plane, but so far the investigations of the design have been
architecture proposes centralization of network-wide detsion |imited to physical centralization [2], [3] where a Decisio

making state and logic in a logical control plane to ease the . . L
management complexity of data networks. However, the curnet Element (DE) collects the required network informationimna

design implementations of the 4D control plane are limited @ tains the algorithms required for computing network state,
physical centralization. We argue that exploration of physcally and transmits this state information to the data forwarding

distributed control plane designs would be beneficial to the elements i.e. routers and switches. The fault tolerancéief t
scalability and practical deployment of the architecture, and  ¢4niro| plane is then augmented with multiple stand-by DEs
present design guidelines for different routing strategis that . . . - .
can be used to optimize the deployment of distributed 4D which _Can_ tak_eover In case O_f failure. While SQCh physical
architecture. centralization is good as a first order evaluation example,
practical deployment of the 4D architecture may be restrict
by questions about the overall fault-tolerance, respoimse, t
The management complexity of the IP networks arisegd scalability of the physically centralized control gan
mainly due to the interaction of ever increasing functidred,  The first contribution of this paper is that we extend the 4D
and their required state information, with the distributetuire architecture by exploring the design of a logically cerited
of routing design, where each router independently consputsut physically distributed 4D control plane, where morentha
and maintains the state required for its operation. Theimalg one DEs can collaborate to compute the required netword. stat
distributed routing design, meant to keep the network ssmplve believe this logical extension to the current 4D proposal
and robust, is increasingly becoming more and more complgxnecessary to make it scalable with the size of the network,
to accommodate new routing protocols and allow a richer sg¢ well as in making it more robust to DE failures. As an
of functionalities as required in meeting traffic enginegri example, while a centralized DE design might be attractive
QoS, security, and survivability objectives. However, sthe for a small to mid-sized campus network, the network latency
improvements make the task of designing and managing thesex large geographically dispersed enterprise networklavou
networks more and more difficult, as a network managegsult in higher response times in case of failures, making
has to individually configure routers and switches using loguch a choice unattractive. Also, we note that while the 4D
level configuration commands while ensuring that the stagentrol plane might be enrolled in traffic management, threa
computed by the distributed operation of the network is #xac monitoring, and security tasks, the complexity of even tae b
what is needed for the proper operation of the network. Thésc shortest-path reachability computation on a centdlRE
network management problem has so far been addressed, wWighs super-linearly with the size of the Autonomous System
limited success, by designing incremental tools that help (AS) [2], indicating a maximum network size where such a
managing the router configuration tables. design might be deployed. These observations reinforce the
Recently, 4D architecture [1] proposed a new approagleed to extend the centralized 4D control plane but there are
where the fundamental cause of this management complexitgo several trade-offs, first being the increase in conifylex
is addressed. The 4D architecture advocates a new layerningt results when any distributed computation is employed i
design of the IP networks which separates the task of pack@é control plane. Recalling that the distributed compaiat
forwarding from the control logic required to operate theomplexity of the present routers is the reason that we are
network elements. This separation of data and control faygjursuing 4D design in the first place, we note the need to
is in contrast with the current practice where data forwagdi optimize the control plane design so that the overall burden
mechanism and control logic are inter-twined inside a netwoof distributed computation can be minimized. Our second
router. This approach has the potential of reducing the @ostcontribution is that we use linear optimization strategies
network devices as well as reducing the complexity of nekwoanalyze the deployment strategies for DEs in a distribuid 4
management, while maintaining the robustness and resylierarchitecture. These optimization strategies are decdifpden
of IP networks. any particular design of the distributed architecture teuea
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decision-making from a router/switch’s perspective. Aedir
implication of this partitioning is that a DE will have acses

to full reachability information about its own area, but may
have access to only partial and relevant information about
other areas. From a DE’s perspective, this means an exchange
of the centralized 4D’s global AS-wide network view with

a constrained view comprised of full local-area view and a
partial view of the peer-area(s). The extent of the peea-are
view depends on the control plane task for which it is needed.
For example, link status and reachability information pded

by the peer areas through a Link State Advertisement (LSA)
Fig. 1. High-level Overview of the Distributed 4D Design. packet is sufficient for shortest-path routing. On the other
hand, the same peer-area view may not suffice for computing

the rationale behind the distributed 4D design and preseﬁpst'mal reachability when traffic-dependent link weighj [

a linear optimization based framework for optimizing th re used. Other possible control plane tasks such as load

placement of DEs in an AS. Section IV presents the resuoglancmg, threat monitoring, efc., may require differlenels

of our investigation of optimizing DE placement in rockedfu peer-area ViIews necessary forthelr opgratlon. Thescioe
topologies. Section V concludes our work note that while the minimization of the inter-DE exchanges

is necessary to achieve better scalability and robustriess,
1. RELATED WORK minimum level of peer-area view can not be determired

Alternatives to the current IP network’s distributed routPriori for all tasks that may involve the 4D control plane.
ing approach were explored early on by several specializétftead of hardwiring the maximum AS-wide view in the
networks. Most notably among them were IBM SNA [4fesign, we allow more variation by believing that the nature
and TYMNET [5]. Legacy IBM SNA employed dedicatedof tasks that are added to the 4D control plane will determine
network controllers to compute the routes in a session badBg right balance of peer-area view, and leave the actual spl
host-terminal network. TYMNET used a single “Networlof the AS-wide view to the network designer who is in
Supervisor” to compute the routes for a virtual circuit lthse? better position to determine the necessary peer-area view
network. TYMNET’s use of a centralized Network Supervisopeeded for optimal completion of the control plane task.
is analogous to using a single DE in the centralized 4Phis modularity of design to accommodate different design
architecture. In TYMNET's case, the scalability of the netly Preferences is in-line with the principle of modularizatio
was constrained by the resource bottleneck at the Netw@ng tussle boundaries [10].

Supervisor, limiting the network size to 500-600 nodes. M/hi Our second enhancement to the centralized 4D design is the
realizing the technological advances in computation pawmer addition of local-area policies as input to the 4D contrair.
bandwidth availability, we believe that a centralized dasi AS illustrated in figure 1, AS-wide policy is consistent with
would still be limited in a maximum network size becaus@ll the DEs and may include policies related to securityfiora

of the increase in the routing constraints required by varioManagement, inter-domain routing, etc. This specificatibn
QoS, robustness, and security objectives, as opposed to AgWide policy is one of the design goals of the 4D network,
simple connectivity requirement in TYMNET. which specifies that network wide policy should be available

Routing Control Platform (RCP) [6], [7] was proposed af® the decision/control layer for optimal decision making.
a logically centralized point for computing Border Gatewaylowever, the network management may also need control
Protocol (BGP) routes and improving the scalability of &rgover policy issues related to individual area that does not
networks. However, RCP is limited to BGP route computatigifect the whole AS network. As an example, a planned
and does not extend to the Interior Gateway Protocol (IGP¥}intenance event inside an area may not have network-wide
routes. Recently, IRSCP [8] has been proposed as an iretligmplications, if inter-area routing exchange does not gean
route selector for a network, where it performs computatici @ result. Such local events may be easily controlled with
of BGP routes using not only the IGP information but alsge help of local-area policy giving some control to local
input from a intelligent system aware of other aspects of tf€twork administrators in policy issues that do not require

Logical Control Plane

network such as load conditions and DDoS attacks. network-wide coordination. Our proposed architecturenis i
line with the common observation that most large AS networks
I1l. DISTRIBUTED 4D NETWORK DESIGN are partitioned along divisional and geographical bouiedar

Figure 1 shows a high level view of the 4D architecturaith each partition operating with some level of indepertden
where the AS network is logically partitioned into two areasontrol. Therefore the division of network policy into ASde
each of which is controlled by a DE. The partitioning is ladic and local-area should help in maintaining the natural ngtwo
because the DEs, grouped together, form the logical contmybanizational structure and result in easier transitmihe
plane; exchanging information with each other needed 4® architecture.



- - == Direction of messages common to both routing designs

T Diecton of messagee ' Pegotaton based ouing designs the updated routing tables, presumably after waiting fer th
expiration of a hold-timer to collect all link-state updsite
related to the same event, and inform R1 as well as DE2.
DE2 will, in turn, compute the updated routing tables for its
own area and inform router R2. In this scenario we assumed
a routing policy that takes local decisions at each DE based
on the available information, without exchanging any more
messages than what is needed to disseminate the information
about the event. We note that shortest path routing exhibits
this property as each entity takes local decisions without
negotiating the possible choices with other entities. Tdialt
Fig. 2. Update messages triggered by failure of R3. time for achieving convergence in this case will be:

ttotal :ttimeout(Rl) + d(Rl, DEl) + thold(DEl)—l—

A DE failure in 4D control plane can have major impli- teompute(DE1) +d(DE1, DE2) + d(DE2, R2)

cations for the network operation. In order to increase thhe values Oftiimeout, thoid, @nd teompute are protocol-
robustness of the network to failures in the control plane, vepecific and can be assumed to be constafbr a given
propose that a goal in designing the 4D network should Imetwork size. Therefore, the worst-case convergence delay
k-coverage - defined for any router/switch in the AS as theappens at the maximum of propagation delays:

number of DEs covering the router in the 4D control plane

so that a failure in any one DE should not affect the control bmaz = 2dmaz (R, DE) + dimaz(DE, DE) + ¢ (1)
plane operation. This measure of 4D control plane robustnés the second case of negotiation based routing, the computa
is applicable to the centralized 4D design where hot stand-ton of routing table update requires an exchange of message

DEs are used to cover the failure in the primary DE. between the DEs. Such exchange may be required in routing
_ policies where the objective is to solve a multi-constrdine
A. Optimal DE Placement optimization problem and each DE takes part in negotiating

In this section we examine different strategies for posihe globally optimal solution. In this case, the number of
tioning DEs inside an AS network. The optimal positionin@E-DE exchanges may outnumber the Router-DE messages
of DEs is important as the performance of a distributed 48hd so minimizing the convergence delay would require min-
architecture is heavily influenced by the placement of DEmizing the aggregate DE-DE delays. We also note that DE-
within the AS. We can consider several objectives in definifgE exchanges/negotiations may also be necessary in control
the optimality: minimization of network cost, convergenc@lane tasks other than routing, and so the applicabilityhis t
delay in case of failure, DE response time, and DE-Dflacement strategy may extend beyond multi-constraineigro
delays can each be considered as optimization objectiveptimization problems.

However, these objectives taken together can be contaagict In order to minimize the worst-case convergence delay, we
for example network cost is minimized with a centralized DEjeed to compute a DE placement strategy that minimizes
as the single central DE is cheaper than multiple local-ard@& Router-DE and DE-DE delays. We cast this placement
DEs and allows us to gain in economy of scale, while theroblem as a modification of the capacitafednedian prob-
minimization of DE response time suggests a higher numbdem [11], wherep is the required number of DEs in the AS.
of DEs to minimize the propagation delays between DEEhe dissemination plane is assumed to be built from shortest
and routers. In our discussion of the placement strategies, paths, as in the case of centralized 4D design. The computati
consider minimization of the convergence delay as the pyimaof p is an operational decision that is likely to vary from AS
objective. Minimization of convergence delay is importast to AS, influenced by several factors:

it will reduce the time for the routing to stabilize after anyl) AS topology will influence the number of required DEs
topology changes. Since, the actual convergence times mreseveral ways. In AS topologies with large geographical
dependent on the routing protocol specifics, we will gefiesgal distances between routers, the required number of DEs ®iill b
the worst case convergence delays separately for two éifferhigher to constraint the Router-DE delay. Organizatiotraics
routing strategies: first, where the routing decisions ffedént ture and business division boundaries will affect the numbe
areas can be taken independently; and second, those routh®Es, while higher density of edges in the topology graph
strategies that require co-operation among DEs to achiaway reduce the required number of DEs. T8hnological
consistent routing decisions. Constraints include the computational and storage capacities

Figure 2 illustrates both the cases where the routing deoif the DEs. While the computational load for shortest-path
sions in an area are independent or negotiation based. In theting is within the capacity of a DE build using general-
first case, failure of router R3 triggers a link-state updaden  purpose machine [3], the workload on the 4D control plane
router R1 to DE1, which may involve a timeout at R1 waitingvill increase with the number of control plane tasks.Rgy
for keep-alive message on link R1-R3. DE1 will then computaustness Objectives will require redundancy in the 4D control



plane to avoid single points of failure. One such objecti#he Constraint (2b) ensures that a router is assigned to exawcdy
k-coverage of the routers and other data plane devices, whigh. Constraint (2c) is used to guarantee the correct nuntber o
requires at least DEs in the AS network. Constraints on theDE-DE adjacencies in the objective function. Constraimt) (2
maximum length of Router-DE multi-hop path can also b#rbids adjacencies for locations where a DE is not present.
considered to reduce the susceptibility of Router-DE adntrConstraint (2e) limits the total number of DEs #o Finally,
path to link failures. 4)Cost of the 4D network would be by Constraint (2f) we ensure that the total assigned wotkloa
largely dependent on the number of DEs and so minimizirgg a location does not exceed the available capacity at that
the cost will minimize the number of DEs. Berformance location. We observe that this formulation’s objective isrm
Objectives such as the minimization of convergence delagensitive to the aggregate delays between routers and DEs, i
depend on the value of p. comparison to the DE-DE delays, as the number of routers
The formulation of the problem requires the valuepods is greater than the DEs. Therefore, there will be more terms
an input. If there is no readily apparent value for p, a nekwowhered;;x;; is positive as compared to terms whelgy;. is
designer can compute the DE positioning for several valfiesfositive. This will increase the sensitivity of this formatibn to

p and compare the outcomes on cost vs. benefit. router-DE delays. For the routing strategies where themgut
decision at a DE may not be taken independently, we minimize
B. Formulation of the DE placement problem the DE-DE delay while bounding the maximum router-DE

Let R = {ri,7s,...,rm} be the collection of routers in delay by a constanB3. Our new LP formulation, with the
the AS andp be the number of DEs to be positioned ifouter-DE delay bounded b§ in constraint (3g), is:

the network. LetL = {l1,l2,...,1,} be the set of possible pin dois 3a
locations for thep DEs. We defineA as the total number Jé}; indik (32)
of DE-DE adjacencies, that id = p(p — 1)/2. Let d;; be k#j
the shortest-path delay between routgrand a possible DE  subject to:
location/;. The delayd;; may include queuing and transmis- Zx'j -1 icR (3b)

sion delays, in addition to the propagation delay, espgcial <
when multi-hop paths are used between a router and a DE. Le&: Z N
Yjk =

d;1, be the delay between locatiohsand /.. Let w; be the (30)
measure of;’s workload, defined as;’s projected demand on  J€L ’Z%
a DE's resources which includes computational, memory, and _
bandwidth demands. We propose using the size of the routingz Yik + Z ykj = (p—1)y; <0 jeLl (3d)
table as a proxy for the computational demand. Qetbe the ;<4 (S
maximum workload that a DE at locatidnis able to sustain. Z o (3€)
x;; andy;, are binary variables with;; = 1 if r; is allocated _ Yi=»r
to the DE at/;, andy;, = 1 if a DE-DE adjacency is identified jek
between/; and!;. The linear programming formulation given > wiwi; — Qy; <0 jeL (3f)
below will indicate the position of DE at sit§ if y; = 1 iE€R
using the minimization objective in Eqn. (1). dijrij < B i€R jeL (39)
Tijy Yjk Y € 10,1} i€R jkeL (3h)
Min Z (Z 2d; x5 + Z d;rYik) (2a) These linear programs can be solved using either stan@-alon
jEL i€ER kel LP solvers e.g. CPLEX [12] and GLPK [13], or by using
) k7 approaches discussed in [14], [15], and references therein
subject to: In §IV we discuss results obtained for real AS topologies
inj -1 i€ R (2b) using GLPK solver. Since the 4D architecture proposes the
JeL separation of data and dissemination paths, the bound on
Zzy ) (20) maximum delay B) and DE work-load ;) provided in
_ gk the two formulations will not be affected by the dynamic
jeL kel . . . - .
k#j routing choices in normal conditions. However, failures of
_ A _ - dissemination paths, due to failures in either control dada
%yﬂk * %yk] (p—1L)y; <0 jel @ planes, can lead to discovery of new dissemination pattts tha
k<j k>j violate the bounds o3 and K;. The magnitude of deviation
Zyﬂ' =p (2e) from these bounds will depend on the connectivity of the AS
ielL topology graph.
Zwixij - Q,y; <0 jeL (2f) IV. DESIGN EVALUATION
i€R

) _ In this section, we provide computational results for the
Tijs Yjks Ykj € {0, 1} i€ R jkel (29) optimal DE placement problem given §nll. We investigated



five different AS topologies from the rocketfuel project [16
and utilized the glpsol utility in GLPK [13] to solve the liae
programs for DE placement. Rocketfuel reports latencies an
inferred weights between pair of vertices (routers), and we
used the latency values between verticend; as the measure

of shortest-path delay;; in our model. Since rocketfuel mea-
surements were made online, this measure of delay contains
average queuing delay between the pair of vertices in afditi
to the propagation delay. The AS topologies were checked
for connectivity and the largest connected component was
utilized when full connectivity was not found in the instanc

Average Router-DE latency (ms)

" 2 3 4 5 6 7
graph. The number of routers, the maximum shortest-path P (Number of DEs)
delay d,.., and the average shortest-path defgy, for the

instances are shown in table I.

Fig. 3. Plot of average Router-DE delay for= 10

TABLE |
ROCKETFUEL TOPOLOGY SUMMARY optimal network control for shortest-path routing, whileet
optimality for more sophisticated routing approaches sded
AS Number | Vertices | dmaz(MS) | davg(Ms) be investigated. We believe that the distributed contrahef
1221 104 54 /.82 4D architecture can enhance its scalability and we hope that
1755 87 47 6.25 K will fut h effort s desi
3257 161 83 777 our work will encourage future research efforts on its desig
3967 79 105 11.93 and adaptation.
6461 138 137 17.43
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