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Abstract

Dynamic binary translation (DBT) can provide securitytwéliza-
tion, resource management and other desirable servicestiece
ded systems. Although DBT has many benefits, its run-timeoper
mance overhead can be relatively high. The run-time ovefrigea
important in embedded systems due to their slow processok cl
speeds, simple microarchitectures, and small cachesp@pisr ad-
dresses how to implement efficient DBT for ARM-based embed-
ded systems, taking into accountinstruction set and catBedu-
ances. We develop several techniques that reduce DBT @aerhe
for the ARM. Our techniques focus on cache and TLB behavior.

We tested the techniques on an ARM-based embedded device and

found that DBT overhead was reduced by 54% in comparison to a
general-purpose DBT configuration that is known to perforeti,w
thus further enabling DBT for a wide range of purposes.

Categories and Subject Descriptors  C.3 [Computer Systems Or-

ganizatior): Special-purpose and application- based systems—Real-

time and embedded systems; D.3Rrdgramming Languagés
Processors—Code generation, Compilers, Incremental i@s)p
Interpreters, Optimization, Run-time environments

General Terms Measurement, Performance, Design, Experimen-
tation

Keywords ARM, Dynamic Binary Translation, Virtualization

1. Introduction

Dynamic binary translation (DBT) is a technology that akomon-
itoring and possibly modifying a software application asuns.
With information available at run-time, DBT can be used in-em
bedded systems for platform emulation [5], code securitydib-
gram analysis and instrumentation [9], power managemédlit [2
virtualization [1], dynamic optimization [4], and other yposes.
For example, in embedded systems with Flash memory, DBT can
be used to provide binary loading [3]. An incremental loduigit
with DBT can achieve a 1.9 to 2.2 speedup over traditional orgm
shadowing.

During translation, application code is modified and samal i
a software-managed buffer, called tiiagment cachdF$), from
which the code executes. The translated code invokes thentign
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translator whenever a new application address is encahtdat-
urally, dynamic translation introduces run-time perfonoa over-
head. The overhead comes from the translation process &nd th
code injected by the translator for its own purposes (eagret
main in control of the application). This run-time overhe#édoo
large, can dissuade users from taking advantage of DBT sedau
might require a faster CPU. Recent work with scratchpad nmgmo
has shown that DBT can achieve low run-time overhead [2,l8F T
paper focuses on ARM-based embedded systems withoutlscratc
pad as a step toward building an efficient dynamic trangiatie
frastructure for ARM.

The ARM architecture is dominant in embedded systems. It is
used in numerous devices, such as cell phones, routersnabile
control systems, HDTV set-top boxes, and personal digialsa
tants. To make DBT practical for the ARM, and thus, widely ap-
plicable, it has to be carefully tuned, especially becabigsedRM
exposes the program counter (PC) in a registeb).

The exposed PC is common in ARM code. For example, it is
used in load instructions to make PC-relative referencdarge
constants (due to ARM’s small 8-bit immediate fi§ldwrites to
the exposed PC are also common and used to implement indirect
calls, returns, switch statements, etc. The way the dynaansla-
tor handles the frequent reads and writes of the exposed B@ ha
significant run-time overhead impact. References to there@Gek
ative to untranslated application code, rather than tededlcode.
Copying an instruction into the F$ changes its PC. If theinab
instruction referenced the PC, the translator must mapéheRC
reference of the moved instruction to the original one. EqubPC
values that are available during translation can be mapjtadm-
ulation. PC values that are unknown during translation ireculy-
namic mapping. Indirect branches, for example, jump to a-com
puted target address. A commonly used, fast mechanism tamap
indirect branch target address is thelirect Branch Target Cache
(IBTC) [10].

Exposed PC emulation and the IBTC have to be carefully con-
figured to have low run-time DBT overhead on the ARM. The
IBTC, in particular, has many configuration options [10]this pa-
per, we examine an IBTC configuration that past work reconteen
for general-purpose systems [10] and determine it is ndtsuéited
for the ARM’s ISA idiosyncrasies. We tune the IBTC to find its
best configuration for the Intel/Marvell PXA270 ARM process
We also develop a new low overhead mechanism that is special-
ized to the handling of returns. Our implementation is firtalyed,
with hand-crafted assembly routines to perform contextcweis
and other low-level translation tasks.

Despite much tuning, there is room for improvement in the
translator's run-time overhead. To better understand vieehead
sources, we profiled the programs with and without DBT using
hardware performance counters. The performance couienses!

1The 8-bitimmediate can optionally be shifted before use.
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Figurel. Dynamic binary translator system operation

that DBT was causing significant additional pressure on thBsT
and caches, resulting in poor performance. We identifiedrai-do
nant source of the pressure as PC-relative loads and sforalsies
generated by the translator and from the original appbcatiode.
The issue is not in the translator's generated code, buerdtte
interactionwith TLBs and caches.

To improve the handling of PC-relative memory operations,
we developed several new techniques, includiagment pooling
(FP), page pooling(PP), page pooling on code pagéBPC), and
paged translator re-entryPR). FP, PP, and PPC lower the over-
head of managing data values in the translated code. Thelse te
niques reduce overhead by grouping data in a way that improve
cache and TLB behavior. PR reduces the overhead due to atssta
needed to re-enter the translator from the translated does
important during program phase changes, when the transiety
be entered frequently. PR improves the data TLB behaviortaue
interactions between the translated application code lettans-
lator. Therefore, we expect our techniques to provide benefi
any ARM-based device, although the exact benefit will depend
application behavior (e.g., data usage and instruction)féaowd mi-
croarchitectural features (e.g., cache and TLB contentiost of
cache and TLB misses, etc). This paper makes several aentrib
tions:

e How to tune a dynamic translator to the ARM instruction set
architecture and a specific microarchitecture implementat

Descriptions of methods for emulation of the ARM’s exposed
PC, approaches for improving the IBTC on the ARM with PC-

relative table accesses, and a new method to improve hgndlin
of function returns (fast checked returns);

¢ A comprehensive experimental evaluation of the sourcerof ru
time overhead in a carefully tuned dynamic translator fer th
ARM and identification of the remaining sources of overhead
arising from increased cache and TLB pressure;

e Algorithm descriptions and implementations of novel tech-
niques — fragment pooling, page pooling, page pooling with
code pages, and paged translator re-entry —to reduce cadhe a
TLB misses from data values and PC-relative constants;

e Thorough experimental evaluation of the techniques on an ac
tual embedded device.

This paper is organized as follows. Section 2 describesphe o
eration of DBT and how to tune a translator to the ARM. Sec8on
describes new techniques to better manage constants andadat

Instruction [

Addr: add rO,pc,#const

Emulation |
TAddr: 1dr rO, [pc,#(Value-TAddr-8)]

Addr+8+#const
1ldr r0, [pc,#(Value-TAddr-8)]
sub r0,r0,rl

Value:
TAddr:

Addr: sub rO,pc,rl

Addr+8

str ri, [pc,#(Spill-TAddr-8)]
ldr ri, [pc,#(Value-TAddr-12)]
and rO,rl1,r0

ldr ri, [pc,#(Spill-TAddr-20)]

Value:
TAddr:

Addr: and rO,pc,r0

Addr+8
value ofr1

Value:
Spill:

Figure 2. Emulation of instructions that read the exposed PC

ues. Section 4 gives an overall evaluation. Section 5 ptessiated
work and Section 6 concludes the paper.

2. Enabling DBT on the ARM

To enable dynamic binary translation for the ARM, attentieas

to be paid to several instruction set and microarchitedieaures.
In this section, we describe the basic operation of DBT and oo
tune it for the ARM. Based on this tuned configuration, we ex&m
the causes of program slowdown from DBT.

2.1 DynamicBinary Translation

A high-level view of a dynamic binary translator’s operatis il-
lustrated in Figure 1. The dynamic translator must ensweuh-
translated application instructions are examined andiplysaod-
ified prior to their execution. To do so, the translator isoked
whenever new application code is requested. New code iested
when execution begins and every time a control transfemniogon
(CTI) goes to an untranslated application address. Duramsta-
tion, the translator replaces each CTI with an exit stub thet
enters” the translator for a new address, callé@anpoline

To safely re-enter the translator, the application’s camntgust
be saved in order to free registers for use by the translatara
context switctis done. The translator checks if there is translated
code in the fragment cache (F$) for the requested applicaiib
dress. If so, the application context is restored and theespond-
ing translated code is executed. Otherwise, the dynamis|tor
builds a new set of translated instructions, callefdagment and
saves the fragment in the F$. When translation stops, thikcapp
tion context is restored and the new fragment is executed.

To avoid unnecessary context switchzagment linkingover-
writes trampolines with a direct CTI to their target fragrmédi.
This is not possible for indirect CTls since their targetymiaange
during execution. Instead, tHadirect Branch Translation Cache
(IBTC)is used [10].

2.2 Tuning DBT for the ARM

To get low overhead from DBT, the translator must take inte ac
count instruction set nuances. For example, the cost ohgdtie
eflags register on the Intel IA-32 architecture leads to certain im
plementation choices [10, 19]. The microarchitecture amches
are also important. For example, the way branches are héndle
by the AMD Opteron 244 leads to different DBT implementation
choicesthan the Intel Pentium IV Xeon [10]. The ARM is likbet
processors in this regard. Indeed, the ARM’s instructidrasd ex-
posed PC lead to complications and interactions with thdesc
and TLBs.



| Parameter | Value |

Interaction

1. IBTC size

2. Reprobing

3. Reprobe depth

4. Lookup placement
5. Table placement
6. Fast checked returns Enabled or disabled

Typical range 512 to 32K entries
Disabled or enabled

Typical range 1to 3

Inline or out-of-line

Larger IBTC: better hit rate, increased D$ and D-TLB pressur
Enabled: Better IBTC utilization, introduces search oegudh

Larger depth: Better IBTC utilization, increases overheaé miss
Inline: Lower instruction count, increases I$ pressure

Separate location or next to lookup Separate: Higher instruction cost

Enabled: Introduces address check overhead, may avoid I83Koips

Figure 3. Configuration parameters for writes to the exposed PC

2.2.1 Readsof the Exposed PC

To handle reads of the exposed PC, we use emulation: theakigi
PC of the untranslated instruction is made available tortrestated
instruction. Figure 2 shows how to handle readg ¢

The first case shows anid instruction that hagc and a con-
stant as source operands. During translation, the tram$tddls the
computation: it has the PC of the instruction at translatiime and
the constant (from the instruction). It emits the foldeduesinto a
scratch slot (labelletfalue). Theadd instruction is changed to a
load of the folded value into registeo.

The second case is a subtract with two register operands, on
of which ispc. In this situation, the computation cannot be folded
because1’s value is unknown until run-time. Instead, the original
value of pc is emitted into a scratch slot (labellethlue) and
loaded into the destination register before the subtract.

The final case shows a situation where the destination ezgist
is also a source register, so it cannot be used to hold thenalig
value ofpc. Instead, another registeri(in the example) is spilled
to hold the value for the computation, and reloaded at theoénd
the emulation code.

PC-relative loads and stores with immediate offsets are han
dled specially. Data values (e.g., large constants) mugtideed
relatively close to the instructions that reference theug t the
ARM’s maximum 4KB immediate offset in load and store instruc
tions. A translated instruction, having been brought il E$, is
often too far away from the original referenced data to as#tehi-
rectly. The DBT can instead generate an “address pointerthi®
PC-relative load (or store). The pointer is the addressebtiginal
referenced data in the application code and is placed neanieths-
lated instruction (i.e., within 4KB). When executing, theiter is
first loaded into a register and then dereferenced by anaibdr
(or store) to access the original data. This approach egsnahat
the application code would have done.

222 Writesto the Exposed PC

A write to the exposed PC is essentially an indirect CTI. Bsea
the target application address of an indirect CTI is unknowwtil
the control transfer executes, the dynamic translatordhasp the
application address to a F$ address (translated code) ewveryhe
indirect CTl executes. Indirect CTls can be handled by remgyto
the translator to map their target address to a F$ addresse\o,
this solution is too expensive due to the run-time overhefad o
context switches. Instead, the IBTC can be used to reduasotie
The IBTC is a hash table that holds mappings from indirect CTI
target application addressesto F$ addresses. The tedhstade for
the application address is located at the target F$ addkés= an
indirect CTI is translated, code is emitted to access theCQBIT
a target address is not in the IBTC (i.e., a miss), the tramsia
entered to map the address. If a fragment does not exist éor th
application address, the instructions at the addressarslaited. A

2Thepc register always contains the address of the current irtigirue 8.

e

single IBTC is typically shared by multiple indirect CTISOJL The
IBTC has parameters that influence its effectiveness.

Figure 3 summarizes the possible IBTC configuration choices
Each choice has a trade-off between instruction count (i) a
interaction with the caches and TLBs. The first to fourth ckeiare
standard ones from Hiser et al. [10]. The fifth and sixth patzms
are specific to our ARM implementation.

Thetable placemenparameter, the fifth in Figure 3, determines
where to put the IBTC table. The table can be in data memory,
and therefore accessing the table requires loading itseeaddrom
memory. This approach can lead to increased memory cootenti
Alternatively, the table can be adjacent to the IBTC lookode
which allows the use of PC-relative accesses to the tableaFo
shared IBTC, this option should be enabled only with an dut-o
line lookup (OLL).

While the IBTC is effective at handling general indirect GTI
return instructions have a property that can be used to eethair
overhead. A return transfers control to an application eslslthat
can be mappedrior to making a call. We developed a technique
for the ARM to exploit this property, called “fast checketinas”
(FCR). This parameter is the final one in Figure 3. FCR differs
from previous fast return implementations [15] in that itecks
that return addresses are within the fragment cache.

Unlike a normal return in the application code, a translaied
turn does not go to the instruction after the translated Baltause
a new fragment is formed for an address that is the targetef a r
turn, the translated return address can be anywhere in tHeGH$
requires coordination between calls and returns to passairect
translated return address. A call is translated in two steipst, the
target of the call is inlined at the call site. Second, the siffects
of the call are emulated. One side effect sets the ARM’s letk r
ister (the return address register). FCR sets the link texgis the
translated return address in the emulation of the call.dfabde at
the application return address is not translated, it isgongtively
translated to obtain the needed F$ return address.

There is a complication to this approach: The ARM lacks ex-
plicit call and return instructions. The dynamic transtamoust
speculate which indirect CTls are calls/returns. Callsralatively
easy to predict: they are typically done with a “jump and’lii
struction. Returns are more difficult to predict. A returmgda fact,
be any instruction that sets the exposed PC. Furthermardinth
register can be manipulated between a call and return.

Due to these problems, an instruction that is predicted @ a r
turn can not simply jump to the value in the link register.Hét
prediction is correct and the link register was not manifadde-
tween the call and return, then control will transfer to tloerect
translated address. If the prediction is wrong, a call waatego-
rized, or the link register was changed, then control canldst™
by the dynamic translator. To deal with this problem, FCRsLe®
“address check” prior to executing an indirect CTIl. Whentthas-
lator recognizes a call (jump and link), it sets the link stgi to the
translated return address. On an indirect CTI (which may ke a
turn), a fast check is done to determine whether the dektimad-
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Figure 4. Program slowdown with Strata relative to native execution

dressis in the F$ (whose bounds are known) or the applicteidn

If the value is a F$ address, then the indirect CTl is a retutnse
corresponding call instruction was detected. In this casatrol
can transfer to the address without an IBTC lookup. If theieas

an application address, then the indirect CTI may not beuarretr
perhaps, the translator miscategorized a call. The IBTGé&luo
map the address in this situation.

Simple manipulations of the return address register (éng.,

library code) can be easily tracked and FCR disabled when the
are discovered. More complicated manipulations could thtie

MB memory and a 600MHz Intel/Marvell XScale PXA270 ARM
processor with 32KB I1$ and D$. We used Linux 2.6.21, and GCC
4.1.1 with “-O3".

We used the MiBench benchmarks for embedded systems [8].
pgp.decodepgp.encodersynth sphinx andtypesetdid not run
in our setup. The large data sets were used for most programs.
However, the large data sets fadpcm.decodeadpcm.encode
tiff2bw, tiff2rgba, tiffdither, andtiffmediandid not fit in the device’s
memory. The small input data sets were used instead for these
programs. Because many MiBench programs execute extremely

FCR mechanism but is unlikely to happen in normal progranecod quickly, we modified them to execute for at least one secopd (a
The MiBench programs and associated library code do not have proximately) by changing them to call their main functionltiple

any such manipulations that we have encountered.

2.3 Experimental Results

To identify the best choices for the configuration paransetee
experimentally tried a large range of values. We compared th
best settings to recommendations for a general-purposersye
understand how the configuration influences overhead.

2.3.1 Methodology

We retargeted the Strata DBT [16] to the ARM/Linux platform.
Strata is a reconfigurable and retargetable infrastrudhae has
been used for many purposes in embedded systems, inclustileg ¢
compression [17], code dissemination [22], code secutity &nd
software instruction caching [3].

times. These programs asglpcm.decodeadpcm.encodeblow-
fish.decodghlowfish.encoderc, dijkstra, gsm.encodgpeg.decodge
jpeg.encode, shastringsearch susan.cornerssusan.edgessu-
san.smoothingtiff2bw and tiffdither. This modification ensures
that the impact of the IBTC and other control mechanisms @n b
observed for programs with fast execution times. Otherwise-
gram run-time is dominated by time in tih@nslator, rather than
time in thetranslated codeFinally, the programs and data sets
were placed in a RAM disk and all programs were run with a light
system load and the network driver disabled. This setupressu
accurate timing runs. Performance results are reporteddbas

usertime.

2.3.2 Initial PerformanceOverhead

Strata is configured to form dynamic basic blocks [18], which To find the best configuration parameters, we did a series-of ex

minimizes code growth (important for embedded systems)48]
effectively unbounded code cache is used. Experiments ware

periments that tuned the translator by trying all comborai of
parameters from Figure 3. The typical values listed in tharég

on a Gumstix Verdex XL6P embedded system, which has 128 were used for IBTC size and probe depth.



Program Strata-ARM | IC Ratio Instruction |  Instr. Miss Data Miss
Overhead Distribution | Distribution | Distribution
adpcm.decode 125.0 104.0 49.3 258 25.0
adpcm.encode 136.0 102.4 46.0 39.3 14.7
basicmath 176.0 137.4 85.0 115 35
bitcount 192.0 141.2 89.8 8.1 21
blowfish.decode 111.0 112.1 83.2 5.4 11.4
blowfish.encode 115.0 105.8 84.8 5.3 10.0
crc 114.0 115.3 89.2 6.1 4.7
dijkstra 137.0 130.5 87.9 7.2 4.8
fft 173.0 143.3 87.3 10.0 2.7
fft.inverse 173.0 1434 87.1 10.2 2.7
ghostscript 175.0 135.8 78.6 155 5.9
gsm.decode 121.0 113.8 86.7 9.3 4.0
gsm.encode 119.0 104.4 82.5 14.8 2.7
jpeg.decode 134.0 107.2 65.2 12.8 220
jpeg.encode 129.0 118.6 76.0 11.6 125
lame 154.0 129.9 85.4 10.6 3.9
patricia 463.0 156.5 45.1 51.2 3.7
gsort 165.0 140.4 86.6 8.7 4.7
rijndael.decode 145.0 108.7 82.8 10.1 7.1
rijndael.encode 148.0 112.2 82.2 109 6.9
sha 115.0 124.1 88.2 6.9 4.9
stringsearch 146.0 1271 65.2 9.0 25.7
susan.corners 119.0 113.3 72.6 10.3 17.1
susan.edges 123.0 118.4 83.9 7.7 8.4
susan.smoothing 104.0 111.6 89.3 5.6 5.0
tiff2bw 129.0 121.6 68.6 8.4 23.0
tiff2rgba 124.0 140.2 54.3 9.6 36.1
tiffdither 141.0 127.1 78.5 14.0 7.5
tiffmedian 126.0 142.6 70.6 12.3 17.1
Average 149.0 123.8 N/A N/A N/A

Figure 5. Profile of relative distribution of total execution time

From this large set of experiments, we foundllest configura-

tion that worked well over most benchmarks. We call this configu-

ration “Strata-ARM.” We do not report full results from thrper-
iment for brevity. We compared Strata-ARM to the recommehde
configuration from Hiser et al. [10] (called “Strata-OpfThis con-

ther. To find the source of the overhead, we profiled the apfidins
using hardware performance counters. The PXA270 has asunte
for cache misses, TLB misses, instruction fetches, and etrents.

Figure 5 summarizes the collected profile information. Wedus
the PXA270 hardware counters to collect: total cyclesrirciton

figuration has been shown to have very low run-time overhead count, number of data fill buffer stalls, number of cyclesrgpe
on Intel 1A-32 desktop systems. On the SPEC2000 benchmarks,on data fill buffer stalls, and number of instruction fetchllst
Strata-Opt has a 4.5% overhead for the Pentium IV Xeon [10]. The second and third table columns compare program slowdown

Strata-Opt has a large 32K entry IBTC with inline lookup @ac
ment. Strata-ARM has a 8K IBTC, with reprobing (depth 2),-out
of-line lookup, PC-relative table, and fast checked rezurn

(expressed as percentage from Figure 4) and instructiomt catip.
ICatio 1S (ICstrata/ICnative *100). ICstratq IS @ program’s IC
when run with Strata-ARM andC',.+iv. IS the IC when executed

Figure 4 shows slowdown for Strata-Opt and Strata-ARM. The natively. The remaining columns show the distribution cf@xtion

slowdown is relative to “native execution” (without Stratdhe
slowdown for Strata-Opt varies from 1.05uSan.smoothingo

time for a program among instruction execution, instrucfietch
stalls and data access stalls. The values are percentatestofal

11.73 patricia) with an average of 2.02. This run-time overhead cycle count (e.gadpcm.decodspends 49.3% of its total cycles on

shows the impact of the ARM instruction set and certain nacro
chitecture features in comparison to Strata-Opt for thel IRen-
tium IV Xeon [10].

By tuning Strata’s configuration, the slowdown is much im-
proved. Strata-ARM has a slowdown of 1.08ugan.smoothing

instruction execution).

A comparison between slowdown and IC ratio hints why perfor-
mance is harmed by DBT. Of course, such a comparison is only ap
proximate because some instructions take many cycles (@ag-
multiple) and performance counters can suffer from measens

to 4.63 patricia), with an average of 1.49. Several benchmarks error. Nevertheless, it gives insight into overhead. Famneple ad-

have good improvements with Strata-ARM (e dijkstra, fft and
ghostscrip}). patricia does the best: Its slowdown is reduced from

pcm.decodéas a 125% overhead and 104% IC ratio. The differ-
ence between these values suggestsatiptm.decodgoverhead

11.73to 4.63. The improved slowdowns are due to FCR (lowgr IC does nofarise from executing more instructions with DBT. Instead,

and a small IBTC with OLL (less I$ pressure).

2.3.3 HardwarePerformanceMonitoring

Although Strata-ARM demonstrates that tuning to the ARMdab
eficial, the results show that the overhead should be impréwe

the overhead is likely due to adverse interactions with gxehes.
Another example isrc, in which the overhead and IC ratio are sim-
ilar. This program’s overhead is due to code expansion fr@m.D
A few programs, such ashg have better overhead than IC ratio.



This difference is likely due to out-of-order execution argan-
structions in the PXA270’s separate integer and memonflipigs

On average, IC ratio is 123.8%, which indicates that the code
expansion from Strata-ARM is small. However, the average-ov
head is 149%, which suggests that slowdown can be lowered, if
cache and TLB interactions can be mitigated. Techniquesnita
igate the interactions will be most effective for programithva
moderate to large difference between IC ratio and slowddwn.
Figure 5 the programs in bold have an IC ratio and slowdown tha
differ by at least 20%. For brevity, we focus on these program
Final results are reported for all benchmarks.

From the last three table columns the source of interactions
can be identified. For examplghostscriptspends 78.6% of total
cycles on instruction execution, 15.5% on instruction Hedtalls,
and 5.9% on data access stalls. The results revealpahycia’s
slowdown is poor: It spends 51.2% on instruction fetch staifid
3.7% on data access stalls. The percentage of cycles oudtistr
fetch stalls is very high in this program in comparison todtteers.
adpcm.decodand adpcm.encodare also interesting programs
because a large part of their total cycles is spent on datasacc
stalls. These programs apparently achieve an inherentibehe
DBT: Translated code is arranged in the F$ based on execution
paths, which improves I$ locality. In turn, relatively mamne is
spent on other events (i.e., data access stalls). Comp&iratio
and slowdown foadpcm.encodgsupports this observation: It has a
102% IC ratio and 136% overhead.

As these results show, both instruction fetch stalls and dat
cess stalls are important sources of overhead arising fr@w. D
In some programs, data access stalls account for more @grhe
than instruction fetch stalls (e.gpeg.decodg In others, instruc-
tion fetch stalls dominate (e.gpatricia). Stalls are a consequence
of increased pressure on the caches and TLBs (i.e., the eache
TLB miss rates increase).

3. DataValue Handling

The most likely source of the increase in cache and TLB pressu
is the way that PC-relative loads and stores in the applicatbde,
as well as ones dynamically generated, are handled by DBT. PC
relative addressing is used for access to data values arstiacis
Such operations are used for 1) native application corstgen-
erated by the compiler); 2) constants in translated codec(geed
by the translator); 3) “spill” locations for emulation (sEgure 2);
and, 4) data structures used to invoke the translator. Wsifya
these PC-relative operations into two categories: datzegalised
in the translated code and data values needed to invokeatislar
tor. We refer to both data values and constants as simplyégdl
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Strata-ARM leaves an application’s “native constantshigit orig-
inal locations and uses indirection to reach them, with aress
pointer. We call this approach “address emulation.” Adgiesiu-
lation needs two memory accesses for a native constanttiagge
two separate virtual memory pages. This increases IC anld kea
cache/TLB pressure.

The handling of a native constant can be improved by copyingi
to a location nextto the translated code that referencébéoffset
in a PC-relative load is modified, when translated, to refeeghe
new location. To ensure that there are no writes to an apfharen
constant value that is moved, the original memory page caebe
read-only. A write to the original location will cause a tréfa trap
occurs, the translated code can be flushed and regeneraitealdwi
dress pointers to leave constantsin pfa&milarly, spill locations
can also be emitted near the translated code that referémems

Improving Data Behavior in the Translated Code

3This does not happen in MiBench.
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Figure6. Page pooling and page pooling on code pages

To avoid executing values as instructions (intermixed witde), a
branch must be inserted to jump around them. This branchtadds
IC and may also contribute to I$ pressure.

Alternatively, the data values and constants needed byga fra
ment can be “pooled.” We call this technique “fragment pogli
(FP). Grouping values creates better locality, which le¢adsetter
cache and TLB behavior.

To pool values, during fragment formation values are planed
a queue as they are encountered or needed for emulation. When
fragment formation is finished, the values are processeslvahue
pool is emitted after the last instruction in the fragmerd.(iafter
a fragment’s trampolines) and offsets in PC-relative asegdo
pooled values are fixed. Because the pool is after the trangl
a branch around it is unnecessary. FP splits large fragnfeie
than 1024 instructions) to ensure that the pool can be rellohe
the PC-relative loads and stores in the fragment.

Although FP reduces memory pressure for native constaes (v
sus address emulation), it can still lead to unnecessatyecaied
TLB pressure. Value pools at the end of each fragment effdgti
create “holes” between two fragments’ code, which can harm i
struction locality when control flows from one fragment te thext
(adjacent) one. Similarly, the code between value poolsbalata
locality. It is also likely that both I-TLB and D-TLB entriewill
be allocated for the same virtual memory page, which inagas
overall TLB pressure. Depending on F$ layout, translatetbex-
ecution may span many memory pages. In such situationsnthe i
creased TLB pressure from each fragment can lead to overall d
creases in performance due to TLB misses.

A better way to arrange the pool is to group valaesoss frag-
mentsin a contiguous memory region, which can potentially im-
prove cache locality and TLB utilization. We developed twolt-
nigues to pool data in larger granularities than a fragmigreige
pooling” (PP) and “page pooling on code pages” (PPC). Bezaus
the ARM has only at4KB offset range, the values must be within
this range. PP and PPC group data on 4KB virtual memory pages
and use PC-relative accesses to pooled values.

Figure 6 shows how PP and PPC differ. PP puts instructions and
data on separate code and data pages, as shown in Figurétg{a).
two page types are interleaved. A value needed by an ingtruct
is placed on an adjacent data page (before or after the cag,pa
depending on the offset range (i.e., which page is reacHadie
the instruction). PP has the advantage that the TLB is hetitened
as only one TLB entry (I-TLBor D-TLB) is needed to map a page.
However, PP causes “dead space” on a data page because not all
locations are likely to be needed or can be reached by ini&tnsc



1 ONSTARTUP()
2 nextdatapos—start of fragment cache
3 nextcodepos—nextdatapos+ PAGESIZE
4 lastpagepos—nextcodepos
5 ADJUSTPOINTERY()
6 if ABs(nextcodepos—nextdataposy>MAX OFFSET
7 if nextcodepos>nextdatapos
8 nextdatapos—nextcodepos—MAX OFFSET
9 if nextdatapos> lastpagepos
10 nextdatapos—lastpagepostPAGE SIZE
11 lastpagepos—nextdatapos
12 else
13 while nextcodepos—nextdatapos>MAX _OFFSET
14 EMIT (nextcodepos,NOP)
15 nextcodepos—nextcodepost4
16 AFTERTRANSLATEINSTRUCTIONfragment,tramspace)
17 if (nextcodepos<nextdatapos)and (lastpagepos—nextcodepos<trampspace)
18 nextPC—ENDEARLY (fragment)
19 EMIT TRAMPOLINES(fragment)
20 nextcodepos—lastpagepos+PAGE.SIZE
21 lastpagepos—nextcodepos
22 ENQUEUE(nextPC)
(a) Algorithm

Fnext data_pos
ata Page - =

last_page_pos

Code Page
L. next _code_pos

(b) Data before code
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L. next_code_pos
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Figure 7. Page pooling (PP) algorithm

Figure 6(b) shows that PPC puts instructions and data on theturely ended) will be linked to its continuation fragmergquested
samepage, but pools constants and data values in a contiguouson line 22). Because a code page holds 1,024 ARM instrugtibns

memory region. Code starts at the beginning of the page awasgr

from a low to high address. Data starts at the end of the page

and grows from a high to low address. The figure shows an “in-
progress page” where code and data have partially filled &.pag
When there is no room for code or data on a page, the constnucti

of a fragment is stopped. It resumes on the next available.pag
Because a PC-relative instruction and its associated \axei®n

the same 4KB page, the value is always reachable. PPC does no

have unused memory locations as a result. The lack of “desxESp
improves footprint and possibly D$ and TLB behavior. Howeve
the approach suffers from the same issue as FP, with separate
TLB and D-TLB entries that map the same pages.

With both page pooling techniques, the end result is thaigso
of fragments that are temporally related have their constspa-
tially grouped. That is, when fragments are translatedy e
placed one after another one in successive order (alongnthe i
tial execution path). Thus, a group of fragments that arsteded
along a path will appear next to one another in the F$. Indied,
data values associated with the fragments will have a sitayaut.

Figure 7(a) shows the algorithm for PP. When the translator
starts-up, the algorithm sets start pages for data and dioés (
1-4). During translation of an application instruction,niay be

is uncommon for fragments to end early.

PPC is similar to PP, but it must handle data values on the same
page as the fragment. Therefore, no dead space in code osdata
created. However, it must always check for a future pageflover
after the completion of a fragment (PP does this check onlgrwh
the data page is after the code page).

é.l.l Experimental Results

We implemented FP, PP, and PPC in Strata-ARM to investigate
their effect on overhead. Figure 8 shows slowdown relativestive
execution for the programs in bold from Figure 5.

Several benchmarks have much improvement versus Strata-
ARM. For example rijndael.encodehad a 1.48 slowdown with
Strata-ARM. With the pooling techniques, its slowdown is-im
proved to 1.38 with FP (bar labeled “Strata-ARM+FP”), 1.3hwi
PP (bar labeled “Strata-ARM+PP”) and 1.2 with PPC (bar letbel
“Strata-ARM+PPC").adpcm.decodeadpcm.encodeghostscript
jpeg.decodgpatricia, andrijndael.decodelso had noticeable im-
provement. The other programs had a negligible (at mostwa fe
percent) or no performance improvement with the poolindntec
niques.

necessary to emit a data value. When the distance between the patricia had the largest gain: its 4.63 slowdown with Strata-

data and the instruction that references it cannot be enldodbe
offset field of the instruction, the pointers to the next cadd data
slots must be adjusted (lines 5-15). There are two pogsakililf
the code uses data in the previous page, as shown in Figure 7(b
the pointer to the next data slot must be increased to a rbécha
position, which leaves some dead space in the data page Tl
If that position exceeds the data page limit, a new data pacg bbe
allocated after the code page (lines 9-11), shown in Fig(ce &
the code cannot reach the data in a following page, the ax@rst
is done by increasing the pointer to the next instruction @iloes
13-15). When spilling a register, the translator ensurasttie two
instructions which save and restore the value use the sataslda
After translating an application instruction, some clegnis
needed. The translator checks whether the code is aboug tthaw
into an occupied data page (line 17). In this case, the cufireg-
ment is finished early (lines 18-19). The current fragmerera-

ARM was improved to 2.43 with Strata-ARM+PP&ipcm.encode

is particularly interesting. Pooling constants and datae&im-
proved the TLB and cache locality enough that the program
achieved a speedup. It had a 1.36 slowdown with Strata-ARM,
which was improved to 1.04 with FP, 0.96 with PP (speedup) and
0.88 with PPC (speedup).

Overall, PPC gives the best improvement when page pooling is
effective. Although this approach mixes code and data onge pa
avoiding dead space (versus PP) provides enough localitgfthe
to make this technique the best choice.
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When the dynamic translator is re-entered from the traedlat
code, information has to be passed to it. The information is a
F$ addressfirom-fragment) and a requested application address
(to-address). On the ARM, this information must be loaded (as

Improving Data Behavior for the Translator
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Figure 8. Slowdown with pooling (FP, PP, PPC) Figure 9. Slowdown with paged re-entry

lator. Each re-entry point selects a different “page” of 25ries
in the argument table.

Indices are initially assigned in increasing order. As fnagts
are linked, trampolines are patched and their correspgretitries
are added to a LIFO free list. The free list is built into thglanent

out the F$. Furthermore, the trampoline is relatively leagd once table to save space. A reclaimed entry is reused when a new tra
linked, will leave dead, unreachable instructions in the F$ poline is created. This ensures good locality and minimizesize
The locality of the re-entry process can be improved by group of the argument table.
ing together arguments needed by fragments to re-entereths-t A single TLB entry can map many argument entries. During
lator. The improvement in locality may be particularly inmfzmt rapid successive invocations of the translator (i.e.,rdya program
during program phase changes, when the translator is ezeght  phase change), a single TLB entry is likely to live acrosstexn
rapidly in succession to translate new code. However, dvirei switches (i.e., between execution of the translated codetlas
from-fragment andto-addressvalues are pooled (e.g., with FP,  translator), reducing TLB misses. A single TLB entry mapg 51

PP, or PPC), the trampoline is still large due to setup of the-a argument table entries (each argument table entry is 8hytbih
ment registers. is sufficient for most programs. Similarly, a D$ entry mayeliv

A better approach, which we call “paged re-entry” (PR), across multiple invocations.
both pools arguments and reduces trampoline size. PR groups Paged re-entry inherently reduces trampoline size bedause

from-fragment andto-address arguments in a pool, called the  passes only one argument to the translator (the table indée)
“argument table.” This table is easily accessed by the kasors index, being encoded as an immediate, avoids a load of a large
and is kept separate from data values and translated cods Up constant. As a result, a trampoline built with PR is shonte(ghin-
re-entering the translator, an index to an entry in the agpurable structions). After fragment linking, there is less deaccgtaetween

is passed rather than the arguments themselves. On the ARM, a fragments, improving I$ locality. However, IC is increasdightly
index small enough to fit in the 8-bit immediate field can beduse due to the multiple re-entry points and argument table Ipoku

This simple table structure helps data locality.
To keep the argument table’s index small enough to fit in an
8-bit immediate (avoiding load instructions), only 256waolines 321 Experimental Results
can be “live” at any one time. In many programs, 256 tramgsin . . .
L - We implemented paged re-entry in Strata-ARM with FP, PP and
are sufficient. However, some programs have more than 2866 liv PPC. Figure 9 shows the slowdowns of the benchmarks with PR.

large constants) and put in argument registers for thelamsAr-
guments passed to the translator are set in the fragmergdtana.
Thefrom-fragment andto-address values are stored in the
trampoline and loaded with PC-relative operations. Witls tp-
proach, constants needed to enter the translator are gpreadh-

trampolines and therefore need a larger index. To handiesthi- The f h that PR lead t duction in slowd
ation, PR tracks the number of live trampolines and increése eTlg_ure”s t?\wsb at Cliin ea ‘L? reducr;on ”;;(?W OWS' ith
index as necessary in quantities of 256. Rather than engafige PPCy%g?ei’amglaispcﬁsgnso?jgsI?)(\;V(:II?)\\:\/Gn wmhegtrata-ilsl\s/ﬁ-P\F,’vé:
indices as PC-relative constants (or small immediates s¥iffis), is reduced by a small amount with Strata-ARM+PPC+paricia

PR uses multiple re-entry points (i.e., a jump table) int tfans- is a case where there is a large improvement. Strata-ARM+RIEIC



a slowdown of 2.43, which is lowered to 2.06 with paged reyent  tant code. Our value pooling techniques are a form of codeeac
rijndael.decodelso has a significant reduction with PR and PPC. management: The techniques arrange data and code to inprove
Many programs do not have an improvement with PR. The lack cality and reduce TLB pressure, rather than reduce evietiatior

of an improvement is due to a relatively small number of tizios retranslation cost. Therefore, our techniques providéopeaance
invocations. PR lowers overhead only when the re-entrygesc  benefits whether or not an unbounded code cache is being used.
originally caused noticeable overhead in a program’s ei@tu Ruiz-Alvarez and Hazelwood [14] comprehensively used per-

In some cases, PR can actually cause slowdown {peg,decode formance monitors and simulation to evaluate the effectsvof
andrijndael.encod The degradation is due to a larger instruction dynamic binary instrumenters on the caches and TLBs of x86 sy

count with paged re-entry. Nevertheless, when PR is benkfici tems. Their findings agree with ours: DBT significantly andare
can lead to a large gain and we conclude that it should be edabl tively affects both caches and TLBs. However, techniquesdace
(i.e., on average, the slowdown is reduced with PR). these effects are not given. We provide novel approachesiitia

gate the performance impact of DBT on caches and TLBs. Maebe
4. Overall Results et al. [13] built a dynamic binary translator for x86 that s the

) i ] _mixing of code and data, similar to what occurs in ARM binarie
Figure 10 gives a comparison of slowdown for all program$iwit  Hazelwood and Klauser [9] built a dynamic binary instrunegiior
Strata-Opt, Strata-ARM, and Strata-ARM+PPC+PR. The figure ARM and evaluated its performance using SPEC2000 benclsmark
shows that carefully selecting configuration parametefmjgor- and an earlier ARM implementation (StrongARM-1110).
tant to reduce slowdown. For example, Strata-Opt has a 28 s
down onfft, which is decreased to 1.73 by Strata-ARMostscript 6. Conclusion
is another program that has much improvement (Strata-Glots-

down of 4.45 is improved to 1.75). This paper described how to handle the ARM'’s instructioraset
Strata-ARM+PPC+PR achieves a large reduction in slowdown Mmicroarchitecture challenges for dynamic binary tramsfatt de-
versus Strata-ARM for several programs (eaglpcm.encodea- scribed methods both to address the ARM's exposed PC and to

tricia, rijndael.decodeandrijndael.encodg These programs are  carefully tune a dynamic binary translator to instructiast and

the ones that profiling indicated had the most pressure on the cache/TLBsubtleties. From hardware profiling, the soun¢&BT
caches and TLBs. Other programs have a smaller but notice-overhead were identified. Based on this study, novel tecfesiq
able improvement. For examplbitcounts slowdown is reduced ~ Were developed to improve cache and TLB locality, includiag-

from 1.92 to 1.83dijkstra’s slowdown is reduced from 1.37 to ~Ment pooling, page pooling, page pooling on code pages, and
1.23, andtiffmediarls slowdown is reduced from 1.26 to 1.15. Paged translator re-entry. These techniques were impleen
Strata-ARM+PPC+PR has a different code layout than Strata- the Strata DBT system. With a configuration that has been show
ARM, which may slightly hurt performance (e.gusan.corners (0 be good for general-purpose systems, Strata had an @21

susan.edgesiff2bw, tiff2rgba). slowdown on the MiBench benchmark suite. The same translato
From these results, we conclude that page pooling on code carefully tuned for ARM and with the overhead reduction tech
pages and paged re-entry provide significant benefitwheardin ~ niques enabled, had a 1.31 average slowdown (a 54% impraxeme

translation puts much pressure on the caches and TLBs doato ¢ OVer the general-purpose configuration).
stants and data values. Although our results are specifiqr-a
ticular ARM microarchitecture, we expect similar trends dther Acknowledgments
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