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Abstract with regard to the overall cluster system. That is, by
treating a cluster as a single indivisible entity, we ob-
We have observed that supercomputing clusters madeserve properties related to security that are not visible
up of commodity off-the-shelf computers possess emerwhen the cluster is viewed as a collection of hundreds
gent properties that are apparent when these systems areor thousands of individual nodes. For example, consider
considered as an indivisible entity rather than as a col- the case of host-based security mechanisms meant to de-
lection of independent nodes. By exploiting predicatable feat brute-force attempts at guessing passwords. When
characteristics inherent to supercomputing clusters cou- an attacker attempts to log in to a machine, he guesses
pled with these emergent properties, we propose severalpasswords either from a set of often-used passwords or
mechanisms by which cluster security may be enhancedsequentially (e.g., “aaaaa,” “aaaab,” “aaaac,” etc.). Af-
In this paper, we describe NVisionCC, a cluster secu- ter a few unsuccessful attempts, however, the machine
rity tool that monitors processes across cluster nodes typically begins to take evasive action by slowing down
and raises alerts when deviations from a predefined pro- the rate at which passwords are checked, by disconnect-
file of expected processes are noted. Additionally, weing the attacker after a few unsuccessful attempts, and
demonstrate that the monitoring infrastructure used by by writing messages into the system log. In the case of
NVisionCC incurs a negligible performance penalty on a cluster of machines that share a common set of users,
the computational and network resources of the cluster. however, the attacker can employ a different strategy.
Instead of focusing his efforts on a single machine, the
attacker can instead step through the nodes in the cluster,
attempting a brute-force attack against the same user-

Keyyvords: CIgsterSecunty, Process Monitoring, In- name on each node but specifying different ranges of

trusion Detection attempted passwords per node. By keeping the number
of login attempts below the threshold that an individ-

1. Introduction ual node uses to activate its host-based security mecha-

nisms, the attacker may be able to successfully carry out

In recent years, the number of large-scale commodity @ brute-force password attack against the cluster while
clusters operating in academic, research, and commerSimultaneously evading all security mechanisms to pre-
cial environments has increased at a rapid pace. In addi-vent such an attack.
tion, the number of machines contained in each cluster  Fortunately, there are a number of properties that can
is growing. Now that large-scale commodity clusters are be leveraged to monitor security within the context of
becoming more widely accepted and deployed, the secu-a cluster that are not possible with traditional enterprise
rity issues that were ignored during their nascence musthosts. That is, while clusters are vulnerable to entirely
now be fully addressed. new types of attacks that are not possible with individ-

In a previous work [12], we describe the security of ual hosts in an enterprise, the circumscribed environ-
large-scale clusters as being amergent propertyhat ment of the cluster contains many properties that can be
arises from the independent security aspects of the indi-leveraged to monitor the security of the cluster. Perhaps
vidual cluster nodes and is at the same time irreducible the most important property of clusters is that they are



comprised of a number of homogeneous components.security within the context of a cluster [14]. This pa-
For example, the nodes that make up a cluster can beper focuses on our work surrounding process monitor-
grouped into categories such as head nodes (used byng. We believe that process monitoring is perhaps the
end-users to access the cluster, compile software, andnost far-reaching source of information about cluster se-
submit and monitor jobs), compute nodes (allocated to curity because an attacker cannot gain access to cluster
users to run serial or parallel jobs), and storage nodesnodes without running at least some processes. The ap-
(containing the disk space used to hold datasets for clus-pearance of unexpected processes on a cluster node is a
ter jobs). Within each category, the steady-state charac-strong indicator that the security of the node has been
teristics of every node is nearly identical. For example, compromised.

because compute nodes in a cluster are typically cloned The remainder of this paper is organized as follows:
from the same installed operating system image, eachWe begin by describing related work in process moni-
node tends to look the same. That is, the set of processesoring in Section 2. Section 3 describes the state-of-the-
on a node when no job is running on the machine, the art in cluster security technology. Section 4 discusses
set of open network ports on a machine, and the set ofthe design and implementation of NVisionCC, and Sec-
files for system-level binary programs on a machine aretion 5 presents a performance analysis of the tool and
identical across all compute nodes. Further, deviationsexperiences using process monitoring to aid in identify-
from these expected characteristics tend to happen onlying security incidents. Finally, we summarize our work
in well-defined ways, such as when a batch job that is and propose future directions for additional research in
launched on a compute node causes the set of processeSection 6.

on the node to deviate from the expected set. These devi-

gtlons, hpwever, can be co_rrelated with other sources of2. Related Work

information about the running state of the cluster, for ex-

ample by querying the cluster batch job scheduler. We

believe that these unique characteristics of the cluster ~Several research projects described in the literature
can be leveraged to monitor security. are related to the work that we present in this paper. In

By examining various sources of information about this section, we reference various efforts and show dif-
the running state of a cluster and searching for devia- ferences between these tools and our prototype process
tions from an expected steady-state signature, potentiafmonitoring system.
security penetrations can be identified. We have identi- ~ The Distributed Security Infrastructure (DS]I) [10, 9]

fied four such sources of information that are of interest. iS & security framework designed to operate on carrier-
class clusters used in the telecommunications industry.

1. Running processesA change in the process listof Requirements for the operation of such a cluster in-
an idle node from the expected steady-state set ofclude high availability and reliability, and scalable per-
processes can indicate that an attacker has gainedormance. DSI takes advantage of clustering to provide
access to the node and is attempting some kind ofthe failover capabilities needed to maintain high avail-
malicious activity. ability, but also provides for security via encrypted com-

munication between Security Manager processes run-

2. Open network ports- Finding unexpected open ning on all cluster nodes, as well as on a central mon-
ports on a node suggests that an attacker may beitoring console.
running network software which opens portsto fa- | contrast to tools such as the DSI for a well-defined
cilitate malicious activity. environment, we next consider tools that are designed to

monitor general-purpose computational clusters. Four

popular cluster monitoring tools are Ganglia, Supermon,

Rvision, and Clumon.

Ganglia [5] is a scalable, distributed monitoring
4. Critical file contents- Any modification to system-  package for high performance cluster systems. It uses a
level program binaries suggests that an intruder real-time monitoring framework with a hierarchical de-
may have altered system software to serve somesign to track utilization data for a single cluster or for a
agenda such as capturing passwords. grid of clusters dispersed over a wide area network. Data
are represented via XML descriptions and exchanged
In this paper, we describe our work in developing via XDR binary transfers. Under Ganglia, each clus-
NVisionCC, a tool specifically focused on monitoring ter node runs the Ganglia Monitoring Daemon (gmond)

3. Network traffic patterns- The appearance of net-
work traffic from a supposedly idle node could be
warning signs that a compromise has taken place.



which multicasts changes in node state and responds tang Applications. Not only does it provide system and
gueries requesting an XML description of cluster sta- performance information for each individual node but it
tus. The Ganglia Meta Daemon (gmetad) pulls together also collects job information from the job scheduler. By
XML reports from one or more clusters, stores the infor- integrating those two different kinds of data and storing
mation in Round Robin databases, and exports summarnthem into a central database, Clumon provides a unique
XML information to a web front-end used to monitor visual overview of the current state of a cluster [13]. We
cluster status. Ganglia offers a scalable tool for cluster leverage the existing technical features and installed user
monitoring but does not seem entirely suited to our pur- base of the Clumon software by developing NVisionCC
poses due to the fact that it collects data concerning CPUas a plugin to this system.

utilization of cluster nodes in order to point out to a clus-
ter administrator (or to job placement software) which . .
nodes in a cluster are utilized. In contrast, our require- 3. Stat_e'Of'the'Art Practices in Cluster Se-
ments are focused on a tool for monitoring the large set ~ CUrity

of processes running across a cluster.

Supermon [11] is a flexible set of tools for high speed, ~ Clusters are typically the highest-value asset within
scalable cluster monitoring. The architecture of Super- an organization's environment and as such should re-
mon is similar to that of Ganglia. Each node has a ceive priority security protection. While existing secu-
loadable kernel module that obtains kernel-level perfor- rity tools for enterprise computing have been applied to
mance data about the machine and reports the data to &€ cluster environment, they do not address emergent
per-node data server (mon). A data concentrator (Super-Security properties such that clusters are being protected
mon) composes samples from many nodes into a singleas multiple separate machines as opposed to a single co-
data sample. A novel concept in Supermon is that data ishesive unit. However, the dominant factor is the trade-
represented internally as S-expressions (similar to thoseoff between security and high-performance. When faced
used in the LISP programming language) and becausewith the task of balancing the security of a high-value
of this, virtually any amount of data nesting can be rep- computing asset against the needs of users, cluster ad-
resented. Supermon is designed to collect performanceministrators generally favor minimal security and often
metrics at an extremely high sampling rate, with several disable security functions in favor of performance and
thousand samples per second supported. Unfortunatelyconvenience. What follows is a list of presently used
like Ganglia, Supermon is focused on collecting kernel- techniques used to guard high-performance clusters.
oriented performance data such as CPU utilization, page

fault rates, and network 1/O statistics. 3.1. Network Considerations
RVision [3] (Remote Vision) is an open architecture,
highly configurable tool for cluster monitoring. It pro- To reduce the risk of unauthorized access, a site can

vides flexibility in selecting events to monitor and al- adopt an enclosed cluster design. In extreme cases, this
lows users to expand the monitoring capabilities with can pe achieved by keeping a cluster on a physically
self-defined procedures. Such procedures can be Use%cﬂated network. A more common and convenient ap-
to monitor virtually any system or hardware event. An- proach is to limit direct user access to dedicated login or
other important feature of RVision is its flexibility to fa-  head nodes. The compute nodes can then be placed in
cilitate the monitoring of distinct clusters, clusters of 3 private non-routable address space, or alternately kept
clusters, and heterogeneous clusters. RVision distin-pehind a firewall. In situations where it is feasible, this
guiSheS itself from other available tools for cluster mon- approach limits the scope of outside threatS, and corre-
itoring because of its open architecture, high configura- spondingly lessens the work of administrators. A Grid
bility, and low performance intrusion. While RVisionis  computing environment can present problems with this
highly configurable and may be the closest match to our type of enclosed cluster, however, as Grid jobs can be
requirements, it appears that most of the current work gjlocated nodes on multiple clusters, all of which may
with this tool centers on collecting kernel-oriented per- hayve to intercommunicate. A more open design, with

formance data such as CPU utilization and memory anda|| nodes Internet accessible, is necessary to support this
swap usage statistics. functionality.

Clumon [2] is an open source cluster performance  To prevent a potentially compromised machine from
monitoring system developed for monitoring Linux- sniffing cluster communications, no unmanaged ma-
based clusters at the National Center for Supercomput-chines or machines with different security models



should be allowed on the same network segments as any PKI systems provide another means for maintaining

cluster computers. cluster security. It is becoming more common in cluster
environments for users to authenticate with something
3.2. Centralized Software Configuration like X.509 certificates to authenticate to services. One

of the current drawbacks of PKIl is that you are placing

A tightly-constrained software environment on clus- the responsibility on the users to protect their keys, and
ters is important for both performance and security. users may not be very security conscious.
Only specific software should be installed on clusters  |tis always possible for an intruder to masquerade as
and permitted programs must be current and patched.an authorized user. This can be achieved by exploiting
Recognizing the distinct types of cluster nodes as equiv- protocol flaws, or by local keyboard sniffing for pass-
alence classes with regards to their configuration canwords. Thus root access to a cluster should demand
ease administration and bolster cluster security. By re-a higher standard of security. Under no circumstances
stricting the available software on a given node type, should remote root logins be permitted, only direct con-
fewer computers may be affected by the update of asole access.
given package. Moreover, certain classes of cluster
nodes may receive higher priority based on the security 3 4 |ntrusion Detection Systems
impact of a compromise on them. Central configura-
tion management can be implemented by either network
mounting common files or by utilizing a mechanism for
automatic distribution of such files to various subsets of
the cluster as needed. Tools such as Cfengine[1], which
exist for the purpose of centralized configuration man-
agement and repair in a general network setting, have
been adapted for use in a cluster environment.

Host-Based Intrusion Detection Systems (HIDS)
such as Tripwire [6] are commonly used to monitor
high-value assets such as clusters. Tripwire is typically
configured to report file and operating systems changes
once every 24 hours. While Tripwire is reliable, it has
usability problems due to the cryptic nature of its re-
ports as well as false positives. In the context of clus-
ters, Tripwire makes no priority distinctions between
different nodes, so that security staff have a difficult time
obtaining situational awareness of file/operating system
changes when considering a cluster as one system. Since
_Tripwire reports all file/operating system changes, many
of the alerts it generates are actually legitimate user or
system administration activity. Faced with a large vol-

3.3. Authentication

Authentication on cluster machines is another area of
security concern. Traditional means of authentication,
like /etc/passwd and shadow files, present some config
uration issues in any distributed system. The number of
machines in a large cluster can create a problem with " S )
synchronizing these files in a timely manner. Therefore, ume of false positives, a cluster adm|n|stra'tor makmg
when new users are added, or someone has a passwor anges across a_larg_e numbe_r of nod_es will often dis-
change, all machines need to be updated. able an HIDS for 5|gn|f|cant periods of tlm_e. .

Public key mechanisms such as RSA authentication While an HIDS is capable of detect signs of intru-

using SSH provide another means of security. Here the§ion, uI.timater their reports must be validated since it
user manages their own keys which are kept in their is possible (and likely) that upon a successful root-level

home directories. Public key systems such as these compromise, an intruder will replace the binaries used
while cryptographically secure, rely on the users pro- 2 thatNSﬁ/DS;em' Ngtwork(—jbased _Intrtjlsmn Dete;:ctlon_ Sg/_s-
tecting their private key, and adding additional protec- t‘?ms( )qan e use 0 venfyt e output from indi-
tion with the use of a passphrase on their key. Many v!dgal hosts_, in addition to scanning for generally sus-
users will forego this last step, instead preferring the picious traffic. N.IDS passively monitor netwprk ﬂOWS’
ease of a passwordless login. and can be configured to send alerts if traffic matching
Centralized authentication methods like Kerberos are ?ttacILS|gna;ures :rfe ditecte_d. Nellther HID.S or NIDS
typically used in cluster environments. Using a service N'aVe been adapted for the unique cluster environment.

like Kerberos users can authenticate once and then have o

access to any cluster resource they are authorized to use3-9. Packet Filtering

Kerberos and related systems also provide better protec-

tion of user authenticators and can enforce varying poli- It is possible to individually firewall each host to
cies on passwords for users (length, character classesspecifically tailor cluster node access. Pfilter [4] com-
expiration, etc.). piles security policies into either iptables or ipchains rule



sets for Linux. While the advantages in using an auto- the even larger systems of the future while creating
mated tool like Pfilter in larger cluster environments may a negligible load on the cluster infrastructure.

be clear, cluster administrators are often reluctant to fire- _

wall cluster nodes aggressively due to concerns of either 2 Céntral Control— The tool had to provide a means
performance or user inconvenience. In a Grid-enabled ~ Of central control to monitor all nodes through a

cluster, or a cluster where the policy is to allow users ~ Single machine. Although a distributed control
relatively free reign in the used of allocated nodes, fire- mechanism would be efficient from the system per-
walling individual nodes may be unacceptable without ~ SPective, itwould not be efficient from the perspec-
some provision for dynamically adjusting firewall rules tive of an administrator. He would have to man-
on a per-host basis. ually access each individual machine in a cluster

to view monitoring data or to reconfigure the pro-
cess profile. Additionally, gathering the data in a
centralized location allows a user to visualize data
across the entire cluster and therefore observe the
emergent properties of the system.

3.6. Summary of Best Practices

In this section we have highlighted the primary tech-
niques currently used to protect high-performance clus-
ters. Other security processes, such as centralized log- 3. Leverage Existing SoftwareAlthough no security
ging and proactive vulnerability scanning, are also used  tools exist specifically designed for cluster envi-
in HPC environments, as are other Secondary processes ronments, open-source tools do exist which, when
we may not have mentioned (our list is not intended to combined, provide much of the functionality re-
be an exhaustive One). We emphaSize, however, that the quired by our design_ We wanted to maximize the
techniques we have mentioned do not take advantage of  reuse of these tools and minimize the need to write

the unique emergent properties which arise whenaclus-  the code that ties these tools together into a single,
ter is viewed as a cohesive whole. coherent package.
4. Desi 4. Configurability— In order to make the software as
. Design . ) :
widely applicable as possible, the software had to
o be easily customizable to run on different types of
The development of our tool, NVisionCC, has been nodes on different types of clusters. This is a step
our attempt at improving upon the current state-of-the- beyond cross-platform portability. Clusters based
art in cluster monitoring by focusing on the emergent on the same architecture are likely to have differ-
properties of large-scale commodity clusters. By lever- ent usage characteristics or administrative practices
aging the emergent properties of the cluster, we can ot would need to be accounted for in any security
glean valuable information from the context that is ig- solution.
nored by current solutions, as these tend to be extensions
of enterprise monitoring tools and practices. 5. Effectiveness- As a security tool, it is crucial
In order for NVisionCC to be successful, it must first that NVisionCC be effective at detecting intrusions
be effective and easy to use. In addition, the cluster mon- while minimizing the rate of false positives. To fa-
itoring community needs to accept the tool and incorpo- cilitate the tracking of an attack to its source, the
rate it into their security monitoring practices. To aid in software has to log historical data such that a clus-
these goals, NVisionCC was designed around five key ter administrator may investigate previous events in
requirements: order to study the various stages of an intrusion.
1. Performance Impact Our monitoring framework By designing to meet these five criteria, we believe

had to have a minimal impact on performance of that our tool will have low overhead, high effectiveness,
the cluster compute nodes. Providing compute cy- and low cost. As all of the building blocks used to com-
cles is the primary goal of a cluster system, and any pose our system are open source, NVisionCC is avail-
performance penalty incurred by running the moni- able at no cost to any entities wishing to monitor the
toring software would detract from the value of the security-state of their clusters. Since these groups can
tool. Additionally, cluster systems are increasing in evaluate and use NVisionCC for free, the adoption of
size, with the largest systems comprising thousandsNVisionCC can occur at a rapid pace, thereby improv-
of nodes. NVisionCC had to perform equally well ingthe overall security of today’s large-scale commodity
on small clusters, the massive systems of today, andclusters.



4.1. Performance Co-Pilot (PCP) pected process could be replaced by a suspicious doppel-
ganger, for examplésbin/init might be replaced

Performance Co-Pilot (PCP) [7] is an Open Source with sbin/init . Although these profile anomalies
framework and set of services for performance monitor- ¢&n occur through benign means such as accidents or im-
ing and performance management developed by SGI. [tProper termination of a process, even in these cases an
uses a distributed architecture where a daemon on eact@dministrator would probably prefer to be notified of the
node monitors a variety of performance-related System_problem to ensure consistent system performance over
level metrics about the node and transfers this data to arf/me-
application-specific central data-collection server. This ~ These types of deviations are easy to detect on an idle
provides high scalability and makes the system ideal for Node where the profile of legitimate processes is known.
monitoring large numbers of hosts. The server can the-However, on an active node this is more difficult. A clus-
oretically be a bottleneck on the monitoring system, but ter administrator does not want to be alerted every time a
since this machine is typically located outside the cluster US€r runs a job on the system. To detect anomalies con-
it does not interfere with cluster performance. cerning extra running processes in this situation, NVi-

The default framework supports the gathering of hun- ;ionCC correlates the process list with the job schedul-
dreds of different metrics about a machine, ranging from ing System that manages the cluster. If an extra process
data about user programs to statistics on low-level per-iS noticed on an active node, the owner of the process
formance. The framework also provides an API for de- IS noted. The system then queries the job scheduler for
veloping customized monitoring agents to gather data the user to whom the node is assigned. Since no one

about user-defined metrics for when the default metrics €/S€ should have access to the node, if the user of the
are inadequate. anomalous process does not match the assigned user of

the node, an alert is raised. If the user of the anoma-
lous process matches the user of the node, the process
ds assumed to be the legitimate work of the user and is
ignored.

Each node runs a single-threaded PCP serpited,
which listens for requests from a TCP/IP connection.
When queried, the service then gathers the requeste
data from the node and returns it over the same con-
nection. Little state is maintained between requests. A o .
concise encoding of the data keeps overhead of process#-3- Process Monitoring Architecture
ing and network traffic to a minimum. Since all data is
sent over a TCP/IP network, the traffic does not interfere ~ The process monitoring architecture consists of three

with a cluster system employing some other network for Separate components. The information collector gathers
interprocess communication, such as Myrinet. process data from cluster nodes and stores it in a cen-

The user can specify the polling frequency of the tral database. The data analyzer retrieves the data from
nodes to adjust the precision of the data as well as thethis database and searches for deviations from the user-
performance impact on the system. In Section 5 we defined profiles for each type of node. The visualiza-
show that this impact is minimal even when polling as tion client combines the data from the database with the
often as once per second. results from the data analyzer to provide a user with a

visualization of the cluster state.

4.2. Alert Criteria
4.3.1 Information Collector

NVisionCC relies on profiles of normal system states The information collector component is responsible for
to detect anomalous behavior. For process monitoring,gathering the process data from each node of the cluster
a cluster administrator must create a list of processesand storing it in a centralized repository for analysis. It
for each classification of node (head node, storage nodeuses thegmcd daemon provided by PCP to gather infor-
compute node, management node) that are expected tenation about each node in the cluster. NVisionCC has
run on that type of node when it is idle. This defines the a server process running on a monitoring machine sep-
normal, expected behavior of a node. When deviations arate from the cluster which polls eapmcd instance
from this list are noted, an alert is raised. at regular intervals to retrieve the data for each node.

There are four possible types of deviations. First, an Collected data consists of the process name, process
unexpected process could be running. Second, extra in-owner, process ID (PID), and parent process ID (PPID),
stances of an expected process could be found. Third,as shown in Table 1. The server process stores the new
an expected process could be missing. Fourth, an ex-records in a database for later analysis.



4.3.2 Data Analyzer

The process analyzer is built around the idea that “nor-
mal” behavior for a cluster node is easy to define, and
that deviations from this behavior are easy to detect.

pected processes for each classification of node. Sep-
arating types of nodes is important because nodes will
have different usage characteristics depending on their
purpose, and this will be reflected in the processes that
run on that type of node. Common types of nodes are
listed in Table 2.

cess table signature of a particular classification of node
when it is in a normal state. This information consists of

a list of processes and an expected number of instances
of each process on the machine. NVisionCC allows all
profiles to be combined into a single master table, as
shown in Table 3.

appear with the number of instances falling within a cer-
tain range. In this case, the minimum and maximum
number of instances can be specified in the profile. If

a process should always appear with exactly the same
number of instances, the minimum and the maximum
should both be set to the same value. This is illustrated

by the pbs _momprocess in the example. If a process 4
should never appear on a certain type of node, the maxi-
mum instance count would be set to 0, as represented by

Host PID Process Name PPID
compute001 1324 001324 /shin/agetty 1
compute001 7106 007016 /usr/local/pbs/ia64/sbinfpbm 1
compute001 11931 011931 /bin/sh 7106
compute001 11937 011937 /bin/sh 7106

Table 1. Collected Process Information

do not appear at all in the profile, and further diag-
nosis is required to see if it is malicious or not. One
technique of automating this diagnosis is to collab-
orate with the job scheduler for the cluster. If a
node is supposed to be idle, then any suspicious
process is likely cause for alarm. If a node is al-
located to a particular user, any process owned by
that user is likely benign, while processes owned
by any other user are likely malicious.

The user must provide a profile which lists the ex-

This analysis also detects doppelganger processes,
where a legitimate process is replaced by a ma-
lignant process with a similar name. For ex-
ample, shin/init might appear in place of
/sbin/init

A profile is a table of information describing the pro-

3. It can detect if a required process is missing. If a
process is listed in the profile with a minimum in-
stance count greater than zero, then that process is
expected to appear in the list of running processes
at all times. A process is missing if no running
process matches the name of a required process.
This would occur if an attacker disabled certain
processes to compromise the system. It might also
occur as a result of an unexpected system error such
as a process crash.

Some processes, suchragsqgld in Table 3, should

. If the number of instances of a certain process is
outside the allowable range but greater than zero,
a process of unknown origin will be detected and

Ipd in the table.

With these data, NVisionCC is able to detect four

types of security problems.

an alert will be raised. For example, a hacker could
replace the executable for an expected, critical, sys-

tem process with a malicious version while leaving
the existing process running. He could then run his
new version, adding an extra entry for the process
to the process list.

1. The monitoring system can detect if an explicitly
forbidden process is running. To extend the pre-
vious example, if an instance of sendmail is found
running on a compute node, this will immediately
be noticed when the sendmail process is seen to
have a maxnstances of 0 in the profile. Any run- 4.3.3 Visualization Client

ning process with the same name as a process de_Our design suggests using a Web-based visualization
nied in this manner in the profile will be flagged as 9 99 9

client to enable a user to quickly view the state of a clus-

a bad process. : . L )
ter from any other machine without requiring the instal-
2. The tool can detect suspicious processes that ardation of special software. Figure 1 depicts the interface
not explicitly forbidden. These are processes that used by NVisionCC. It shows a graphical summary of



Type Description and central server, but requests extra PCP metrics be-

Monitor Cluster Monitor Nodes yond that Clumon usually gathers. The data analyzer
Host Compute Nodes component retrieves the data from Clumon’s database,
User User Nodes generates any necessary alerts, then displays those to a
Storage Storage Nodes web view based on that used by Clumon.

Management Cluster Management Nodes

Table 2. Types of Cluster Nodes 5. Performance Impact

RuleID  Type Process Name Min Max The value of a cluster is directly proportional to the
1 Monitor mysqld 3 8 computational power it is able to provide to its users.
2 Monitor Ipd 0 0 Any security solution that noticeably impacts either the
computational speed or the network bandwidth of the
8 Host Ipd 0 0 cluster will not be deployed in production environments.

The pmcd daemon process used by NVisionCC has a
relatively small footprint on the machines in question:
less than 1% of the CPU and under one megabyte of
Table 3. Example Profile core memory are utilized hymcd while in its idle state.
However, its effect on the performance of jobs submitted
to the cluster is unclear. In this section, we examine the

state of the node. Different icons are used to representyoth CPU and bandwidth performance.

normal, suspicious, bad, and critical states on a node.
The collected data can also be presented in a varietyg 1 Experimental Environment
of other ways to assist the administrator in investigat-
ing alerts efficiently. The visualization client can create
a list of all anomalies presently detected on the system,
organized by severity. This is demonstrated in Figure 2.
This allows the administrator to quickly obtain a more
detailed overview of the system with the alerts priori-

©
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Host pbsmom

We collected performance analysis data using a 13-
node Linux cluster intended primarily for small-scale
production use. Each node contains two 2.0 GHz In-
tel Xeon processors with Hyperthreading (a total of four
. . logical processors) in symmetric multiprocessing (SMP)
tized by-severlty. . . configuration. The nodes each have one gigabyte of

Additionally, the system can provide the user V.V'th memory shared between both processors, and each runs
access to the raw process data collected for a partlcularRed Hat Linux with kernel 2.4.25smp. The nodes are

_T_?]qe’ I||3resetrr1]ted ;lS _th_e tcutrre?t ?rOEE;SS Ilsitfor th_e ?r?de'rnterconnected with both Gigabit Ethernet and Myrinet,
IS allows the administrator 1o look Tor patterns In the -, Myrinet as the primary means of MPl communi-

process list that. might not be apparent when viewing cation. On average, each node has between 40 and 50
only the_ anomalies de.tect_ed by thg sy§tem. An exam'processes running at any given time.
ple of this node-level view is shown in Figure 3. To evaluate the performance of the cluster under a
scientific workload, we used the High Performance Lin-
4.4. Clumon pack (HPL) software package [8]. This benchmark
runs on distributed-memory clusters and solves random
Clumon is a CLUster MONitoring application de- dense linear systems in 64-bit precision. HPL tests the
ployed on many large cluster systems at a number ofspeed of the computation and the accuracy of the re-
sites. It provides much of the software foundation for sults generated, making it an effective tool for judging
NVisionCC. Clumon uses PCP to gather performance the overall performance of a cluster under a scientific
statistics such as CPU load and memory usage fromworkload.
cluster nodes. It stores this information in a central data  Our performance tests ran HPL on 16 logical proces-
repository, and a web-based visualization tool retrieves sors spread across four nodes. Two test cases were run.
the data and presents it to a user. The first tested the impact on processor cycles delivered
NVisionCC is implemented as a plugin to the Clumon to scientific jobs. The second tested the impact on the
cluster monitoring tool. The information collector com- throughput provided by the cluster network. NVisionCC
ponent uses Clumon’s process monitoring infrastructure was running on the same nodes monitoring 16 PCP met-
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Figure 1. Visualization Client — Main View

Cluster Hosts Running suspicious process

leons

Indicating

l Denied process running

il Suspicious proces

S running

Time Host Name Process Name
2003-11-12 22:59:04|titan068 | root
2003-11-12 22:59:04 titan068 | -bash

2003-11-12 22:59:04 |titan071

/Ju/ncsa/nrudins/titan.stats /pokeutmp

2003-11-12 22:59:06 [titan095

Ju/ncsa/nrudins/titan.stats /pokeutmp

2003-11-12 22:59:09 [titan123

/Ju/ncsa/nrudins/titan.stats/pokeutmp

Cluster Hosts Running process out of range - Too many

Time

Host Name

Process Name  Current No

Mormal Range

2003-11-12 22:59:04 titan079

1 -

init 2

1

Cluster Hosts Process Should be running but NOT

Time

Host Name

Process Name

2003-11-12 22:59:04 |titan068

/sbin/agetty

2003-11-12 22:59:04 |titan079

/sbin/agetty

2003-11-12 22:59:10|titan135

/usr/local/pbs/ia64/sbin/pbs_mom

Figure 2. Visualization Client — Process Alert View

Time Process Name Status|Current No. Normal Range| Suggested Action
gg?ﬁ{i}ﬁu init = Max 2 1-1 E:_g;:sr;lssof the
%g!)laal_:luﬁlz (keventd) Normal 1 1-1 N/A
%gﬂfilé‘—lz {ksoftirgd_CPUD) Normal 1 1-1 N/A
%gﬂfa-luh—lz {ksoftirgd_CPU1) Mormal 1 1-1 N/A
%gulaal-lﬂﬂ-lz (kswapd) Mormal 1 1-1 N/A
20031112 | (pgflush) Normal| 1 et i
%g?laat_:ln{al_lz (kupdated) Normal 1 1-1 N/A
%gﬂ]i‘-]h];l—lZ (scsi_eh_0) MNormal 1 1-1 N/A
%gulaal_ll:lﬁlz (scsi_eh_1) Mormal 1 1-1 N7&
%gﬂﬁ{lé‘—lz {mdrecoveryd) Normal 1 D-1 N/A
%g?lai:lnﬁlz (kjournald) Normal 4 1-4 N/A

Figure 3. Visualization Client - Node View



Metric PCP Data

1 OSname kernel.uname.sysname e T ]
2 OSversion kernel.uname.version T 1
3 OSrelease kernel.uname.release sesr ’//i\\

4  System Load kernel.all.load a6l N

5 Free Memory mem.freemem 6551 \{\;{,_4, |

6 Total Syscalls kernel.all.syscall -

7  %FilesysUsed filesys.full %

8 Filesys Free filesys.free o

9 Filesys Used filesys.used '

10 Filesys Capacity filesys.capacity e

11 Mount Points filesys.mountdir ear

12 Number of CPUs  hinv.ncpu ] n s s :

Process Polling Interval (sec)

13 Processor Speed hinv.cpu.clock
14 Number of Disks  hinv.ndisk

15 PPID proc.psinfo.ppid Figure 4. Cluster performance with pro-
16 Defunct Processes proc.rung.defunct cess monitoring (IPC over Myrinet, 16 PCP
metrics)

Table 4. PCP Metrics Monitored by NVi-
sionCC

dicates that collecting the set of running processes from
rics, shown in Table 4. The polling frequency used by hosts on the cluster at intervals as short as one sec-
NVisionCC ranged from one second to one minute, and ong does not significantly impact the performance of the
the benchmark was also executed with NVisionCC dis- ¢yster on this benchmark. There is a performance dif-
abled. We did not test frequencies of less than one re-fgrence of less than 0.1 gigaflops between the case in
quest per second because it is unlikely that the analysis,yhich no process monitoring is occurring and the case in
machine could process the incoming data at that speed,yhich polling occurs once per second. On our test clus-

nor is it necessary for NVisionCC to work. Each polling  ter, this accounts for a degradation of less than 1.16%.
frequency was tested twenty times for the CPU test and

twenty times for the network test to achieve a 95% con-

fidence level. 5.3. Network Impact

Next, we tested the impact of the process monitor-
ing on the network. To measure this interference, the
interprocess communication for HPL and the monitor-
ing data gathered by NVisionCC were both routed over
the Gigabit Ethernet network. If PCP generated a large

HPL. If thfe process mon:tormﬁ consumedla S|ﬁn|f:cant amount of network congestion, the HPL results would
amount of processor cycles, the HPL results should de-g e gue to the increased latency in its communica-

grade as the frequency of polling is increased and moreyjo - ot all jobs submitted to a cluster will run over
CPU is allocated to the PCP monitor. During these tests, 11, Myrinet, and some clusters do not have Myrinet net-
processor performance was isolated from nerork Per~\vorks at all, so it was important to test whether or not
formance by routing the interprocess communication for ¢ 14cess monitoring would interfere with other traffic
HPL the cluster's Myrinet network while the data col- on the network links
lected by NVisionCC was transmitted over th_e Gigab_it Figure 5 shows the results from this experiment. As
Ethernet netvyork. Th.'s prevented the monitoring traffl_c in the CPU tests, the graph shows the results of running
”Ot’.“ congelsémg the I:jnks#szd b{jHPL SO Its communi- g while the process lists of the hosts in the cluster
callzqns Co:: procee unhln erel. fth It are polled at varying intervals. The average performance
lgure 4 summarizes the results of these tests. Itin- yigerence between the test with no polling and the test
1This metric provides the process name, process ID, and processwith the most frequent polling was an increajse of .13
parent ID. gigaflops, or +0.2% on our test cluster. This perfor-

5.2. Processor Impact

First, we tested the impact of the process monitor-
ing used by NVisionCC on the CPU cycles delivered of




ber of processes per node combined with the large total
[ ] number of nodes resulted in a substantial load on the
| central data-collecting machine, and the analysis com-
putation was very slow. We are currently considering

o3y ] ways of improving the efficiency of the data analyzer
o }\\f///}//T\ Fd ] component.
g 625 - - This cluster violated our assumption that nodes of
¢ el | the same classification would have homogeneous hard-

ware and software configurations. There are a small
number of storage nodes that double as compute nodes,
and these have additional processes running to fulfill the
storage functions. Additionally, for an unknown reason
NoPolng 20 o s E 1 some processes were running under names that differed
Frocess Poling ene! (220 from those specified in the profile. These two anoma-
lies resulted in NVisionCC generating many false pos-

Figure 5. Cluster performance with pro- itives. Future work on this point will focus on deter-
cess monitoring (IPC over Gigabit Ether- mining the cause of these diversions from the expected
net, 16 PCP metrics) homogeneous view and reconciling the situation within

the monitoring framework.

6. Conclusions and Future Work
mance improvement is smaller than the confidence in-
terval measured, so it cannot be considered conclusive. In this paper, we have presented a mechanism for
However, these results do indicate that polling the pro- detecting compromised nodes in large-scale commod-

cess lists of cluster nodes at intervals as small as ongty clusters via process monitoring. As opposed to the
second had no significant performance impact on the o, .ant state-of-the-art in enterprise security monitoring,
network infrastructure of the cluster. our system looks at the cluster as a whole rather than as

It is possible that as the number of machines on , cojiection of independent nodes and makes use of the
the network grows, the increase in process data belngemergent properties of a cluster environment.
transmitted could cause contention on the Ethernet bus, In Section 4, we presented our prototype process

though this has not been tested. Should this pmb'emmonitoring tool, NVisionCC. NVisionCC is plug-in for

arise, however, the collection of process lists could be 1o cjumon cluster monitoring package, which uses Per-

organized in a more hierarchical fashion to reduce the ¢y, nance Co-Pilot (PCP) to collect statistics about the
number of messages transmitted by a logarithmic factor. nodes in the cluster. We conducted tests to measure the

We I?Le encouraged by the fact th.art1 the ﬁlum\?n_frame- impact of process monitoring on the performance of the
work has been used to monitor (without the NVisionCC . ster under a scientific load and found that the list of
plugin) aspects of a 1450+ node cluster using PCP with- 1 ning processes on each host could be polled as fre-

out causing bandwidth problems. quently as once per second without significantly affect-
o ing the performance of the cluster.
5.4. Preliminary Results In the future, we plan to augment NVisionCC to mon-
itor the other emergent properties mentioned in Sec-
In addition to the 13-node Linux cluster, we have also tion 1. Development is underway to visually flag nodes
deployed NVisionCC on a 512-node 1A-32 Linux clus- that have abnormal ports open while in their idle state.
ter. Although we have not formally collected perfor- This type of check will allow us to detect nodes that are
mance data on this platform, we have made some pre-listening for abnormal network connections while in an
liminary observations. unallocated state. Additionally, we are implementing a
We expected to find approximately 40-50 processestool that allows us to check for altered system files on
running on each node. We were surprised to find that each cluster node.
there were close to 100 processes on each node. The By combining examining multiple emergent prop-
distributed nature of the monitoring resulted in negligi- erties of cluster nodes, we increase the probability of
ble load on the cluster nodes. However, the large num-successfully detecting an intrusion by decreasing the



amount of freedom the attacker has once a host is com- [5] F. Hoffman.

promised. For instance, if an attacker compromises a
host and is able to alter timcd daemon, illegal pro-
cesses could be masked from our process monitor. How-
ever, if the attacker attempted to contact other nodes in
the cluster or alter any system files, the intrusion could
be detected. The interplay of the emergent properties of
the cluster represents a great advantage to security ad-
ministrators attempting to monitor modern clusters.
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