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Mo#va#on 

•  Some#mes trust nego#a#on among more than two par#es are needed, 
and can not be solved using several two‐party nego#a#ons 

Online Applica#on 

Credit History 
Nego#a#on 1 

answer 

Nego#a#on 2 

answer 

Discussion: 
What’s  the  difference 
between MTN and Chain 
Discovery Problem? 



Solu#on 

•  A mul#party trust nego#a#on framework 
•  Contribu#ons: 
    ‐ A language: DARCL 

    ‐ A protocol: diffusion protocl 

    ‐ Two strategies: Eager and Cau#ous 

•  xxx 



Key Idea 

•  Allow the policy writer to specify the source 
and des#na#on of a creden#al – to control the 
nego#a#on flow 

        ‐ Geico↑Geico.approve(Alice)↓Alice←CreditU↑CreditU.goodCred(Alice)↓Geico ∧… 



DARCL 



Example Policy 

•  EM can issue a visa to Alice only if : (1) Alice shows her 
Canada passport to EM; (2) DFS shows to EM that Alice 
has passed background check done by DFS; (3) Alice 
shows to EM that she is willing to allow DFS release 
background check result to EM  



Example Policy 

•  Alice is willing to show her passport to EM if: 
(1) EM shows to Alice that it is an official 
Embassy; (2) Alice has her passport by hand 

Discussion:  
The policies in their framework seems too specific 
and ad‐hoc. How does Alice know to specify such 
policy regarding to visa applica#on when she joins 
the network? 



Inference Rule 

In prac#ce, no one is interested in discover all such knowledge from Global 
Inference Rule. One party is usually only interested on the knowledge that is 
directly related to the service – ensured by proper MTN protocol and strategies 



Safe Disclosure Sequence 

•  A sequence of disclosure is safe if each disclosure in it is safe 
when it takes place 

•  A disclosure is safe if it is unlocked when it takes place 

•  A disclosure d=peer1↑C↓peer2 is unlocked if (1) d is already 
in peer1’s knowledge base; or (2) d can be derived in peer1’s 
knowledge base using local inference rules 

•  The goal of trust nego#a#on protocol and strategy is to find 
such safe disclosure sequence! 



Diffusion Protocol 

Receive message 

Process message 

Nego#a#on 

Send message 



Basic Eager Strategy 

Even BES considers the 
relevant creden#als only !!! 



Full Eager Strategy 

•  Use Ack. message to guarantee that 
nego#a#on will ends if not succeed 

   ‐ i.e. prevent deadlock such that several par#es requests 
disclosures from each other 

•  Hard to understand without consul#ng 
reference [27] and proofs in reference [26] 

    ‐ skip… 



Cau#ous Strategy 

e is either directly requested or 
a previous request that d is 
relevant for 

In either case, the next step is to answer e 

Cau#ous!!! 



Strengths 

•  Models Mul#party Nego#a#on 

•  DARCL is novel and allows to specify source 
and des#na#on of a disclosure 

•  The two strategies are well‐designed: even the 
BES only discloses relevant creden#als 



Weaknesses 

•  Discussion… 



Weaknesses 

•  Policy defined by source and des#na#on are 
too specific and ad‐hoc in nature 

•  Par#es in MTN have to choose the same 
strategy 

       ‐ otherwise their strategies are not complete 

•  How to choose one disclosure in CS? 


