
Annual Report: 0325353

Page 1 of 11

Annual Report for Period:09/2006 - 08/2007 Submitted on: 08/06/2007

Principal Investigator: Mosse', Daniel  . Award ID: 0325353

Organization: U of Pittsburgh           

Title:
ITR: Secure CITI: A Secure Critical Information Technology Infrastructure for Disaster Management

Project Participants

Senior Personnel

Name: Mosse', Daniel

Worked for more than 160 Hours: Yes

Contribution to Project: 

Name: Comfort, Louise

Worked for more than 160 Hours: Yes

Contribution to Project: 

Name: Melhem, Rami

Worked for more than 160 Hours: No

Contribution to Project: 
He is not budgeted to work more than 160Hrs/year in the project

Name: Amer, Ahmed

Worked for more than 160 Hours: No

Contribution to Project: 
 
Name: Brustoloni, Jose

Worked for more than 160 Hours: No

Contribution to Project: 
 
Name: Labrinidis, Alexandros

Worked for more than 160 Hours: No

Contribution to Project: 
 
Name: Pruhs, Kirk

Worked for more than 160 Hours: No

Contribution to Project: 
 
Name: Hauskrecht, Milos

Worked for more than 160 Hours: No

Contribution to Project: 
 
Name: Chrysanthis, Panos

Worked for more than 160 Hours: No

Contribution to Project: 
 

Post-doc

Graduate Student



Annual Report: 0325353

Page 2 of 11

Name: Johnson, David

Worked for more than 160 Hours: Yes

Contribution to Project: 
 
Name: Skertich, Robert

Worked for more than 160 Hours: Yes

Contribution to Project: 
 
Name: Sutovsky, Peter

Worked for more than 160 Hours: Yes

Contribution to Project: 
 

Undergraduate Student

Technician, Programmer

Other Participant

Research Experience for Undergraduates

Organizational Partners

Other Collaborators or Contacts
MountainTop Technologies, Inc. is collaborating with the S-CITI team to provide additional technical support in developing the prototype
executive dashboard for a real-life evacuation exercise.  At one session in Johnstown, PA, MTT hosted a meeting with participation of local
emergency personnel from the City of Johnstown and Cambria County to review the IISIS prototype and provide feedback.



Earlier work relevant to the modeling static and dynamic dependencies in large distributed systems with continuous and discrete random
variables was done in collaboration with Carlos Guestrin from Carnegie Mellon University and Intel Research.  We have also collaborated with
Phil Gibbons from Intel Research on issues of sensors and networks.



Lars Middendorp and Susan Lagerweij are PhD students visiting from TU Delft in Holland.  They are studying the interaction of PennDoT data
in the evacuationg schemes for the Secure-CITI project.



J-S Lin, from the Department of Civil Engineering at the University of Pittsburgh, has collaborated with both Professors Hauskretch and
Comfort (with the S-CITI project) to work on decision support needs of the Penn DoT.

Activities and Findings

Research and Education Activities: (See PDF version submitted by PI at the end of the report)

Findings: (See PDF version submitted by PI at the end of the report)

Training and Development:
The main training mission of this project is to include graduate students as central actors in our research team.  Participation in the project gives
them experience in different aspects of system development, writing, participating in sociotechnical systems and exposure to practicing
agencies operating in disaster environments. At least 8 doctoral students are currently undertaking dissertations on topics closely related to this
research.  In fact, several have graduate students have not only been funded by this project, but because of the work in the S-CITI project they
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have been invited to participate in industry-wide internships and jobs.



Outside the realm of academia, our efforts are also ongoing.

While we continue our discussions with MountainTop Technologies, Inc. (MTT) regarding the possible licensing of the prototype, two other
opportunities have emerged over this year for the adoption and deployment of the J-IISIS prototype. First, the Pennsylvania Department of
Transportation has invited L. Comfort, M. Hauskrecht, and J-S Lin to submit a proposal for the development of a Situational Assessment
Module that would run on the revised J-IISIS prototype. We have developed a proposal for a two-year program of research to complete this
task.  The proposal has been tentatively approved for funding, and we are currently negotiating the final terms with the agency.  This program
of research would build on the findings from the Mon Valley Project, and offer an opportunity for further development with a statewide agency
in Pennsylvania.  Second, Emergency Visions, a company based in Smyrna, GA has inquired about the possibility of evaluating the J-IISIS
prototype for their potential use in contracted services with the State of Florida.  A representative from this company, Shawn D. Smith, will
come to Pittsburgh in early September to review the prototype in detail.  He will also participate as an observer in the September 30 simulated
operations exercise with emergency personnel from the twenty-seven municipalities in the Mon Valley.



In terms of training, we have incorporated training into our Mon Valley Project as an integral component of introducing the software to the
agencies that would use it in their daily operations.  We have held three training sessions for emergency personnel from our study area of
twenty seven municipalities.  The first was June 6, 2007; the second, June 29, 2007, and the third was July 21, 2007. While these training
sessions introduced the emergency personnel to the J-IISIS software, they also provided invaluable feedback to our development team
regarding the functionality of the system for their daily and emergency operations.



We are also in talks with the Pitt National Center For First Responder Technologies, in order to be able to commercialize the technologies
developed under the S-CITI project.  The Center for First Responder Technologies is funded by DoD.

Outreach Activities:
With respect to our interactions with the City and the County, we

participate regularly in the Region-13 meetings (Emergency Response

Teams of the 13 counties surrounding the City of Pittsburgh).  More

importantly, the S-CITI team was invited to participate in an live

disaster/emergency drill in Pittsburgh.  



MountainTop technologies evaluated and are currently funding part of the the Executive Dashboard and the data management work for a
real-life large-scale event.



We are currently in discussions with the Iron Compass Map Company from Lancaster, PA, for them to evaluate the technology we have been
developing with respect to the the sensors and connectivity work.  Their product provides critical information to first responders to quickly find
dispatched locations and would profit from enhanced communications.
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(2004). Published, 
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Dashboard", Proceedings of the Conference on Disaster and Society - From Hazard 

Assessment to Risk Reduction, p. 1, vol. , (2004). Published, 

Ruibin Xu, Chenhai Xi, Rami Melhem and Daniel Mosse, "Practical PACE for Embedded Systems", The 4th ACM International Conference
on Embedde Software (EMSOFT '04), p. 1, vol. , (2004). Accepted, 

Cosmin Rusu, Ruibin Xu, Rami Melhem, Daniel Moss?, "Energy-Efficient 

Policies for Request-Driven Soft Real-Time Systems", Euromicro Conference on Real-Time Systems, p. 1, vol. , (2004). Published, 

Ganesh Santhanakrishnan, Ahmed Amer, and Panos K. Chrysanthis, "Self-Tuning Caching: The Universal Caching (UC) Algorithm", Software
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B. Kveton and M. Hauskrecht, "An MCMC Approach to Solving Hybrid Factored MDPs", Proceedings of the 19th International Joint
Conference on Artificial Intelligence, p. 1, vol. , (2005). Published, 

M. Hauskrecht, B. Kveton, "Linear program approximations for factored continuous-state Markov Decision Processes", Advances in Neural
Information Processing Systems, p. 1, vol. 16, (2004). Published, 

Louise K. Comfort, Milos Hauskrecht, and Jeen Shang Lin, "Dynamic Networks: Modeling Change in Environments Exposed to Risk", Paper
presented at the Annual Research Conference of the Association of Public Policy and Management, p. 1, vol. , (2004). Published, 

Ganesh Santhanakrishnan, Qinglan  Li, Jonathan Beaver, Panos

Chrysanthis,  Ahmed Amer and Alexandros Labrinidis, "Multi-Criteria Routing in Pervasive Environment with Sensors", Proceedings of the

IEEE International Conference on Pervasive Services (ICPS 2005), p. 1, vol. , (2005). Published, 

Ganesh Santhanakrishnan, Ahmed Amer and Panos Chrysanthis, "Towards Universal Mobile Caching", Proceedings of the 4th ACM
Workshop

on Data Engineering for  Wireless and Mobile Access (MobiDE 2005), p. 1, vol. , (2005). Published, 

Ganesh Santhanakrishnan, Ahmed Amer and Panos K. Chrysanthis, "A Goal-Oriented Self-Tuning Caching Algorithm Conference

(IPCCC 2004)", Proceedings of the 23rd IEEE International Performance Computing and Communications, p. 1, vol. , (2004). Published, 

James Larkby-Lahet, Ganesh Santhanakrishnan, Ahmed Amer and Panos

Chrysanthis, "STEP: Self-Tuning Energy-safe Predictors", Proceedings of   he International Conference on Mobile Data Management (MDM
2005), p. 1, vol. , (2005). Published, 
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Matthew P. Craven and Ahmed Amer, "Predictive Reduction of Power and Latency (PuRPLe)", Proceedings of the Twenty Second
IEEE/Thirteenth NASA Goddard Conference on Mass Storage Systems and Technologies (MSSST

2005), p. 1, vol. , (2005). Published, 

Purvi Shah, Jehan-Francois Paris, Ahmed Amer, and Darrell D. E. Long,, "Identifying Stable File Access Patterns", Proceedings of the Twelfth
NASA Goddard/Twenty First IEEE Conference on Mass Storage Systems and Technologies (MSSST 2004), p. 1, vol. , (2004). Published, 

J. Beaver, K. Pruhs, P. Chrysanthis, and V. Liberatore, "The Multicast Pull Advantage in Dissemination-based Data Delivery", Hellenic
Symposium on Data Management, p. 1, vol. , (2004). Published, 

Mohamed A. Sharaf, Panos K. Chrysanthis, and Alexandros Labrinidis, "Preemptive Rate-based Operator Scheduling in a Data

Stream Management System", In the Proceedings of the Third ACS/IEEE Int'l Conference on Computer Systems and Applications}, p. 1, vol. ,
(2005). Published, 

N. Bansal and  K. Pruhs, "Speed scaling to manage temperature", Symposium on Theoretical Aspects of Computer Science (STACS), p. 1, vol.
, (2005). Published, 

K. Pruhs, P. Uthaisombut, and G. Woeginger, "Getting the Best Response for your Erg", Scandanivian Workshop on Algorithms and Theory
(SWAT), p. 1, vol. , (2004). Published, 

Ruibin Xu, Dakai Zhu, Cosmin Rusu, Rami Melhem and Daniel Mossé, "Energy-Efficient Policies for Embedded Clusters", ACM
SIGPLAN/SIGBED 2005 Conference on Languages, Compilers, and Tools for Embedded Systems (LCTES '05), p. 1, vol. , (2005). Published, 

Sameh Gobriel, Rami Melhem and Daniel Mosse, "Modeling an Energy-Efficient MAC Layer Protocol", IEEE International Computer
Engineering Conference 04, p. 1, vol. , (2004). Published, 

Sameh Gobriel, Rami Melhem and Daniel Mosse, "BLAM: an Energ-Efficient MAC Layer Enhancement for Wireless Adhoc Networks", In
IEEE 2005, Wireless Communications and Networking Conference New Orleans, March 2005., p. 1, vol. , (2005). Published, 

Sameh Gobriel, Rami Melhem and Daniel Mosse, "A Unified Interference/Collision Model for Optimal MAC Transmission Power in Adhoc
Networks", International Journal of Wireless and Mobile Computing (IJWMC), p. , vol. , (2005). Accepted, 

G. Li, H. Ling and T. Znati, "A Robust On-demand Path Key Establishment Framework via Random Key Pre-distribution for Wireless Sensor
Networks", EURASIP Journal on Wireless Communications and Networking, p. 1, vol. , (2005). Published, 

T. Singliar and M. Hauskrecht, "Variational Learning for the Noisy-OR Component Analysis", Proceedings of the SIAM International Data
Mining Conference, p. 1, vol. , (2005). Published, 

M. Aly, K. Pruhs, T. Znati, and Brady Hunsaker, "On the Coverage Problem for Myopic Sensors", Proceedings of WIRELESSCOM 2005, p. 1,
vol. , (2005). Published, 

A. Gopalan, T. Znati, and P.K. Chrysanthis, "Structuring Pervasive Services in Infrastructureless Networks", Proceedings of the IEEE
International Conference on Pervasive Services (ICPS 2005), p. 1, vol. , (2005). Published, 

M. Aly, N. Morsillo, P.K. Chrysanthis, and K. Pruhs, "Zone Sharing: A HotSpots Decomposition Scheme for DataCentric Storage in Sensor
Networks", Proceedings of the Second International Workshop on Data Management for Sensor Networks (DMSN), p. 1, vol. , (2005).
Published, 

Guanfeng Li, Hui Ling and Taieb Znati, "Path Key Establishment using Multiple Secured Paths in Wireless Sensor Networks", Proceedings of
CoNEXT, p. 1, vol. , (2005). Published, 
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Conference on Planning and Scheduling, p. 1, vol. , (2006). Published, 
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Online Algorithms WAOA 2005, p. 1, vol. , (2006). Published, 

Mohamed A. Sharaf, Alexandros Labrinidis, Panos K. Chrysanthis, Kirk Pruhs, "Freshness-Aware Scheduling of Continuous Queries in the
Dynamic Web", Proceedings of the Eighth International Workshop on the Web & Databases (WebDB 2005), p. 1, vol. , (2005). Published, 

Jeff Edmonds, Kirk Pruhs, "A Maiden Analysis of Longest Wait First", ACM Transactions on Algorithms, p. 14, vol. 1, (2005). Published, 

Khattab, S; Melhem, R; Mosse, D; Znati, T, "Honeypot back-propagation for mitigating spoofing distributed Denial-of-Service attacks",
JOURNAL OF PARALLEL AND DISTRIBUTED COMPUTING, p. 1152, vol. 66, (2006). Published, 10.1016/j.jpdc.2006.04.01

Li, GF; Znati, T, "RECA: A ring-structured energy-efficient cluster architecture for wireless sensor networks", MOBILE AD-HOC AND
SENSOR NETWORKS, PROCEEDINGS, p. 927, vol. 3794, (2005). Published, 

Gopalan, A; Znati, T, "POST: A peer-to-peer overlay structure for service and application deployment in MANETs", MOBILE AD-HOC AND
SENSOR NETWORKS, PROCEEDINGS, p. 1006, vol. 3794, (2005). Published, 
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Santhanakrishnan, G; Amer, A; Chrysanthis, PK, "Self-tuning caching: the Universal Caching algorithm", SOFTWARE-PRACTICE &
EXPERIENCE, p. 1179, vol. 36, (2006). Published, 10.1002/spe.75

Pruhs, K; van Stee, R; Uthaisombut, P, "Speed scaling of tasks with precedence constraints", APPROXIMATION AND ONLINE
ALGORITHMS, p. 307, vol. 3879, (2006). Published, 

Kveton, B; Hauskrecht, M; Guestrin, C, "Solving factored MDPs with hybrid state and action variables", JOURNAL OF ARTIFICIAL
INTELLIGENCE RESEARCH, p. 153, vol. 27, (2006). Published, 

Ganesh Santhanakrishnan, Ahmed Amer,,Panos K. Chrysanthis, "Self-tuning caching: the Universal Caching algorithm", Software Practice &
Experience (SP&E), p. , vol. 36, (2006). Published,  

Guanfeng Li, Taieb Znati, and Anandha Gopalan, "REAP: Ring band-based energy adaptive protocol for information dissemination and
forwarding in wireless sensor networks", nternational Journal of Sensor Networks, p. , vol. , (2006). Published,  

L. Comfort, "Crisis Management in Hindsight: Cognition, Communication, Coordination, and Control.", Public Administration Review, p. ,
vol. , (2007). Accepted,  

L. Comfort, D. Mosse, and T. Znati, "Managing Risk in Real Time: Integrating Information Technology into Disaster Risk Reduction and
Response.", Commonwealth Journal, p. , vol. , (2007). Accepted,  

Hui Ling, Taieb Znati, "nd-to-End Pairwise Key Establishment using Node Disjoint Secure Paths in Wireless Sensor Networks", International
Journal of Security and Networks (IJSN), p. 109, vol. 2, (2007). Published,  

Hui Ling, Taieb Znati, "Establishing Pairwise Keys in Wireless Sensor Networks Using Multiple Paths", Ad Hoc & Sensor Wireless Network,
p. , vol. , (2006). Accepted,  

Guanfeng Li, Hui Ling, Taieb Znati and Weili Wu, "A Robust On-demand Path Key Establishment Framework via Random Key
Pre-distribution for Wireless Sensor Networks", EURASIP Journal on Wireless Communications and Networking, p. , vol. , (2006). Published, 

L. Comfort, "Inter-organizational Design for Disaster Management: Cognition, Communication, Coordination, and Control.", ournal of
Seismology and Earthquake Engineering, p. , vol. , (2007). Accepted,  

Nikhil Bansal, Tracy Kimbrel, Kirk Pruhs, "Speed scaling to manage energy and temperature", Journal of the ACM, p. , vol. , (2007).
Published,  

Kirk Pruhs, "Competitive online scheduling for server systems", ACM SIGMETRICS Performance Evaluation Review, p. , vol. , (2007).
Published,  

Nikhil Bansal, Kirk Pruhs and Cliff Stein, "Speed Scaling for Weighted Flow Time", ACM/SIAM SODA, p. , vol. , (2007). Published,  

Mohamed Aly, Kirk Pruhs, Panos K. Chrysanthis, "KDDCS: a load-balanced in-network data-centric storage scheme for sensor networks",
CIKM, p. , vol. , (2006). Published,  

Mohamed Aly, Panos Chrysanthis, and Kirk Pruhs, "Decomposing Data-Centric Storage Query Hot-spots in Sensor Networks", 3rd Annual
International Conference on Mobile and Ubiquitous Systems (MOBIQUITOUS?06), p. , vol. , (2006). Published,  

Improving Security Decisions with Polymorphic and Audited Dialogs, "R. Villamarin-Salomon and J. C. Brustoloni", 3rd 

Symposium on Usable Privacy and Security (SOUPS'2007), p. , vol. , (2007). Published,  

 J. C. Brustoloni and S. Chen, "Automatically Segregating Greedy and Malicious Internet Flows", International Conference 

on Communications (ICC'2007), p. , vol. , (2007). Published,  
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J. C. Brustoloni, S. Khattab, C. Santamaria, B. Smyth and D. Mossé, "Integrated Scheduling of Application- and Network-Layer Tasks in 
Delay-Tolerant MANETs", GLOBECOM'2006, p. , vol. , (2006). Published,  

S. Gobriel, S. Khattab, D. Mossé, R.  Melhem and J. C. Brustoloni, "RideSharing: Fault-Tolerant Aggregation in Sensor Networks with 
Corrective Actions", SECON, p. , vol. , (2006). Published,  

T. Singliar, M. Hauskrecht, "Modeling Highway Traffic", European Conference on Machine Learning, ECML/PKDD, p. , vol. , (2007).
Published,  

T. Singliar, M. Hauskrech, "earning to Detect Adverse Traffic Events from Noisily Labeled Data", Principles of Knowledge Discovery in
Databases, ECML/PKDD, p. , vol. , (2007). Accepted,  

T. Singliar, M. Hauskrecht, "Towards a Learning Incident Detection System", Workshop on Machine Learning Methods for Surveillance and
Event Detection, p. , vol. , (2006). Published,  

Demetrios Zeinalipour-Yazti, Panayiotis Andreou, Panos K. Chrysanthis, George Samaras, and Andreas Pitsillides, "he MicroPulse Framework
for Adaptive Waking Windows in Sensor Networks", International Workshop on Data Intensive Sensor Networks 2007 (DISN'07), p. , vol. ,
(2007). Published,  

Demetrios Zeinalipour-Yazti, Panayiotis Andreou, Panos K. Chrysanthis, and George Samaras, "MINT Views: Materialized In-Network Top-k
Views in Sensor Networks", 7th International Conference in Mobile Data Management, (MDM'07), p. , vol. , (2007). Published,  

Andreea Berfield, Panos K. Chrysanthis, and Daniel Mosse, "LSynD: Localized Synopsis Diffusion", ISORC'07, p. , vol. , (2007). Published,  

Andreea Berfield, Panos K. Chrysanthis, Alexandros Labrinidis, "Efficient Handling of Sensor Failures", International Workshop on Data
Management for Sensor Networks (DMSN'06), p. , vol. , (2006). Published,  

Jie Xu, Qinglan Li, Huiming Qu, and Alexandros Labrinidis, "Towards a Content-Provider-Friendly Web Page Crawler", WebDB'07, p. , vol. ,
(2007). Published,  

Huiming Qu, Jie Xu, and Alexandros Labrinidis, "Quality is in the eye of the beholder: Towards User-Centric Web-Databases", 26th ACM
International Conference on Management of Data (SIGMOD'07), p. , vol. , (2007). Published,  

Huiming Qu,Alexandros Labrinidis, "Preference-Aware Query and Update Scheduling in Web-databases", International Conference on Data
Engineering (ICDE'07), p. , vol. , (2007). Published,  

Alexandros Labrinidis, Huiming Qu, and Jie Xu, "Quality Contracts for Real-Time Enterprises", International Workshop on Business
Intelligence for the Real Time Enterprise (BIRTE'06),, p. , vol. , (2006). Published,  

Panayiotis Neophytou, Alexandros Labrinidis,,Panos K. Chrysanthis, "WhiteBoard P2P: A Peer-to-Peer Reliable Data Dissemination
Infrastructure for Collaborative Applications", Conference on Intelligent Systems And Computing: Theory And Applications 2006 (ISYC '06),
p. , vol. , (2006). Published,  

Ping Xia, Panos K. Chrysanthis, and Alexandros Labrinidis, "Similarity-Aware Query Processing in Sensor Networks", WPDRTS'06, p. , vol. ,
(2006). Published,  

Hui Ling, Taieb Znati, "GKM: A Group Dynamics Aware Key Management Scheme forb   Multicast Communication in Ad-Hoc Sensor
Networks", IPCCC Workshop on Information Assurance (WIA), p. , vol. , (2007). Published,  

H. Ling, T. Znati, and L. Comfort, "Location Discovery in Sparse Under Water Sensor Networks Using Out-of-Range Information", Workshop
on Designing Resilience for Extreme Events:  Sociotechnical Approaches, p. , vol. , (2007). Published,  

R. Xu, D. Mossé, and R. Melhem, "Minimizing Expected Energy Consumption in Real-Time Systems through Dynamic Voltage Scaling", CM
Transactions on Computers, p. , vol. , (2007). Accepted,  
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N. AbouGhazaleh, D. Mossé, B. Childers, R. Melhem, "Collaborative Operating System and Compiler Power Management for Real-Time
Applications", ACM Trans. on Embedded Computing Systems,, p. , vol. , (2006). Published,  

N. AbouGhazaleh, B. Childers, D. Mossé, and R. Melhem, "Power Management in External Memory using Power-Aware Cached-DRAM",
Int'l. Journal on Embedded Systems, p. , vol. , (2006). Accepted,  

D. Zhu, B. Childers, D. Mossé, and R. Melhem, "Power Aware Mapping of Real-Time Tasks to Multiprocessors", The Handbook of Parallel
Computing: Models, Algorithms, and Applications, p. , vol. , (2006). Published,  

Books or Other One-time Publications

P. Chrysanthis, V. Liberatore, and K. Pruhs, "Middleware for scalable data dissemination", (2004). Book, Published
Editor(s): Q. H. Mahmoud
Collection: Middleware for Communications
Bibliography: ISBN: 0-470-86206-8, WileyEurope Publishers

Louise K. Comfort, Mark Dunn, David Johnson, Robert Skertich, Adam Zagorecki, "Integrating Real-Time Information into Disaster
Management: The IISIS Dashboard", (2004). book chapter, Published
Editor(s): Dorthe Malzahn and Tina Plapp
Collection: Disasters and Society ? From Hazard Assessment to Risk Reduction
Bibliography:  Berlin Verlag, pp 227-235



Louise K. Comfort, Mark Dunn, David Johnson, Robert Skertich, Adam Zagorecki

, "Disasters and Society ? From Hazard Assessment to Risk Reduction", (2004). Book, Published
Editor(s): Dorthe Malzahn and Tina Plapp
Bibliography: Berlin: Logos Verlag. Pp. 227- 235.	


Web/Internet Site

URL(s):
http://www.cs.pitt.edu/s-citi

http://www.iisis.pitt.edu/

Description:
 

Other Specific Products

Product Type:

Tutorial

Product Description:
Network-Aware Wireless Sensor Data Management (Advanced Seminar), by Vladimir I. Zadorozhny and Panos K. Chrysanthis
Sharing Information:
This was an invited seminar featured at the 7th International Conference on Mobile Data Management (MDM 2006)

Contributions

Contributions within Discipline: 
The advantage of the new hybrid dynamic belief network model is that it can be adapted to fit Markov decision process (MDP) models. MDPs
let us represent planning problems arising in controlled stochastic settings. Examples of such problems include optimal
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configuration/reconfiguration of sensory networks or control of traffic flows. Our contributions to date include the development of a new set of
approximations for computing optimal plans for MDPs with hybrid dynamic models based on Aproximate Linear Programming (ALP)
techniques. More recently, we have devised and tested a new optimization algorithm for ALPs based on Markov chain Monte Carlo that can
successfully solve temporal optimization problems with up to 28-dimensional continuous state space and 22-dimensional action space.
Previously, problems of such a complexity were considered unsolvable.  Furthermore, even for comparable size problems, our techniques
outperform existing methods.



We have had the benefit of informal feedback from practicing managers in emergency response that has guided the design and modifications of
the patient and displaced persons tracking module. We also benefited from participating in the September 25, 2004 exercise to evaluate the
functionality of the patient tracking module in a simulated field setting.  We learned from that experience that the actual transmission of patient
information at a triage station is much more rapid that standard PDAs can accept.  Consequently, we changed our design to include a
voice-activated PDA that can receive critical information more quickly and accurately.  This change resulted in a significant improvement in
functionality for the patient tracking module.



The infrastructure we have developed will allow us to build a variety of prototypes and study the different characteristics of systems.  We
expect to be able to distribute the software platform we are developing so that other researchers do not have to reproduce it.



Moreover, we believe that the automated service integration activity will produce a crucial tool (part of the S-CITI prototype) that will be used
to organize both technical and human 'networks' during emergency response, since will allow for an automated approach that is context-aware.
 This context-aware approach will prove useful not only in emergency situations, but also in other context-aware computing paradigms (e.g.,
pervasive computing) 


Contributions to Other Disciplines: 
This third project year has continued the design and development of the executive dashboard and has focused on the design and development of
a 911 bridge that will transmit real-time incident management data from County 911 systems to the J-IISIS prototype for integration and
analysis of action strategies for emergency personnel.  This redesign also led to  reorganization of the architecture to support the integration of
data from other real-time sources: National Weather System; accuWeather; USGS storm gauges, and the Pennsylvanian Department of
Transportation sensor network for state roads.  These functions underlie the Situational Assessment Module for the J-IISIS prototype that will
integrate real-time information from different sources to provide a timely update of valid information to practicing emergency managers.  This
research contributes to the disciplines of public policy, engineering, information sciences, as well as computer science.




Contributions to Human Resource Development: 
Many graduate students have been involved in the project, both from Computer Science (about 10 graduate students) and from GSPIA (about 5
graduate students).  Most interesting is the involvement of Red Cross personnel (who are GSPIA students) in the process, and the exposure of
the Allegheny County Emergency Manager (Chief Full) to the project.



We believe that this, and the exposure of the project to small, targeted companies will lead to further understanding why an infrastructure like
Secure-CITI can contribute significantly to the state-of-the-art in Emergency Management.


Contributions to Resources for Research and Education: 
 
Contributions Beyond Science and Engineering: 
The development of the J-IISIS prototype, as a sociotechnical system, will contribute significantly to increase the capacity of local emergency
personnel to manage their own risk.  As the system is developed to scalar proportions, these same benefits will accrue at the county, state, and
national level.  The intent is to produce a viable, flexible information infrastructure to support practicing agencies in their response to regional
disaster events.  The collapse of the emergency response system following Hurricane Katrina illustrates the importance of integrating
information technology appropriately into the response system.  These findings will have a major effect on the capacity of the nation to
anticipate, plan for, respond to, and recover from, extreme events.

Special Requirements

Special reporting requirements: None

Change in Objectives or Scope: None

Unobligated funds: $ 0.00
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Animal, Human Subjects, Biohazards: None

Categories for which nothing is reported: 
Organizational Partners

Contributions: To Any Resources for Research and Education





Research and education activities 
 
We have worked in a several-prong approach this year.  In particular, we worked on the infrastructure 
surrounding the IISIS prototype. sensors and sensor networks,  and data management, issues of learning 
in transportation networks, security and power/energy management.  These will be detailed below. 
 
Infrastructure: 
 
The IISIS sub-team has been working with Secure CITI researchers over the last two years to develop an 
Executive Dashboard for the visual display of data transmitted from sensor networks to provide real-time 
profiles of the state of a building, neighborhood, community, or city at risk. Feedback from our 
participation in the federally funded PNC Park exercise in downtown Pittsburgh on May 7, 2005 and 
subsequent reviewers of the IISIS prototype, including the preliminary executive dashboard, strongly 
recommended that we convert the IISIS prototype to JAVA. This computer language will allow the 
prototype to be more easily integrated with other types of software that cities and counties operate.  We 
were fortunate to receive a supplementary grant of 30,000 from the Office of Technology Management at 
the University of Pittsburgh to do the conversion, which was completed over the fall 2006 semester.  The 
result is a much more flexible, much more secure prototype that can more easily be linked with existing 
software at different jurisdictional levels of emergency operations.  This conversion strengthens the 
capacity of the J-IISIS (Java IISIS) prototype to move easily through the scalar levels of jurisdictional 
authority in disaster management: municipal, county, state, national, and international. 
 
The conversion of the IISIS prototype to JAVA created an opportunity to review existing data structures 
for managing both static and dynamic information.  In this conversion, we have implemented a “bowtie” 
architecture that receives data from different information sources, integrates them in a central unit, runs 
data modeling processes on the updated information, and transmits the current state of the community to 
the separate disaster management agencies: police, fire, emergency medical, Red Cross, etc. to provide a 
current status of community that is exposed to hazard risk.  The bowtie architecture is central to updating 
the profile of risk for a community, as timely information is transmitted from the sensor networks. This 
profile is being evaluated in the Mon Valley demonstration project this year 
 
The web interfaces needed for the management of the disaster are only as valuable as the response time 
they provide.  In particular, during emergencies, it is often true that the system is overloaded and 
emergency managers and volunteers need to choose wisely which tasks to perform.  So far, most systems 
either provide no support for such choices or provide only the global optimization criteria, which 
necessitates too much information to be available.  We have come up with tools for aiding users of 
systems such as IISIS to specify preferences, and to take these preferences into account when executing 
tasks in the system. 
 
We proposed a micro-economic framework to capture user-preferences with respect to Quality of Service 
(QoS) and Quality of Data (QoD) in web-databases. The proposed framework, Quality Contracts, can 
help users specify their preference in terms of preference among different metrics and among different 
queries. The ultimate goal is for the system to utilize such user preferences to guide resource allocation in 
a ``clear'' manner. 
 
Having defined user preferences in terms of Quality Contracts, the real problem is on how to influence 
system decisions in order to implement the specified user preferences. Towards this, we proposed a 
scheduling scheme for queries and updates, Query Update Time Share (QUTS). QUTS is meant to 
maximize the overall system profit (profit comes from executing the user-submitted Quality Contracts as 
good as possible), and thus maximize the overall user satisfaction. QUTS addresses the problem of 
prioritizing the scheduling of updates over queries using a two-level scheduling scheme that dynamically 
allocates CPU resources to updates and queries according to user preferences. 



 
Our previous work on scheduling queries and updates assumed that Quality Contracts are a given. To 
make the system more realistic, we investigated user-side adaptation of Quality Contracts. Towards this, 
we built a prototype (which we demonstrated at SIGMOD 2007) that allowed users to adapt the submitted 
Quality Contracts for their queries and test them by executing the queries in a Quality-Contract-enabled 
web-database. Using this system, we also explored the differences among a few alternative schemes to 
adapt Quality Contracts. We are continuing our investigation of this work. 
 
Finally, we investigated the effectiveness of web crawling algorithms. The freshness of a search engine's 
local repository is one of the two factors that impact the search engine's quality (the other is the quality of 
the ranking algorithm). In order to improve this, we looked into the scheduling problem of web crawlers, 
with the objective of maximizing the freshness probability of the local repository (i.e., how close the 
cached data are to the real world). Towards this, we proposed a unified online scheduling algorithm which 
utilizes feedback from content providers on when their web pages are updated and considers the entire 
spectrum of collaboration, from no feedback to explicit update schedules.  This can be used by emergency 
personnel for mining different types of websites in order to find the most relevant information for a 
particular scenario/situation. 
 
 
Sensors and Sensor Networks 
 
Because of the various requirements of Wireless Sensor Networks (WSNs), we have worked on different 
aspects of this area, namely fault-tolerance, storage and data management inside the WSN, and security.  
These are described below. 
 
Fault-Tolerance 
Due to the hazardous environment in which the WSNs are installed or because nodes are occasionally 
depleted from their energy many of the links in this tree are broken.  Failures represent one of the major 
challenges to any real life deployment of sensors, because they can significantly decrease the quality of 
the final response or even leave the user unable to access part of the sensor network. In order to efficiently 
handle failures, we investigated both single-path and multi-path redundancy schemes.    For the single-
path problem, we proposed a scheme that locally at a sensor node detects and repairs a failed path in a 
query routing tree by establishing an alternative path within the same routing tree or a neighboring routing 
tree in the case that the sensor network is partition into multiple routing trees.  
 
We discussed methods to achieve local reconstruction of the routing tree after failures for a sensor 
network that uses multi-path routing in which  partial data is sent on different  
paths towards the root simultaneously at every round.  These methods are based on the principle of 
partitioning across several dimensions. Furthermore, we devised a new protocol, called LSynD 
(Localized Synopsis Diffusion protocol), as an extension of the Tributaries and Deltas approach. 
 
We also worked on a multi-path routing algorithm that allows for failures of links when dealing with 
duplicate-sensitive aggregation of data in WSNs.  Usually, the network users' objective is to extract useful 
global information about the system by collecting the individual sensors readings. Traditionally, the 
routing of data from sensors to the end user has been done through a tree-like structure where the leaves 
of the tree represent the sensing nodes. The spanning tree structure is not robust against link errors and 
when an error occurs a complete sub-tree of values is lost yielding to an unacceptable error in the final 
result delivered to the user. To solve this problem, we presented a new energy-efficient fault tolerant 
scheme, called RideSharing. This scheme uses the available path redundancy in the network to deliver a 
correct aggregate result to the end user.  
 
Data Management and Storage 



 
We continued our investigation on sensor network applications where most of the query load is composed 
of ad-hoc queries, submitted by mobile users roaming in the network service area. Examples for such 
applications are disaster management sensor networks where first responders (evacuation officers, 
volunteers, etc.) use their handheld devices in order to submit queries to the nearest sensor nodes. Such 
nodes process these queries and propagate the results back to the querying device. These nodes store and 
retrieve data by mapping of sensor readings to sensor nodes.  
 
However, in some situations it will be impossible or impractical to relay all the information collected by 
sensors back to some central server. For example, if the sensors are deployed quickly in response to a 
particular emergency, they may not have connectivity to the wider internet. Thus readings collected by 
the sensors will need to be stored in the network. This is called In-Network Data-Centric Storage. The 
protocols for the network of sensors must then provide two services: they must determine where sensor 
readings are stored, and must provide access to these readings when requested by users. Previously 
proposed In-Network Storage (INS) schemes suffered from Storage Hot-Spots that are formed if either 
the sensors’ locations are not uniformly distributed over the coverage area, or due to popularity of queries.  
 
We approached these problems in two different ways. In the past, we proposed a class of Zone-Sharing 
algorithms that detect such hot-spots and efficiently decompose/eliminate them. More recently, we 
proposed an algorithm that prevents the formation of storage hot-spots by pro-actively adjusting the data-
to-sensor mappings.  More specifically, we developed a new data-centric storage scheme, KDDCS, that 
totally avoids the formation of Hot-Spots and achieves complete load-balancing of data regardless of the 
data or the query distribution. The KDDCS scheme also accomplishes this load balancing using the least 
possible resources. The basis of the load balancing in KDDCS is a distributed solution to a theoretical 
problem that we call the Weighted Split Median problem. In addition to analytical bounds on KDDCS 
individual algorithms, we provided experimental evidence of our scheme’s general efficiency (i.e., saves 
energy, prolongs the life of the network and improves the quality of data), as well as its ability to avoid 
the formation of storage hot-spots of various sizes, unlike all previous in-network storage schemes.  
 
In the context of continuous monitoring queries in sensor networks we built on our experience with TiNA 
and developed MINT (Materialized In-Network Top-k views), a novel framework for optimizing the 
execution of continuous monitoring queries. A typical materialized view V maintains the complete results 
of a query Q in order to minimize the cost of future query executions.  In a sensor network context, 
maintaining consistency between V and the underlying and distributed base relation R is very expensive 
in terms of communication. Thus, our approach focuses on a proper subset V'  of V that unveils only the k 
highest-ranked answers at the sink for some user defined parameter k. We additionally provided an 
elaborate description of energy-conscious algorithms for constructing, pruning and maintaining such  
recursively-defined in-network views.  Our trace-driven experimentation with real datasets show that 
MINT offers significant energy reductions  
compared to other predominant data acquisition models.  
 
 
Security 
 
The first aspect of security we addressed is in the context of usability of servers and software being 
deployed for emergency managers and emergency workers.  The techniques we developed are for any 
type of decision making software involving dialog with a computer. During attacks, the decision taken by 
a worker/manager might put the network, lives, or even information in jeopardy. Our techniques allow the 
application to guide the user to make a sound decision. This is much harder than it sounds because users 
often will provide any answers necessary to get the computer to do what the user thinks he wants (which 
may be unsafe).   
 
It would be desirable to include context-sensitive guidance (CSG) into computer applications, so as to 


