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Abstract— Resource aware random Kkey pre-distribution
schemes have been proposed to overcome the limitations of energy
constrained wireless sensor networks. In most of these schemes,
each sensor node is loaded with a key ring. Neighboring nodes are
considered to be connected through a secure link if they share a
common key. Nodes which are not directly connected establish a
secure path which is then used to negotiate a symmetric key. How-
ever, since different symmetric keys are used for different links
along the secure path, each intermediate node must first decrypt
the message received from the upstream node. Notice that during
this process, the negotiated key will be revealed to each node along
the secure path. The objective of this paper is to address this short-
coming. To this end, we propose an end-to-end pairwise key estab-
lishment scheme which uses a properly selected set of node-disjoint
paths to securely negotiate symmetric keys between sensor nodes.
We show through analysis that our scheme is highly secure against
node captures in wireless sensor networks. The proposed scheme
can be combined with any existing key pre-distribution scheme to
enhance the security of its path-key establishment procedure.

I. INTRODUCTION

A Wireless Sensor Network (WSN) is a collection of sensor
nodes deployed to support several types of applications, includ-
ing environmental monitoring, crisis management, and military
sensing and tracking. Sensor nodes in WSN do not rely on
any pre-deployed infrastructure and are usually resource lim-
ited. Depending on the type of the deployed WSN and the na-
ture of the applications it supports, different levels of security
may be required. While some WSNs do not require a high level
of security, the proper functioning of other WSNs depends on
their ability to carry traffic securely between sensor nodes. If
sensors are deployed in a hostile battlefield, for example, the
safety of the soldiers depends strongly upon secure data ex-
change between communicating entities. The same holds true
when WSNs are deployed for critical infrastructure protection.

Asymmetric (public key) cryptography has been widely used
to secure communication in wired networks. However, power
constraints, coupled with the limited communication and com-
putation capabilities of the sensor nodes, make RSA-based en-
cryption impractical in WSNs. Trusted server schemes, such as
Kerberos based schemes are not practical in WSNs, as these
schemes depend upon a trusted third party which is not al-
ways available in WSNs. To address these limitations, key
pre-distribution schemes, where key information is distributed
to sensor nodes before they are deployed, have been proposed
as a viable alternative to secure information dissemination in
WSNs.

An intuitive solution to key pre-distribution, in WSNs with
n nodes, is to store in each sensor node n — 1 pair-wise keys.
For a given node, each stored key is exclusively shared with
one of the n — 1 remaining sensors. This scheme has po-
tential to achieve perfect security assuming that all keys are
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unique. However, it imposes large memory requirement on sen-
sor nodes when n is large. To overcome this shortcoming, a
random key pre-distribution has been proposed [4]. Based on
this scheme, each node is loaded with a set of m keys randomly
selected from a large pool of keys, P, before deployment. Two
nodes exchange either key identifiers or challenges to discover
common keys in their key rings. The common key is used to es-
tablish a secure communication link. Since only a small number
of keys are loaded in each sensor, node pairs may not always
share common keys. Nodes without a common key to other
WSN nodes are required to negotiate symmetric keys through a
secure path.

Physical link

Secure link

Fig. 1. An example sensor network after shared key discovery.

To illustrate the key pre-distribution process, consider the
network depicted in Fig 1. In this network, as a result of the
common key discovery phase, N1 shares a key with N2 but
not with N3 or N4. Consequently, to communicate with N3,
N1 establishes a secure pathto N3, e.g., N1 - N2—-N4—N3,
and sends a key K to N3 through the secure path. As it trav-
els from N1 to N3, K is encrypted with K15, Koy and Ksy,
respectively. Notice, however, that while the pair-wise key K
is supposed to be exclusively shared between N1 and N3, the
need for successive encryptions and decryptions along the path
causes the key to be exposed to the intermediate nodes N2 and
N4. This may lead to potential security compromise if a node
along the path is captured. We refer to this problem as the
“per-hop key exposure problem”. The likelihood of security
breaches caused by key exposure is not negligible when ran-
dom key pre-distribution is used to establish secure channels
between a large number of WSN nodes. This is due to the fact
that in key pre-distribution, the likelihood of a given node shar-
ing a common key with a large number of other nodes is rel-
atively small. Therefore, achieving secure communication be-
tween nodes which do not share a common key may lead to the
establishment of a large number of secure paths for symmetric
key negotiation and selection, thereby increasing the likelihood
of security breaches.

In this paper, we propose an End-to-End Pairwise Key Es-
tablishment scheme to improve the security of path-key estab-
lishment. The scheme uses multiple node-disjoint paths to se-



cure the negotiation and selection of symmetric keys between
non-neighbor nodes. Based on these paths, the pair-wise key,
K, is divided into multiple fragments, each of which is trans-
mitted along one of the established paths. All fragments are
required in order to rebuild the key K. Consequently, the at-
tacker will have to compromise all node-disjoint paths in order
to capture K. The analysis presented in this paper shows that the
security of the proposed scheme is improved. Furthermore, the
proposed scheme could be integrated with any existing random
key pre-distribution scheme to enhance its security.

The rest of paper is organized as follows: Section II intro-
duces related work. Section III presents End-to-End Pairwise
Key Establishment Scheme and security analysis. Section IV
concludes this paper.

II. RELATED WORK

The Random Key Pre-distribution scheme has been exten-
sively investigated after being proposed by Eschenauer and
Gligor [4]. Different methods of key generation and distribu-
tion have been proposed [1] [3] [2] [7]. A g-composite ran-
dom key pre-distribution scheme has been proposed which in-
creases the security of key set-up such that an attacker has to
capture a large number of nodes to compromise a communi-
cation, with high probability [1]. The authors also propose a
Multipath Key Reinforcement scheme to update an existing link
key to a unique key, thereby ensuring that the key is not used by
any other sensor nodes. Although the scheme proposed in this
paper uses multiple paths, it differs from the one proposed in
[1] in that we address a completely different problem and pro-
pose a detailed analysis of the level of security achieved using a
node-disjoint path set. Furthermore, the proposed scheme goes
beyond a 2-hop multipath.

In [2] a random key pre-distribution scheme is proposed.
The scheme is based on deployment knowledge. With such
knowledge, each node only needs to carry a fraction of the
keys required by [4] while achieving the same level of secu-
rity. It has the potential to reduce memory usage and improve
the network’s resilience against node compromise. However,
the scheme relies on prior knowledge of node deployment. At
times that information may not be available. Furthermore, if
sensor nodes are moving, then the deployment knowledge can-
not be used, even if it is available.

In [7] a seed-based key deployment strategy to discover
shared key more efficiently is described. The scheme uses the
seed of a given node to derive all key indexes assigned to it.
By checking these indexes, a node can determine if it shares a
common key with another node, thereby obliviating the need to
select a key by sending out a list of challenges or key identi-
fiers. The work also proposes to enhance the security of a chan-
nel by seeking cooperation form other nodes, at the expense of
increased communication overhead.

Both [3] and [1] propose a scheme to support key authen-
tication by generating unique pairwise keys. In [1], a node
loads a set of node IDs and a unique pairwise key K is gen-
erated for each pair of nodes. Hence, if K is used to secure
communication, both nodes are certain of the identity of each
other since no other node pair could hold K. In [3] the ran-
dom key pre-distribution is combined with Blom’s key pre-
distribution scheme [1] to achieve A-secure. This level of secu-
rity is achieved only if an adversary cannot compromise more
than A nodes; uncompromised nodes remain perfectly secure.

When more than A nodes are captured, the entire network may
be compromised.

While significant advances in secure random key pre-
distribution schemes have been achieved, the “per-hop key ex-
posure” problem remains to be addressed. In this paper, we
focus on path-key establishment in random key pre-distribution
schemes. The objective is to eliminate “per-hop key exposure”
in key pre-distribution schemes in order to improve the path-key
security. The approach is to use multiple node-disjoint paths to
send fragments of the negotiated key, in way such that no single
node, other than the intended destination including an attacker,
may be in possession of all fragments. The details of the pro-
posed scheme are discussed next.

III. END-TO-END PAIRWISE KEY ESTABLISHMENT

As stated above, the path-key establishment exposes keys
to each intermediate node along the routing path. In order to
enhance the security of symmetric key establishment, we pro-
pose an End-to-End Pairwise Key Establishment scheme which
leverages multiple paths for key negotiation and establishment.
The following assumptions are made in our scheme and secu-
rity analysis.

« Sensor nodes are not tamper resistant.

o An attacker can randomly compromise at most x out of n

nodes.

« A Node Disjoint Routing Protocol (NDRP), such as the

one described in [5], is used to find node-disjoint paths'.

o Secure links have been established among neighboring

nodes in the network. This can be easily achieved using
a secure key pre-distribution scheme such as the one de-
scribed in [4].

A. End-to-End Key Establishment Scheme

Consider a network with a total number of n nodes, where
a secure topology has been established using a shared-key dis-
covery phase. Furthermore, assume that node N1 needs to set
up a pair-wise key with another node N2. This can be achieved
using the following steps:

e N1 uses NDRP to find a set, PS, of node-disjoint secure
paths to N2.

e Let s =| PS |, represent the size of the NDRP set PS.
Node N1 selects a key K and divides it into s fragments,
Ki,Ksy...Ks,suchas K = K; UKy U. ..U K, where
K; U K, represents the concatenation of K; and K; 1.
Each fragment contains a sequence number, and the last
fragment contains a Cyclic Redundancy Checksum code
to verify the correctness of the assembled packet.

o N1 sends K; through the 7. secure path.

« Upon receiving all s fragments of the key, node N2 repro-
duces the key K, and uses it for secure communication with
NI.

Notice that the proposed scheme does not depend on the al-
gorithm used to produce the key K. Consequently, any algo-
rithm to produce a secure key can be used. An issue related
to path selection, however, still remains to be addressed: how

LA large body of research work has focused on finding node-disjoint paths
in a network. The focus of our scheme is not on building node-disjoint paths,
but on what paths should be used to ensure the secure exchange of symmetric
keys across a routing path. As such, the proposed scheme does not depend on a
specific NDRP algorithm.



many node-disjoint paths must be discovered by the underlying
NDRP to ensure a high level of security with low level of over-
head? The answer to this question depends on the number of
nodes an attacker may compromise.

Assuming that an attacker can compromise at most x nodes in
the network, a trivial solution would be to build a set of at least
x+1 node-disjoint paths to achieve maximum security. How-
ever, if x is large, the network connectivity may not be “rich”
enough to produce x+1 node-disjoint paths. Furthermore, a first
look at the problem may lead to believe that the larger the set
of node-disjoint paths is the more secure the scheme would be.
Contrary to intuition, however, we will show that this is not al-
ways true. To this end, we propose a security analysis model
to determine how secure a path-key establishment scheme is,
given different sets of node-disjoint paths.

B. Security analysis

In this section, we present a model to determine the probabil-
ity that a path-key K is revealed if a node-disjoint secure path
set, PS , is used. The notation used in this analysis are listed in
Table 1. Assume that a node-disjoint path set, PS, is used. The

TABLE I
NOTATION
K : A pairwise key to be established
n : Total number of nodes in the network?
X : The maximum number of nodes an attacker
can capture
X : The set of nodes compromised. | X |< x
PS Z{Pl,PQ...PS}
s : | PS |, number of secure paths in PS
l; : Intermediate hop counts of path P;
Ny, : Intermediate nodes set of path P;,V1 <7 <'s
Ny, : The rest of nodes not in PS
NX,;  :The setof nodes compromised in IV,

key K is divided into s =| PS | fragments. Each fragment of
K is transmitted over a selected path in PS. The key K could be
reproduced if and only if all s fragments are received. An at-
tacker, trying to capture K, must compromise at least one node
in each path in the set PS. Obviously, if # < s then the probabil-
ity of this event happening is zero. Otherwise, the probability
of a path-key being exposed is the probability of selecting a set
X out of n nodes such that X N N,,, # 0,V1 < i <s.

In this framework, the security risk r is defined as the prob-
ability of a key sent through a set of s paths, {P, Py ... Ps},
being revealed when an attacker captures x out of n nodes. We
denote this probability as prob[{Py, Ps...Ps},x,n|. There
are () cases which result in x out of n nodes being ran-
domly compromised. We need to compute how many of these
cases will reveal the key K to an attacker. A single selec-
tion of x from n nodes could be represented as a (s+1)-tuple,
(NX{,NX5---NX;,NX.y1), in which NX; is the set of
nodes captured from P; and NX; C Ny, V1 < i < s,
Now the cases in which the key K would be exposed are equiv-
alent to those tuples (NX1, NX5--- NX,, NX 1) such that

2During the analysis, we assume that the source and destination node will not
be compromised, thus they are not counted in the total number of nodes n.

prob[{Py, Py...Ps},x,n] =
[ {INX; - NXg1) [ NX; #0,V1 <i < s} |
(z)

A simple procedure to compute | {(NXy- - NX11) |
NX; # 0,V1 < i < s} |, would be to first fix the number
of nodes in N X; and then determine how many possible cases
exist. It is hard, however, to list all possible distributions of x
nodes over these s+1 sets. We, therefore, use a different method
to compute | {(NX71---NXe11) | NX; # 0,V1 < i < s} |.
In the following, we describe the proposed method.

We index nodes in each path P; from 1 to I;. So
Np, = {Niy...Niy}. A new s tuple S(j1,j2...7s) de-
notes the set of cases {(NX; - NX,,NXsy1) | NX; #
(), and the largest index of NX; is j;,V1 < 4 < s}. Since
Ji < ;, V1l < ¢ < s, there are totally 11 X lg--- X I
possible tuples. For example, if n=6, x=3, PS={P;, P»}
and [y = 2, I = 3. We index nodes in P; and P;
so that Pl = {Nll,ng},Pg = {N21,N22,N23}. The
node not in PS is Ng. So S(1,)={({N1:},{N2:},{Ns})},
S(Z,Z):{({ng}, {N22}7 {N6})7 ({N12a N11}7 {N22}’ (Z))’
({N12}, {N22, N2:},0)} S,

Lemma 1: S(j/l,jg o Js) NSy, ds) =0 f Fi,1
i <sandj; # .

Proof: Let j; be the lffirgest index of node captured in P;, if j; #
%;,then NX; # NX,. Thus S(j1,J2 - .. js)NS(ys o - - Ju) =

Based on Lemma 1, we derive that

ey

IN

prob[{Py, P ... Ps},x,n] =

l l L o )
Zjllzl ij;:1 ce stzl | S(J17]2 .. -Js) |

()
For the cases of S(j1,j2...7s), N1j, ... Ns;, are compro-
mised and the rest of the nodes could be captured either from
the nodes not in PS or from those nodes in path P; with smaller
index than j;. There are n — >.° _ I, nodes not in any

m=1

path and (3°7_, ji;) — s nodes in PS with smaller index, So
. . . n— # 1 lyy —8 + ?71 Ji
| S(j1,d2---ds) |= (z,sz’"* 2 ). Thus

2

r = prob[{Py,Ps... Ps},x,n| =
n—» ° lm —s T
Sl Sl X (e e
(&)

From Equation 3, we know that the security risk of our
scheme is related to both the number of node-disjoint paths
in PS and the hop count of each path in PS. A path set
PS with more paths could be less secure. For example, if
n=100, x=10 then prob[(3,4,8),100,10] = 0.045 however
prob[(1,5),100,10] = 0.038, so path set {1,5} is more se-
cure than {3,4,8}. In order to study the relation between the
security risk of our scheme and the number of node-disjoint
paths, we isolate the effect of path hop count by assuming that
we always find another node-disjoint path with the same length.
Fig 2 depicts the relation between s, [ and r in a 100 nodes net-
work with 10 of them being captured randomly.

Fig 2 shows that although the security is improved by using
more node-disjoint paths, the improvement by adding one more
path decreases as the number of node-disjoint paths increases.

3)



Security analysis of 100 nodes network with 10 being compromised

Security risk

1 2 3 4 5 6 7 8 9
Number of node-disjoint paths

Fig. 2. Security analysis of equal path hop count

For example, when one 6-hop path is used, the security risk
decreases from 0.47 to 0.21 by adding one more 6-hop node-
disjoint paths. However if more than 5 node-disjoint paths are
used, the security risk decrease by adding one more path will
be less than 0.01.

In a real network, it is unlikely that the node-disjoint
paths found would be the same length. We take a path set
{P17P27P3,P4,P5,P6} withly =1, Io =3, I3 =4, |y =
6, l5 = 8 lg = 9 and select these node-disjoint paths in the
order of their hop count. Fig 3 shows how security risk varies
with number of node-disjoint paths. We can see that the benefit
from adding one more path is also decreasing. So after a num-
ber of node-disjoint paths are selected, it is not worth to find
more node-disjoint paths. In other words, given security risk r
we need only use a certain number of node-disjoint paths with
hop count constraint. The following properties of path-set can
help to define a condition of path-set selection.

Security analysis of 100 nodes network with 10 being compromised
T T

(154689 ——

Securiy risk

L L H
1 2 3 4 5 6
Number of node-disjoint paths

Fig. 3. Security analysis of a real path set

Lemma 2: prob[{ly...ls},z,n] < prob[{l...l}s,z,n]? if
Zj‘:l lj =sxl

Lemma 3: prob[{ly ...ls},x,n] < probl{l...l}s,x,n] if
Zj’:l lj < s X l

Lemma 2 can be proved by strong induction, and Lemma 3
follows from Lemma 2. See Appendix for details.

From Lemma 3, we know that given (s,/) a path-key sent
through s node-disjoint paths set {l1,15...ls} can be compro-
mised with probability less or equal than prob[{l...l}s,z,n]
if ijl l; < s x 1. Given r and s, we can use Equation 3 to
compute the maximum [ such that prob[{l...1}s,z,n] < rand
probl{l...l}sy1,2,n] > r. If node-disjoint path discovering
algorithm NDRP can find such s node-disjoint paths, then we
do not have to find more paths.

3{1...1}s means there are s paths with the same hop count / in this set.

C. Reliable End-to-End Path-key Establishment

In our basic scheme, all fragments are required to reproduce
the original key. If any path in PS is broken or if a node in this
path drops the key information, then the key will have to be re-
divided and resent. In order to make our scheme more reliable,
we inject redundant information into our fragments such that
not all fragments are required to rebuild the original key.

We use the scheme in [6] to generate redundant key infor-
mation. Initially, ¢ random b-vectors aj,as ... a. are selected
with any b of them linearly independent to form a ¢ X b matrix A.
The k-bit key K is divided into ¢t = % segments Iy, Ky ... K,
which form another b x ¢ matrix B. Then each piece w; is
gained by multiplying the original key K with corresponding
random vector a;. w; = [a;K1,a;Ks...a;K;]. After any b
segments Wéxt = {v1,v2 ... vy} are received, the random vec-
tors associated with each piece are collected to form a b x b
matrix A. Then the original key K can be reproduced as
K = [A']7' x W,,,,. Please refer [6] for more details.

Since the key is divided into ¢ pieces and these pieces are
sent through s node-disjoint path set PS (¢ > s), we need to de-
termine how many pieces each node-disjoint path should carry.
If every link is equally reliable, then the reliability of a path
depends on the path length. Shorter paths are more reliable
and also have less delay, so they should be able to carry more
pieces. We allocate one piece for each path in PS first to ensure
that every path will be used, and then the extra (¢ — s) segments
are allocated according to path reliability. Assume every link
fails with the same probability p, then a path with length [; will

3
etn; =1+ (c—5) x =227 _ seements.
g J + ( ) Zi:1(1_p)li g

We sort n; such that ny > ng > ... > n,. If our scheme

tolerates failure of the first f paths, then it could tolerate any f
path failure because the first f paths carry the maximum num-
ber of pieces among any f paths. In order to tolerate the first
f paths, the total segments in the rest paths should be equal to
or larger than . The maximum number of path failure can be
tolerated is such f that 377, n; > band 335_; . n; < b.
While tolerating f path failure, our scheme becomes less se-
cure. However, it is at least as secure as using any d paths in
PS, Z;i;ll n; < band Z?zl n; > b. Z;l;ll n; < b ensures
that any d-1 paths in PS will carry fewer than b key fragments,
so an attacker has to compromise at least d paths in PS in order
to get the key. For example, If b=5, c=9, s=3, p=10.05
andl; =2, I =4, I3 =6,thenn; =3, no =3, ng = 3.
In this case one path failure is allowed but the scheme is as se-
cure as any two paths. If we increase b to 7, then an attacker
has to compromise all three paths in order to capture 7 pieces
to rebuild the key. Thus the scheme becomes more secure, but
then no path failure will be allowed. Generally the smaller b
is, the more reliable and the less secure our scheme would be.
The parameters b, ¢ can be tuned to balance the reliability and
security of our scheme.

D. Overhead Analysis

There are two kinds of overhead in our scheme: computa-
tional overhead and communication overhead. Given a security
risk r, number of nodes n and maximum number of nodes x an
attacker could compromise, we compute a sequence of tuples
(s,1) and use these tuples to determine when NDRP stops. It
could be done off-line before sensors are deployed and a table
of (s,1) could be loaded into each sensor.



In our scheme, the NDRP will need to find multiple node-
disjoint paths for key establishment. It will incur extra rout-
ing overhead. However since the path-key establishment only
needs to be run once for data communication unless the path-
key is revoked and a new key needs to be negotiated. Generally,
the path-key establishment occurs once during a long period of
time for a pair of nodes. Also because we only send a small
piece of key information through each path, every path is used
for a very short period of time. So path maintenance is unnec-
essary if mobility is not extremely high.

IV. CONCLUSION

This paper addresses the “per-hop key exposure problem”
commonly encountered in key pre-distribution schemes in
WSNs. To overcome this problem, we propose an End-to-End
Pairwise Key Establishment scheme, which improves the secu-
rity of symmetric key distribution in WSNs. The scheme uses
multiple node-disjoint paths for the negotiation and exchange of
symmetric keys. The analysis shows that the scheme is highly
secure against node compromise. Furthermore the scheme can
be added to most existing key pre-distribution schemes without
significant changes.
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APPENDIX
A. Prove of Lemma 2

We reform Equation 3 into another form in order to prove
Lemma 2. prob[{l;...ls},x n]

D TS vl
Zn 1272 1I”ZJ@—1( v
()
R eI e sumber of
= ™ . e; 1s the number o

s-tuples whose summation of all elements is j.
([llal2 cee ]a]) 7‘ E([llalQ .. l]a]) |
= {1 i5) | X0y im = J and iy, < 1,V1 < m < s}
Before we prove Lemma 2,let us look at three properties of e;.

Property 1: e([l1 ... ls—1,1s],5) = e([l1..-ls-1,1s
1],]) + 6([11 . lsfl],j — ls)

For all s-tuples in {(i1...45) | Y0 _1im = j and ip <
ImV1l < m < s}, the sy, index i, is either I or less than [;.
If 7, = [, then the summation of all other elements should be
j — ls. There is totally e([l;...l1s_1],5 — ls) such s-tuples.

€; =

When i, <[5, the number of tuples equal to e([ly ... 1s_1,15s —
1],]) Thus 6([l1 l.; 1,l ],j) = 6([11 .. .ls_l,ls - 1},]) +
6([11 e 15,1],‘]. — ls)

Property 2: e([l1,l2...15),7) = e(la...ls],j — 1) +
6([[2...l5},j—2)+"'+€([l2...ls],j—l1)

Property 2 can be proved by applying Property 1 on ;.

6([[1712...15],j):6([1171,[2...ZS},j)+€([12.‘.ZS},jfll)
= e(lh — 2,0y...1,§) + ellla...1s),j — (b — 1)) +
6([12...%},]'—[1)
=e((0,12.. 1), ) +e(llz .. 1), j—1) +e(lla.. . 1s], 5 —2)+
"+6([12...l3]7j—ll)
:)e([lg...ls],j71)+e([lg...ZS},j72)+~~~+e([l2...ls],jf
l

Property 3: e([ly ... Im],7) <e([l1...lm +yl,j+y)

For any s-tuple (47 ... fm—1, im)’in E(/[ll .. lm],J), we can
construct another s-tuple (iy ...,%,, 1,%,,) in E([l1...l;m +
yl,j + y) as following: z;n = im + y and z; = V1<t<
m—1. 37 iy =3 i +y=j+yandi, =i, <[, V1<
t<m-—1; z;n =iy +y < I, +y. Thus, this new tuple belongs
to E(l1...ln +yl.J + ).

If Y%, Ij = s x I, then prob[{ly ...

l.><‘> li.ds . "j.+71:—S—S><lr
2.l gnj))X(kb ) and prob[{l ...

IXs »I j —s—s
: ([ll], )X(itz s le)
Do JT% oo So we can prove Lemma 2 by

proving e([lll...ls],j) <e(l...N,j) Vs <j<sxlus-
ing strong induction.
Step 1: s =1. Since I1 =1, e([l1], ) = e([l],7) < e([l],5)
Step 2: Assume e([l1...01n],7) < e([l... m,j) V m <
j<mxlforallm <s—1.
6([ll7l2 . ls],]) = 6([12 . .ZS],j - 1) +6([12 e
"+€([12...l5]7j—11)

ZS},I,TL] =

1}, z,n] =

ls},j 72) =+

—6([[2 l/]j_l) ([ ]7]_1_ls)+"'+
([ l§ 1]]—1—l+(l—l1—1))+

([ ZSL] 2) =+ 6([l2 l }7 -2 - lg) + o+
([ ls 1]3]72fl+(lfl171))+
+ e([12...z;],j — ) +e(lla.. de )i =l — 1)+ -+
([12 ls 1],]—ll—l+(l—l1—1)) ,
=e([l2. l] =D +e([lz.. l},j—2)—|—...+e([l2...ls],j—
ll)+6([ll7lg ls—l] j7[()%*6([11,12...ls_l],jfls+1)+
...+€([11,12...ZS,1]7‘7‘—ls+(l—ll—1))
< e(l... l)s-1,7 — 1) + e(l...0)s—1,4 —
2)+...+€([l...l]5,1,j—ll)+€([l1,12 s 1] —ls)+
8([[1,[2...ls_l},j—ls—‘rl)—l—...—‘re(ll,lg...l ] — s+
(I—1 — 1))
< el lorg = 1)+ el g — 2) o
e([ll]s 1,] l ) + 6([ll,l2 lsfl — 1 + ls],j — l) +
([ll,lg e 1—l+ls},]—l+1) ..+e([l1,l2...ls,1—
I+1),7—L—1)
< e([l...l]s_l,] -1 +e(l...)s=1,5 — 2) + +
e(l.. fs—r,g—l)+e(ll... ls—1,5 =) +e(ll.. l]s 1, —
I+ D)+ 4e(l.. . ls—1, =l = 1) =¢€([l,...1s, 7).
B. Prove of Lemma 3

Obviously, prob[{l; ...ls},z,n] < probl{ly...ls+y}, x,n]
ify > 0. Soif Y25, I; < s x I, then prob[{ly...ls},x,n] <
prob[{l; .. 5+s><l Z;Zl Lit,z,n] <probl{l...l1}s,x,n].



