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Abstract

Duplex and Triple Modular Redundancy(TMR) systemsare
usedwhena high-level of reliability is desired. Real-Time Sys-
temsfor autonomouscritical missionsneedsuch degreesof re-
liabilit y, but energy consumptionbecomesa dominantconcern
whenthesesystemsare built out of high-performanceprocessors
that consumea large budgetof electrical power for operation
andcooling. Exampleswhere energy consumptionandreal time
areof paramountimportanceincludereliablecomputersonboard
mobilevehicles,such as theMars Rover, satelites,andotherau-
tonomousvehicles.

At first inspection,a duplex systemusesabouttwo thirdsof the
componentsthata TMRsystemdoes,leadingoneto concludethat
duplex systemsare more energy-efficient. Thispapershowsthat
this is not alwaysthecase. We presentan analysisof theenergy
efficiencyof duplex andTMRsystemswhenusedto toleratetran-
sientfailures.With nopowermanagementdeployed,theanalysis
supportstheintuitive impressionabouttherelativesuperiorityof
duplex systemsin energy consumption.Theanalysisshows,how-
ever, that thegapin energy consumptionbetweenthetwotypesof
systemsdiminisheswith properpowermanagement.Weintroduce
theconceptof an optimisticTMRsystemthat offers thesamere-
liabilit y andperformanceasthetraditionalone,but at a fraction
of the energy consumptionbudget. OptimisticTMRsystemsare
competitivewith respectto energy consumptionwhencompared
with a power-aware duplex system,can even exceedit in some
situations,and havethe addedbonusof providing toleranceto
permanentfaults.

1. Intr oduction

Therearemany commercial,technicalandenvironmentalmo-
tivationsto reduceenergy consumptionin computingsystems.
Modernsystemscontinueto deployhigh-performanceprocessors
with increasingenergy requirementsfor operationand cooling.
This createsandmotivatesthe needfor more energy-conscious�
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designsandalgorithms. In this paper, we studythe problemof
reducingpowerconsumptionin fault-tolerantarchitecturesbased
oncomponentreplication.Thesesystemsaretypically usedwhen
high degreesof reliability andavailability arerequired[25]. We
focuson two typesof systemsusedfor this purpose,namelydu-
plex andtriple modularredundancy (TMR) systems.Thesesys-
temscantolerateonetransientfault of any type that canbe de-
tectedby eithercheckingfor statedivergence(duplex systems)or
votediscrepancy (TMR systems).

Powermanagementthroughdynamicvoltagescaling(DVS) as
well asfault tolerancethroughreplicationhave beenwell studied
in thecontext of real-timesystems(RTSs).However, researchers
have not addressedthe problemof combiningenergy consump-
tion andfault tolerancein RTSs.Therearemany situationswhere
it is important,however, to considerpowermanagementasacen-
tral componentin a fault-tolerantsystem.For example,it is im-
portanttoconservetheenergy usedby reliablecomputersonboard
autonomousvehicles. Theconservation allows thesesystemsto
reducethebatteryweightandtheoverheadof generatingtheen-
ergy onboard.It alsoallowsthesesystemstooperateatlowertem-
peratures,reducingthecoolingneedsandreducingtheamountof
whitenoise(thusincreasingreliability).

Wefocusonduplex andTMR systems.At first inspection,one
maycorrectlyconcludethata duplex systemconsumesonly two
thirdsof theenergy of a TMR systemthatusesthesamemachine
types. We presentan analysisthat confirmsthis intuition when
nopowermanagementis used.However, wepresenta somewhat
surprisingresult,in showing thatwith properpowermanagement,
the differencein energy consumptionbetweenthe two typesdi-
minishes. Therefore,with this differentiatorall but eliminated,
onecanfocusontheothermeritsof theselectionbetweenthetwo
types,suchasextendedreliability, performance,andsoforth.

The paperfirst developsa simple theory for power manage-
ment in duplex/TMR real-timesystems. Using this theory, we
useamathematicalanalysisto understandandcomparetheenergy
behaviorsof thearchitecturesunderstudy. Whenappropriate,we
useclosedform solutionsto drivetheanalysis.Whensuchclosed
formsarenot available,we iteratively solve theequationsto ob-
tain thedesiredsolutions.Wedrive themodelsthatwedeveloped
usingparametersobtainedfrom actualmeasurementsin our labo-
ratoriesor from manufacturer’s datasheets.Thecontributionsof
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thepapercanbesummarizedasfollows:

� It developsa simple theory for power managementin the
context of duplex andTMR RTSs.� It derives the bestpower managementpolicies for duplex
systemsbasedon DVS andon controlling the insertionof
synchronizationpoints in the execution stream,to ensure
deadlinesaremet.� It derivesthebestpowermanagementpoliciesfor TMR sys-
temsbasedonhibernationandDVS.� It suggestsa new architecturethat we call optimisticTMR
that virtually eliminatesthe differencein energy consump-
tion betweenduplex andTMR systems.

As in a studythatexploresuncharteredresearchareas,we do
notmakeany claimsthatthestudyis completeor practical.Ours
is a first stabat understandingandformulatingtheproblem,and
settingupmodelsthatcouldbeusedto reasonabout,anddevelop
solutionsfor, theproblemof powermanagementin reliableRTSs.
Thereareobviouslimitationsof thestudy;for instance,wedonot
consideramix of computationswith differentpower functionsor
tasksthat finish beforetheir predictedworst-caseworkload. We
believethatourcontributionsareimportantandsubstantialin set-
ting the stagefor further work in this area,asit is importantto
understandthe theoreticalunderpinningof theproblem.We also
show the somewhat surprisingresultof how power-awareTMR
systemscan be very competitive with power-awareduplex sys-
tems.

Theremainderof thispaperis organizedasfollows. Section2
describesthecomputationandpowermanagementmodels,states
the assumptionsaboutthe duplex andTMR systems,and illus-
tratesthe failure model. We examineduplex andTMR systems
with nopowermanagementin Section3, showing thesuperiority
of the former type. We thenexaminepower managementtech-
niquesfor duplex andTMR systemsin Sections4 and5, respec-
tively. Section6 thencomparesthetwo typesof architectureand
establishesthesomewhatsurprisingresultof thevanishingdiffer-
encebetweenthe two typesof architecturesunderproperpower
management.Finally, Section7 presentsrelatedwork andSec-
tion 8 concludesthepaper.

2. SystemModel

Thissectiondescribesthecomputationandfailuremodels,and
shows how they interactwith the power consumptionmodel. It
alsodescribesourassumptionsaboutduplex andTMR systems.

2.1.Computation Model

As usualin real-timeresearch,we considera setof tasks ��� ,
eachof whichhasa period�	� associatedwith it, andaworst-case

executiontime, 
�� , whichis requiredfor executionassumingmax-
imum processorfrequency, ��
���� . We normalizethe frequencies
suchthat ��
�������� , andthus the worst-caseexecutiontime 
 �
canalsobeseenastheworst-casenumberof cyclesneededto ex-
ecute� � . Theutilization of eachtaskis � � ��
 ��� � � andthe total
systemutilization is givenby ������� � . If ��� � , thenthesys-
temis schedulableaccordingto EDF scheduling.In case�"!#� ,
we canallot moretime than 
�� for eachtaskto execute,namely$ �%�&
'� � � andstill guaranteethat all taskswill finish within
their deadlines.Eachtaskwill have an allottedamountof time
to execute,which will not interferewith other tasks. Hence,in
this paper, we will only considera singletask � with anallotted
time
$

. We notethat the samereasoningappliesto scheduling
algorithmotherthanEDF.

Theproblemwe addressis: “Run � to completewithin
$

de-
spitethe possibility of onetransientfault, while minimizing en-
ergy consumption.”

Theopportunityto save energy dependson theamountof re-
duction in frequency that would still allow the computationto
completebeforethedeadline.Intuitively, theslower the taskcan
be executed,the moreenergy canbe saved. If the frequency is� , thenthetime by which � completesis () . Since ��
����*�+� , to

finishwithin
$

, weneed1 
� � $ (1)

Equation(1) givestheminimumfrequency � 
 �-, atwhichthetask
mustexecuteto meetthedeadline,� 
 �-,.� (/ . Let 01� )�24365)'287�9 �(/ , which gives an intuitive indication of the relative load that� would imposeon the systemto finish by time

$
. As 0 ap-

proaches� , the processorwill have to operatecloseto its max-
imum frequency and thereis very little room for manipulating
thefrequency to conserve thedynamiccomponentof energy. In-
versely, as0 approaches: , thereisagreaterdegreeof flexibility to
reduceenergy consumptionby operatingata very low frequency.
Notethatthereis a frequency thatcorrespondsto thelowestvolt-
agevaluebelow which thecircuitscannotoperate.Reducingthe
frequency below this valueis not usefulbecauseit simply slows
down the processorwithout anattendantsaving in power (since
the voltagecannotbe loweredany further). For simplicity, we
ignorethis minimumvoltage,assumingthat the loadimposedin
thesystemis high enough.Systemswith load lessthanthat are
not interestingandit is easyto incorporatesuchminimumvoltage
constraintsin themodel.

2.2.Energy Model

The power budgetof a systemconsistsof two components,
namelystaticanddynamic.Thestaticcomponentrepresentsthe
power that the systemcontinuouslydraws regardlessof the cur-
rentlevelof activity. Thispowergoesto refreshmemory, keepthe

1Note that ;�<>=�?A@B�C , we can define ;ED B ;EF�;�<>=�? andreplace ; by ;ED
throughoutthepaper. Further, wherever G appears,weshouldhave GHF�;�<>=�? .
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peripheraldevicesup, maintainthestaticRandomAccessMem-
ory in the processor’s caches,etc. The staticpower component
alsoincludespowerlost to leakagecurrentsin thesystemcircuits.
The dynamiccomponentreflectsthe power that varieswith the
level of activity of thesystem.This power goesto switchingthe
transistorsandcapacitorsto executeinstructionsandmanipulate
data.Previousresearchhasshown that thedynamicpower com-
ponentdependsonthefrequency of operationandthevoltagelev-
els for circuit switching[8]. Thus,thepower consumed,I , can
beexpressedas IJ�KI>LNMPOQ�4RTS , where I>L is the staticpower
component,O is a capacitanceconstant,� is thefrequency of op-
eration,and R is the switchingvoltage. Further, the frequency
andvoltagearerelatedby a quasi-linearrelation[21], RJ�J�VU ,
where W+�&� is a constant. This is true generallyfor voltages
above a minimum valuebelow which the circuits canno longer
functiondueto noiseandotherfactors.

For convenience,weexpressthepowerconsumedasafunction
of frequency:

IX�YI L M1OQ� 
 (2)

where Z[��\]�_^ . Equation(2) establishesa methodfor reduc-
ing thedynamicpower componentof thebudgetby loweringthe
frequency [8]. In practice,the systemreducestheprocessorfre-
quency to thelevel thatis sufficient to carryout thecomputation,
andthenit reducesthevoltageto theminimumlevel thatpermits
thedesiredfrequency to be maintained.This is often calleddy-
namicvoltagescaling(DVS).

Weadopttheconservativeandsimplifying assumptionthatthe
time a processortakesto complete� is inverselyproportionalto
its operatingfrequency. Thisassumptionis somewhatstandardin
power managementliterature[30]. It usuallysimplifiestheanal-
ysis,andleadsto conservativeestimatesof theenergy thatcanbe
savedbymanipulatingthefrequency of thesystem.To understand
why, considerthatat highCPUfrequencies,theprocessorwastes
morecycles(andconsequentlyenergy) uponcachemissesdueto
the large differencebetweenmemoryandprocessorspeeds.At
lower CPU frequencies,however, the processordoesnot wait as
many cycles,leadingto betterenergy utilization andlessperfor-
manceoverhead.

2.3.Failur e Model and Fault-Tolerant Architecture

Thesystemis requiredto tolerateonetransientfault. We con-
sidertwo conventionalarchitecturesthat canserve this purpose,
namelyduplex systems[22] andTMR systems[25].

2.3.1.Duplex Systems

A traditional duplex systemconsistsof two identical machines
that run the sameprogramandarecontrolledby a fault-tolerant
clock. Eachmachinehasits own storageandprocessor. We as-
sumethatan I/O device exists to synchronizeinput to, andout-

put from, the machines. Periodically, the two machinesverify
thattheirstatesareidenticalatpre-definedsynchronizationpoints.
Theverificationcantakeplacein variousforms, for exampleby
a straightcomparisonof the states,or by computinga hashing
functionof eachstateandcomparingtheresults.If thestatesare
identical,thestateis savedin acheckpointto enablerestartshould
errorsoccurin thefuture. Otherwise,a transientfault musthave
occurredto causethestatesof themachinesto diverge,andthus
themachinesroll backto thesavedstatefrom the lastsuccessful
synchronization.

A duplex systemmustreserve sufficient time to recover from
onefault by rolling backto thepreviouslysynchronizedstateand
re-executingfrom thatpoint. We call this therecoverytime. Take
for examplea computation� with 0`�a:cbed , a duplex system
can execute � in :cbed $ . This leaves :cb f $ (i.e., 40% of the al-
lotted time) for recovery time. Sincethis is not sufficient to re-
executethecomputationshoulda failureoccur, thereforethedu-
plex systemmust inserta synchronizationpoint at about :gbh^ $ .
Theamountof computationat risk is therefore:cbe^ $ , well within
theavailabletime for recovery ( :cb f $ ).

Clearly, a task � with 0X�i� (i.e., mustrun at � 
���� to com-
plete at exactly the deadline)cannotusea duplex system,be-
causea fault would causea rollback and thus a deadlineto be
missed. This observation leadsto a tradeoff: As the value of0 getscloserto � , the amountof recovery time that canbe re-
served getssmaller, and thereforethe systemmustsynchronize
thestatesmorefrequently. Synchronizingthestate,however, in-
cursoverheadandconsumescycles that areotherwiseavailable
to the computation.Ultimately, the overheadof synchronization
mayconsumeall theavailabletime andrendersthecomputation
impossibleas 0 progressively approaches� .

Thesynchronizationpointsserve theadditionalpurposeof re-
ducingenergy consumptionby allowing thesystemto executeat
a lower speed/frequency. Let j be the numberof cyclesneces-
saryto synchronizethestateandtakea checkpoint.Typically, j
is muchsmallerthan 
 . Assumefurtherthatstatesynchronization
occursat regularintervals.If thenumberof suchsynchronization
pointsis k , and � is the desirablefrequency to operateto lower
energy consumption,then Equation(3) describeshow the time
canbeallocated. 
NMlk4j� M 
k � $ (3)

Equation(3) statesthat the time is dividedbetweenrunningthe
computationitself ( 
 ) andsynchronizingstates( k4j ) at frequency� , andallowing for (, time to roll back. Notice thatwe attempt
to reducetherecovery timeby runningtheprocessoratmaximum
frequency during rollback. This is a reasonabledecisiongiven
that failuresareinfrequentandwe want to reserve theminimum
amountof time thatallows for recovery. This strategy leavesas
muchtimeaspossibletocarryoutthecomputationitself,allowing
for thelargestslowdown,saving themostamountof energy.
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We canseenow that synchronizationpointshelp in reducing
energy consumption.By takingmoresynchronizationpoints,the
amountof time reserved for recovery (, becomessmaller. There
is a tradeoff, however, sincethesynchronizationpointsconsume
time away from the availabletime to run the computation.The
systemthusreachesa point whereaddingmoresynchronization
pointscanstarthaving a negative effectby takingaway toomuch
time from thecomputationitself, forcing theprocessorfrequency� to increaseto satisfyEquation(3). Figure1 illustratesthis rea-

m m m m m mn n n n n nc+nr
f

Freq = 1 Freq = 1

o o op p p
n
c

q q q q q qq q q q q qq q q q q qq q q q q qr r r r r rr r r r r rr r r r r rr r r r r r

s s s s s ss s s s s ss s s s s ss s s s s st t t t t tt t t t t tt t t t t tt t t t t t
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uuu
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Recovery

Synchronizationc
c+nr

T

(b) (c)

Freq = f

(a)

Figure 1. Equally spaced synchronization points
can help reduce energy consumption.

soning:a computationis representedby arectanglewhoseareais
thenumberof CPUcyclesneededfor execution.Thewidth of the
rectanglerepresentstheCPUexecutionfrequency, andits height
representsthe time takenfor execution. Figures1(a) and 1(b)
show the executionof � , at � 
���� �x� , without synchronization
andwith kA�_f synchronizationpoints,respectively. Figure1(c)
shows thatwe canreducethefrequency of executing � (with the
4 synchornizationpoints)to � aslong asthedifferencebetween
the deadline,

$
, and the time for executing � at frequency � is

at leastenoughfor the overheadof synchronizationpoints ( k4j )
andthetimenecessaryfor a potentialrollback, yz(,|{ , at maximum
speed.

2.3.2.TMR Systems

A TMR systemconsistsof threeidenticalmachinesthat run the
sameprogramandarecontrolledby a fault-tolerantclock. Each
machinehasits own independentstorageandprocessor. A fault-
tolerantvoting device receives the outputof the threemachines
andcomparesthem. If all outputvaluesare identical, the vot-
ing device releasesthemandcomputationcontinues.Otherwise,
oneof theoutputvaluesdivergesfrom theoutputin theothertwo
machines.In this case,anerrormusthave occurredin thefailed
machineandthevotingdevice releasesthevalueof thetwo func-
tioning machines. The malfunctioningmachineis either taken
off-line for (permanentfaults)repairor is rejuvenatedby copying
thestateof oneof thefunctioningmachines(transientfaults).

Whenreliability andperformanceareconcerned,a TMR sys-
tem hasmoredesirablefeaturesthana duplex system.A TMR
systemcantoleratethelossof onemachine(effectively turningit-
selfinto aduplex system).2 It alsoincurslowerperformanceover-
headthana duplex systemduring failure-freeoperation,sinceit
doesnot needto paythepricefor thestatesynchronizations.Ad-
ditionally, TMR maybe theonly viablechoicefor computations
with 0 closeto � , sincesuchworkloadsmaynotbeableto afford
the additionaltime that mustbe reserved for rollback in duplex
systems.On the otherhand,onewould intuitively concludethat
a duplex systemis likely to bemoreenergy-efficient,sinceit has
only two machines.Therefore,a tradeoff is emerging: a duplex
systemoffers lessreliability and higher performanceoverhead,
but consumeslessenergy, andvice versafor TRM systems.

3. BaseCase:No Power Management

In this section,we give a quantitative evaluationof the dif-
ferencebetweenduplex andTMR systems,with respectto energy
consumptionwhile guaranteeingdeadlinesevenif atransientfault
occurs,whenno power managementis deployed(that is, tasks
run at � 
���� ). Undersuchconditions,theprocessorsof a duplex
systemoperateat maximumfrequency to execute� , finishingby
time }4~ whichconsistsof thetime to run � (i.e., 0 $ �X
 ) andthe
overheadallocatedto synchronizationpoints:

}4~���
NMlk4j��X0 $ M�k4j (4)

Define �����/ , which expressesthe overheadof onestatesyn-
chronizationoperationrelative to the available time

$
. The

higherthevalueof � is, thehigherthesynchronizationoverhead.
Wethusobtain } ~ � $ y�0�M�k�� { �P
8M*k4j . Theenergy consumed
by theduplex systemconsistsof theenergy consumedby thedy-
namicpower componentfor theduration }4~ andthestaticpower
componentfor theentireduration

$
for bothprocessors:� ~ �XZ��1y�} ~ OQ� 

���� M $ I L { (5)

The TMR system,usinga similar analysis,finishesby time}��N��0 $ ��
 astheprocessorsalsorun at maximumfrequency.
Theenergy is thusgivenby� ���X^��1y�}���OQ� 

���� M $ I>L { (6)

Thedifferencebetweentheenergy consumedby bothtypesof
systemsis (from Equations4- 6):� � � � �|� � ~��P
�OQ� 

���� M $ I�L��1ZEk4j�OQ� 

���� (7)

Equation(7) predictablystatesthatcomparedto aduplex system,
a TMR systemhasto paythestaticanddynamicenergy compo-
nentsfor theadditionalmachinethat it uses.On the otherhand,

2Our assumptionaboutthe failure modelis onetransientfault duringa com-
putation.So,theadvantagethata TMR systemhasoveraduplexin this regardis
notcentricto our discussion,aswedonot considerpermanentmachinefailures.
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Figure 2. Energy consumption for Duplex vs. TMR
systems with no power management

the duplex systemincurs the energy consumedby the periodic
synchronization.This equationsupportsthe intuitive notionthat
a duplex systemis moreenergy-efficient, unlessthe overheadof
synchronizationor thenumberof synchronizationpointsis exces-
sive.

Figure 2 shows a comparisonbetweenthe two typesof sys-
temsfor two valuesof 0 andof � . For eachvalue,a chartshows
the variationof the energy as a function of the relative ratio ofI>L � O , which characterizesthe differentmachine“types” (hereI L ���c� [14], but the absolutenumbersherearenot impor-
tant). The left side of the horizontalaxis representsmachines
wherethe staticpower consumptiondominates,suchasembed-
dedsystemsin whicha low-powerembeddedprocessoris asmall
contributorto theentiresystem’s powerbudget.Theright sideof
thehorizontalaxis representsmachineswherethedynamiccom-
ponentprevails, suchasmodernsystemswith a high-end,high-
performanceprocessorwhosepowerconsumptionis asubstantial
portionof overall system’s powerbudget.For example,thevalue

Figure 3. Energy consumption for TMR and Duplex
for two processor types with no power management.

of I�L � O��#:cbhZ in thefigurecorrespondsto a PentiumIII system
thatwemeasuredin our laboratory[3]. Thedifferentvaluesof 0
show how thesystemsactin responseto differentworkloads,with
theworkloadincreasingwith thevalueof 0 (recallthat 0A�X
 � $
andnotethe differentscalesof the Y axesfor eachgraph). Fi-
nally, we analyzefor differentvaluesof � to show the effect of
theoverheadof statesynchronizationin duplex systems.Wehave
experimentedwith � rangingfrom :gbh:	� to :gb�� , which arerepre-
sentative of the overheadfound in checkpointingsystems.For
clarity, weshow resultsonly for :gbh:	� and :gb�� .

By inspectingthegraphs,therearetwo importantobservations.
First, the TMR systemconsistentlyconsumesmoreenergy than
theduplex system,by a wide margin. Predictably, this is dueto
the fact that for typical values,the overheadof synchronization
in a duplex systemdoesnot causesufficient energy consumption
comparedto thepowerdrawn by thethird machinein aTMR sys-
tem. Second,as 0 increases,theduplex systembecomeslessof
a viable option. In fact, for 0��J:cbe� , the duplex systemcannot
functionfor �[�X:gbh:	� . At suchhigh valuesof 0 , it is notpossible
to reserve recovery timeregardlessof thenumberof synchroniza-
tion points. This caseis illustratedin Figure3, which shows the
energy consumptionastheworkload( 0 ) varieswhentwo systems
arebuilt usingPentiumIV (P4)andPentiumIII (P3)processors.
Thefigureassumes���+:gbh:	� , andshows the duplex systemun-
ableto function(i.e., missesdeadlines)beyond 0l��:gbh� . Again,
thefigurealsoreinforcesthefirst conclusionaboutthesuperiority
of duplex systemsin energy consumptionwhenthe workloadis
low (smallvaluesof 0 ).

To summarize,whenthereis nopower management,theanal-
ysis establishesthe superiorityof duplex over TMR systemsin
mostsituationswith respectto energy consumption,except for
high-intensity workloads.We now turn our attentionto applying
powermanagementto bothduplex andTMR systems.

5
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4. Power ManagementFor Duplex Systems

We examinetwo policiesfor conservingenergy in duplex sys-
tems. Thefirst policy is dynamicvoltagescalingandtargetsthe
dynamicpower componentof thesystem.The second,hiberna-
tion, targetsthestaticpowercomponentof thesystem.

4.1.Dynamic VoltageScaling

Above wediscussedthetradeoff of having feweror moresyn-
chronizationpoints in a task. This wasbasedon Equation(3),
whichestablishedasafetyrequirementfor theduplex system.We
now derive the frequency, � , that will allow � to finish within$

, while minimizing the dynamiccomponentof thepower con-
sumptionandallowing for thesynchronizationoverhead,thetime
to roll back from a fault and the time for re-execution. Hence,
from Equation3, � canbegivenby

��� 
QM�k4j$ � (, � k�0�M�k4S��k��10 (8)

For a given numberof synchronizationpoints, k , Equation(8)
establishesa safetyrequirementby defininga lowerboundon the
frequency atwhichtheprocessorshouldexecuteto finish � within
its deadline.Reducingthefrequency below this level will reduce
theenergy requiredto run � , but recoverywithin thedeadlinemay
notbepossibleif a fault occurs.

Theenergy,
�

, consumedduringtheexecutionof � is theprod-
uct of the time it takesto execute � and power consumed[8].
Thus: � ��Z���yHy�I L $ { MXy OQ� 
 { y 
QM�k4j� {¡{ (9)

Thegoalof theanalysisis to find k whichgivesthefrequency that
minimizestheenergy consumptiongivenby Equation(9) subject
to theconstraintsin Equation(8). Sincethis frequency is a func-
tion of k from Equation(8), we canderive thevalueof k which
minimizes

�
by differentiatingEquation(9) with respectto k and

equatingtheresultto zero.Notefrom Equation(8) that � depends
on k , and

~ )~¡, denotesthedifferentiationof � with respectto k .
O�y�\���� { � 
�¢ S y�
QM�k4j { £ �£ k M1OQ�4¤ 
�¢¦¥¨§ j��Y:

y©\��X� { y�
QM�k4j { £ �£ k M��8j��Y:y�\��X� { y�
QMlk4j { y©k�0%Mlk S � { ��y�kª�A0 { y 0%M�ZEk�� { Mjgy©k�0%M«k S � { y�kª�A0 { �Y:
This resultsin a cubicequationin k with two non-positivesolu-
tions(whichweignore),andoneoptimalpositivevalueof k given
by:

k*� 0ZE\ y¡y©ZE\��X� { M
¬
y©Zz\���� { S M f­\�y©\��X� {� { (10)

For thecommoncaseof \+�Y^ , weobtain k%�¯®°|y©��M*± ZE��M S¡²³ {
and for \´�µZ , we obtain k+� ® ² y©^[M�± ¶�M�·³ { . When the

optimal k is not an integer, an approximationmustbe madeby
taking ¸©k�¹ or º�k�» dependingon whichvalueyields lowerenergy
consumption.

4.2.Hibernation and voltagescaling

In thismode,thesystemputsitself in ahibernationmodewhen
it doesnot have a computationto execute.Theimportantadvan-
tageof this modeis that thestaticcomponentof thepower con-
sumptionis all but eliminatedwhen the systemidles. Modern
technologysupportshibernationin a mannerthatallows thepro-
cessorandthe systemin generalto respondalmostimmediately
to new eventsor requests.Hibernationsupportmayconsist,for
instance,of putting the processorin a “deepsleep”and“deeper
sleep” modes[15], and switching the memoryoff the bus and
putting it in self-refreshmode. Using this technology, the pro-
cessorandmainmemoryconsumealmostno energy andcanbe
backonline in a few milliseconds,or even microseconds.Our
measurementsin thelab show thatwith theenergy consumedby
memorydropsby 99%in hibernationmode,while thespecifica-
tionsof theIntel PentiumIII processorshow thatpower dropsto
0.47Win “deepersleepmode” from a maximumof 22W, a ratio
of 98%[15].

Hibernationmotivates“finishing” thecomputationassoonas
possible(i.e., at the highestspeed)so that the staticcomponent
of thepower consumptioncanbeconserved. On theotherhand,
dynamicvoltagescalingrequiresthattheprocessorexecuteat the
minimumspeedto minimizethedynamicpowercomponent.Ex-
pectedly, thetradeoff dependsontheactualconstantsthatcharac-
terizethepowerandenergy equation.Wenow find thefrequency
thatwouldminimizethetotalenergy consumption.Assumingthat
energy during hibernationis insignificant,Equation(5) reduces
to: � ~ ��Z���y©I L M«O¼� 
 { �1y 
QMlk4j� { (11)

We canfind � that minimizesthe energy consumptionby min-
imizing

� ~ , subjectto the safetyconstraintspecifiedby Equa-
tion (8). It is not clearif thereis a closedform for thesolution.
We solve the equationiteratively and, as discussedin the next
section,thesolutionwill dependon the“type of machine”thatis
usedby the system.For thosewherethestaticpower consump-
tion dominates,settingthe frequency to themaximumprovesto
bemostadvantageous,andvice versa.

4.3.Evaluation

Figure4 shows a comparisonof relative energy consumption
betweenthreecases,namelynopowermanagement(NoPM),dy-
namicvoltagescaling(DVS), andDVS+hibernation(Hibern),for
variousvaluesof 0 andwith �½�Y:gbh:	� . Theconclusionsfor other
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Figure 4. Effectiveness of power management for duplex systems, �½�Y:gbh:	�
valuesof 0 and � areessentiallythe sameandwe do not show
theotherfiguresfor brevity. Thenotationandorganizationof the
figureareidenticalto Figure2.

As theworkloadincreases(highervaluesof 0 ), theenergy con-
sumptionincreases–notethedifferentscalesof theY axesin each
graph–andthe differencesamongthe schemesblur. This is pre-
dictable,sincehigherworkloadsrequirethe machineto operate
closeto the maximumfrequency for almostthe entireduration,
negatingany benefitfrom dynamicvoltagescalingor hibernation.
Further, for machineswherethestaticcomponentdominates(left
sideof X axis),hibernationis mosteffective, asit eliminatesthe
constantdraw of energy. However, for machineswherethe dy-
namicpower componentdominates(right part of the X axis in
eachgraph),theperformanceof Hibernapproachesthatof DVS,
sincetheinfluenceof thestaticcomponentdecreases.

In practice,sincedifferent computationswill have different
valuesof 0 , it follows thatapplyingthehibernationpolicy com-
binedwith DVS will yield thebestresultsin general,outperform-
ing the other two policies for machineswherethe staticpower
componentdominates,andperformingasgoodastheotherpoli-
cieswheneitherthedynamicpower componentdominatesor the
workloadis too high.

5. Power ManagementFor TMR Systems

5.1.Dynamic VoltageScaling

Dynamic voltagescalingis much simpler for TMR systems
comparedto Duplex systems.Simply, sincefor idle processors
the staticcomponentof power consumptionis fixed for the du-
rationD, the frequency � (or �V¾ if ��
����Y¿�x� ) is set to 0 . This
guaranteesthattheprocessorsexecuteat theminimumfrequency
thatallows thecomputationto completewithin thedeadline.As
a result,thedynamiccomponentof thepower consumptionis re-

ducedto theminimumoneverymachine.

5.2.Hibernation and VoltageScaling

Similar to the hibernationmodein duplex systems,the TMR
systemputsitself in ahibernationmodewhentherearenotasksto
execute.This modeis combinedwith dynamicvoltagescalingto
strikea balancethatminimizesoverall energy consumption.The
tradeoff still existsbetweentheneedto executequickly andmin-
imize thestaticpower consumedandto executeslowly to reduce
the dynamicpower component.Recallingthat IJ��I L M�OQ� 

from Equation(2), we now find the frequency that would mini-
mizethetotalenergy consumption:

�ÁÀ4Â[Ã �X^��ÄI#� 
� �Y^Å
Ey I L� MÆOQ� ¤ 
�¢|¥H§ { (12)

We find � that minimizes
�

by solving the differentialequation~¡Ç~ ) ��: whichyields

�ª� 2
¬ I LO�y©\"��� { (13)

Note that typically �PÈ+0 , unlessthe load is very low; in other
words,thetaskwill typically finishwell aheadof its deadline.In
any case,we needto guaranteethat () � $ andthereforewe set

�ª��\�ÉcÊÌË 2 ± Í	ÎÏ ¤ 
�¢|¥H§'Ð () Ð � 
 �-,4Ñ .
5.3.Optimistic TMR Systems—AStepFurther

Furtheroptimizationof energy consumptionis possibleif we
considerthatstatedivergence(causedby faults) is rare. We use
this fact to devise the following mechanism:we run two of the
machinesthat belongto the TMR systemat the frequency com-
putedfrom Equation(13). If no failure occurs,the votesof the
two machineswill beidenticalandcanbereleased,atwhich time

7
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thethreemachinesareput in hibernatemode.Thethird machine
servesasa slowarbiterin thecaseif statedivergenceis detected
whenthetwo mainmachinesvotetheiroutput.In suchacase,the
third machinewill computeits outputandactsasa “tie-breaker,”
selectingtheoutputthatmatchesits own asthecorrectone.Thus,
at the beginningof the computationwe run the third machineat
the minimum possiblefrequency that allows it to makeenough
progresssuchthatif statedivergenceis detected,it can“takeover”
andcomputeat maximumfrequency to breakthe stalematebe-
fore thedeadline.Dependingon theworkload,thethird machine
couldbe put to hibernatewhile the othertwo arecomputing,or
wemayhaveto setit to executeata low frequency thatconsumes
the leastpossiblepower andyet allow the machineto takeover
andproducetheoutputif needed.We call this schemeoptimistic
TMR. Theoptimismstemsfrom theassumptionthatthetwo other
machineswill alwaysvoteidentically.

We illustratetheideaby thefollowing example.Suppose0.�:cbh^ , andthat �Y�x��
���� . The two machineswill finish at time:cbh^ $ . Sincethereis ampletime to run the computationshould
statedivergenceis detectedat time :gbh^ $ , the third machineis
put to hibernatefrom the beginning. If the two machinesagree
in their votes,thenwe have producedthecorrectoutputwithout
consumingany energy in the third machine.If statedivergence,
however, is detected,the third machinecanexecuteandproduce
theneededresultby time :cbed $ .

Notethatwhen 0 increases,we mayhave to put thethird ma-
chineto work at a low frequency. Considerthe examplewhere0l��:cbed , andagainwe run at �A�+� 
���� . Again, theoutputwill
be readyby :cbhd $ , leaving about :cb f $ for the third machineto
computetheoutput.Therefore,thethird machinemustbeput to
executea :cbeZ $ worthof computationjust in casestatedivergence
is detected.Therefore,the third machineshouldbe put to work
at :gbh^E^z��
���� for the interval up to time :cbhd $ . This will guaran-
teethatthethird machinecantakeover andcomputetherequired
outputby time

$
. In fact we canusethe schemein Section5.2

to determinethe frequency at which the third machineis to exe-
cute,giventhat it mayor maynot needto executeat thehighest
frequency.

5.4.Evaluation

Figure5 shows a comparisonof relative energy consumption
betweenfour cases,namelyno power management(NoPM),dy-
namicvoltagescaling(DVS), DVS+hibernation(Hibern),andthe
optimistic TMR system(Optim). The notation and organiza-
tion of the figure are identical to Figures2 and4 and will not
be repeatedherefor brevity. The figure shows the analysisfor�T�Y:gbh:	� and 0Ä�Y:gbÒf Ð :gbh� , but resultsaresimilar for othervalues
of 0 and � .

Similar to the caseof duplex systems,the differencesamong
theschemesblur for high valuesof 0 . Again, higherworkloads
requirethe machineto operatecloseto the maximumfrequency

for almosttheentireduration,negatingany benefitfrom dynamic
voltagescalingor hibernation,andpreventingthe third machine
from being put to work at a sufficiently low frequency to pro-
ducea substantialsaving in energy consumption. Further, the
optimisticTMR systemperformsbestor at leastasgoodasthe
otherschemes.The savings aremorepronouncedfor machines
wherethestatic-powercomponentdominates,or for smallvalues
of 0 , or both.Thisdemonstratestheeffectivenessof theoptimistic
TMR method.

It follows from the analysisthat using optimistic TMR is
preferablewhenhardwareredundancy is needed.

6. ComparisonBetweenDuplex and TMR Systems

Now we turn to the centralquestionin this paper. We have
establishedin Section3 thatduplex systemsaresuperiorto TMR
systemsin energy consumptionabsentpowermanagementandfor
workloadsthatallow a duplex systemto bedeployed( 0 not too
closeto � ). It is usefulnow to considertheeffectof incorporating
thepower managementtechniquesdescribedin Sections4 and5
ontheoverall comparison.

Figure6 shows a comparisonof relative energy consumption
betweentheoptimisticTMR andthreeduplex systemsthatusehi-
bernationanddynamicvoltagescaling,but differ in thesynchro-
nizationoverhead� . Thenotationandorganizationof thefigure
areidenticalto Figures2 and4 andwill not berepeatedherefor
brevity.

Analyzing the datain the figure shows that thereis no sub-
stantialdifferencein energy consumptionamongthefour config-
urationsunderstudy. Predictably, duplex systemswith higher �
tendto consumemoreenergy. But the striking conclusionthat
thefigureportraysis thatwith properpowermanagement,aTMR
systemis competitivewith duplex systems.In thecasewherethe
workloadwaslow, the TMR systemconsistentlyconsumedless
energy thantheduplex systemswith theparametersthatwestud-
ied. To understandwhy, we observedthat,underlow 0 , theopti-
misticTMR systemeffectively behave like aduplex systemwith-
out the overheadof synchronization.The third machinewill be
effectively turnedoff all of thetime of fault-freeoperationsince,
evenafterthetwo functioningmachinesproducetheirvotes,there
will besufficient time for thethird machineto doits own compu-
tationin caseanerror is detected(outputsdisagree).

Whenthe load is moderate( 0��+:cbÒf ), theTMR system’s be-
havior is almostindistinguishablefrom the threeduplex systems
thatwerestudied.Therearetwo reasonsfor this, first theduplex
systemsdonotoperateat theoptimalfrequency pointbecausethe
optimal valueof k is not an integer. Additionally, the overhead
of synchronizationandhibernationconspireto reducetheenergy
consumptionadvantageof theduplex systems.

Finally, as 0 approaches� , theeffectivenessof powermanage-
mentin generaldecreasesacrossthe two typesof systems.This
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Figure 5. Effectiveness of power management for TMR systems, �½�P:gbh:	� .
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Figure 6. A comparison between duplex and TMR systems when using the most effective power management
policy for each.

makestheTMR systemconsumemoreenergy asit becomesmore
difficult to hibernatethe machines(seethe figure for 0���:cbh� ),
with a differencethat reaches25%over a duplex system.How-
ever, in that range,the duplex systembecomesvery sensitive to
thesynchronizationoverheadandfewer configurationscanoper-
ate in that range(in fact only for ���i:cbe:V� ), thusnegating the
advantagethatduplex systemsmayhave as 0 increases.

To summarize,properpower managementtechniquesmakeit
possiblefor TMR systemsto wipe out their disadvantagesin en-
ergy consumptioncomparedto duplex systems.At low-intensity
workloads,anoptimisticTMR systemactuallyoutperformsadu-
plex system. At moderateworkloads,a duplex systembehaves
slightly betterthana TMR system,but the energy consumption
is almostindistinguishablebetweenthe two systemtypes. Only
when 0 approaches� that theduplex systemrestoressomeof its

advantage,but only to give themup quickly asthe sensitivity to
thesynchronizationoverheadmaketheminfeasiblein thatrange.
This rathersurprisingresultconcludesourstudy.

7. RelatedWork

Duplex andTMR systemsarestandardtechniquesfor building
fault-tolerantsystems.Vaidyacomparedthe reliability obtained
from bothtechniques[29], andPradhanandVaidyadescribeddu-
plex systemsin greatdetail [22]. Siewiorek andSwarzdescribe
early implementationsof TMR systemsalongwith somefunda-
mentalconcepts[25] andcountlessreferencesareavailableonthe
subject.

Both the distribution of power consumptionandmethodsfor
managingit have beenstudiedextensively in conventionalsys-
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tems such as laptops, personaldigital assistants(PDAs), and
servers.For example,onepower consumptionstudyis a detailed
analysisof the energy consumedby the variouscomponentsof
AppleMacintoshlaptopcomputers[17]. Otherstudieshave pro-
posedpoliciesfor managingenergy usein serverclustersby pow-
eringmachineson andoff [3, 4]. However, we arenot awareof
any work thataddressesenergy managementin fault-tolerantdu-
plex andTMR systems.

Many processorarchitecturesandmicroarchitecturesincorpo-
ratepower-saving features[15]. Morerecentlydevelopedandless
widelydeployedtodayarenew memorychiparchitecturesthatare
incorporatingsimilar“spindown” statessothatthesystemcanac-
tively managethepowerusedby mainmemory[23]. In addition,
several researchefforts arefocusingon new power management
mechanismsemployedat theoperatingsystem[28] andapplica-
tion layers[7]. Techniquesfor dynamicallycontrollingprocessor
temperature[24] have alsobeenusedto indirectlycontrolenergy
consumption.Ourwork buildson thesestudiesby demonstrating
thevalueof thesemechanismsin fault-tolerantsystems.

DVS was first proposedandstudiedin [30], but it hasbeen
furtherexploredin a varietyof contexts. For example,for RTSs,
DVS schemesfocus on minimizing energy consumptionin the
systemwhile still meetingthe deadlines. Yao et al. [31] pro-
vided a staticoff-line schedulingalgorithm,assumingaperiodic
tasksandworst-caseexecutiontimes(WCET).Heuristicsfor on-
line schedulingof aperiodictaskswhile not hurting the feasibil-
ity of periodic requestsare proposedin [12]. Non-preemptive
powerawareschedulingis investigatedin [11]. For periodictasks
with identicalperiods,the effects of having an upperboundon
thevoltagechangerateareexaminedin [13]. Slowing down the
CPU whenever thereis a single taskeligible for executionwas
exploredin [27]. DVS in thecontext of soft deadlineswasinves-
tigatedin [18]. Cyclic andEDFschedulingof periodichardreal-
timetasksonsystemswith two(discrete)voltagelevelshavebeen
investigatedin [16]. The staticsolutionfor the generalperiodic
modelwheretaskshavepotentiallydifferentpowercharacteristics
is provided in [1, 2]. Real-timeapplicationsexhibit a largevari-
ationin actualexecutiontimes[6] andWCET is too pessimistic.
Thus,alot of researchwasdirectedatdynamicslack-management
techniques[2, 10, 20, 26]. Many other DVS papersappeared
in recentconferencesandworkshops,suchasCOLP (Compiler
andOperatingSystemsfor Low Power)andPACS(Power-Aware
ComputingSystems).

Clearly, commercialeffortshavebeenunderwayto putin place
standardsfor power management.ExamplesincludeACPI (Ad-
vancedConfigurationandPower Interface[5]), andMicrosoft’s
OnNow initiative [19]. It is conceivablethatsomeof thesestan-
dardscouldbeof usein energy-awarereliablesystems.However,
we believe thatsuchusecouldprove problematicsinceall these
standardsweredraftedwithoutconsiderationto reliability. It is an
openquestionwhetherenergy-aware fault-tolerantsystemswill
needtheirown setof standardsor they coulduseexisting ones,or

modificationsthereof.

8. Conclusionsand Futur eWork

We have presenteda simpletheoryfor power managementin
duplex andTMR systemswhena limited amountof time is avail-
ablefor executionof tasks.Thistheoryconfirmstheintuition that
duplex systemsaresuperiortoTMR systemswhennopowerman-
agementis deployed.We thendevelopedseveral techniquesfor
powermanagementin duplex systems,showinghow to insertsyn-
chronizationpointsto enableDVS andstill guaranteedeadlines.
Analysisof this methodshows the sensitivity to theoverheadof
statesynchronizationandthat this sensitivity becomesa limiting
factorthatmaynotallow thesesystemsto functionbeyonda cer-
tainworkloadfactor. Wethencombinedhibernationwhichtargets
thestaticpower componentof the systemwith DVS to arrive at
a policy thatworkswell for a wide rangeof workloadsandsyn-
chronizationoverhead.

We thenturnedour attentionto TMR systems,showing with
a simpleranalysishow DVS andhibernationcouldbecombined
to improve energy consumptiondrasticallycomparedto thebase
case.Thebestconfigurationwasobtainedfrom whatwe call op-
timistic TMR systemsthatattemptto turn off or slow down one
of the threemachinesto conserve energy. The result is a TMR
systemthat canhave the samereliability andperformancechar-
acteristicsof traditional ones,but with an energy consumption
profile thatalmostmatchesthatof theoptimizedduplex systems.
This somewhat surprisingresultstatesthat TMR systems,with
properpower management,canbecompetitive with duplex sys-
temswhile providing betterfault coverage.

While wearesatisfiedwith thisfirst step,thereis a lot of work
thatneedsto be developed. Understandingenergy consumption
duringfailurerecovery is of interest.In thispaper, weconsidered
failuresrareandactedaccordingly. In failure-proneenvironments
suchasspaceships,it will be necessaryto revise thesepolicies
to accommodatefrequentclusteredfailures. It is alsonecessary
to understandhow thismodelcanbeextendedto handletheinter-
actionsof the systemwith thesurroundingenvironmentor other
systems.We arecurrentlyworkingon theseissues.
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