Energy-Efficient Duplexand TMR Real-Time Systems'
Appearedin the IEEE Real-Time SystemsSymposium,Dec2002

Elmootazbellal{Mootaz)Elnozahy
SystemSoftwareDepartment
IBM Austin Researct.aboratory
Austin, TX 78758
mootaz@us.ibm.com

Abstract

Duplex and Triple Modular Redundancy{TMR) systemsare
usedwhena high-level of reliability is desied. Real-Tme Sys-
temsfor autonomougritical missionsneedsud degreesof re-
liability, but enegy consumptiorbecomesa dominantconcern
whenthesesystemare built out of high-performancg@rocessors
that consumea large budgetof electrical power for opeiation
andcooling Examplesvhee enegy consumptiorandreal time
are of paramountimportancencludereliablecomputer®nboad
mobilevehicles sud asthe Mars Rovey satelites,and otherau-
tonomouwehicles.

Atfirstinspectiona duplex systemusesabouttwo thirdsof the
componentthata TMRsystendoes)eadingoneto concludethat
duplex systemare mote enegy-eficient. This papershowsthat
this is not alwaysthe case We presentan analysisof the enegy
efficiencyof duplexand TMR systemsvhenusedto toleratetran-
sientfailures.Wth no powermanagemerdeployedtheanalysis
supportgheintuitive impressionaboutthe relativesuperiority of
duplex systemén enegy consumptionTheanalysisshowshow-
ever thatthegapin enegy consumptiorbetweerthetwo typesof
systemsliminisheswith properpowermanagement/\eintroduce
the conceptof an optimisticTMR systenthat offers the samere-
liabilit y and performanceasthetraditional one,but at a fraction
of the enegy consumptiorbudget. Optimistic TMR systemsare
competitivewith respectto enegy consumptiorwhencompaed
with a poweraware duplex systemcan even exceedit in some
situations,and havethe addedbonusof providing toleranceto
permanenfaults.

1. Intr oduction

Therearemary commercialfechnicalandervironmentalmo-
tivationsto reduceenegy consumptionin computingsystems.
Modernsystemsontinueto deployhigh-performancerocessors
with increasingenegy requirementdor operationand cooling.
This createsand motivatesthe needfor more enegy-conscious
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designsandalgorithms. In this papey we studythe problemof

reducingpower consumptiorin fault-tolerantarchitecturedased
oncomponenteplication.Thesesystemsretypically usedwhen
high deggreesof reliability andavailability arerequired[25]. We

focuson two typesof systemausedfor this purposenamelydu-

plex andtriple modularredundang (TMR) systems.Thesesys-
temscantolerateonetransientfault of ary type that canbe de-

tectedby eithercheckingfor statedivergence(duplex systemspr

votediscrepang (TMR systems).

Pavermanagemerthroughdynamicvoltagescaling(DVS) as
well asfault tolerancethroughreplicationhave beenwell studied
in the context of real-timesystemgRTSs).However, researchers
have not addressethe problemof combiningenegy consump-
tion andfaulttolerancan RTSs. Therearemary situationsvhere
it is important,however, to considepower managemerdsacen-
tral componentn a fault-tolerantsystem.For example, it is im-
portanto conseretheenegy usedby reliablecomputer®nboard
autonomouwehicles. The conseration allows thesesystemso
reducethe batteryweightandthe overheadf generatinghe en-
ey onboardlt alsoallowsthesesystemdo operateatlowertem-
peraturesteducingthe coolingneedsandreducingtheamountof
white noise(thusincreasingeliability).

We focusonduplex andTMR systemsAt firstinspectionpne
may correctlyconcludethata duplex systemconsume®nly two
thirdsof theenegy of a TMR systenthatuseghe samemachine
types. We presentan analysisthat confirmsthis intuition when
no power managemeris used.However, we present somevhat
surprisingresult,in shaving thatwith properpowermanagement,
the differencein enegy consumptiorbetweerthe two typesdi-
minishes. Therefore,with this differentiatorall but eliminated,
onecanfocusontheothermeritsof theselectiorbetweerthetwo
types,suchasextendedreliability, performanceandsoforth.

The paperfirst developsa simple theoryfor power manage-
mentin duple</TMR real-time systems. Using this theory we
useamathematicahnalysido understandndcompargheenegy
behaiors of the architecturesinderstudy Whenappropriateye
useclosedform solutionsto drive theanalysis Whensuchclosed
formsarenot available,we iteratively solve the equationgo ob-
tainthedesiredsolutions.We drive themodelsthatwe developed
usingparametersbtainedrom actualmeasuremenis ourlabo-
ratoriesor from manufactures datasheets.The contributionsof
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thepapercanbe summarizeasfollows:

e It developsa simpletheory for power managemenin the
contet of duplex andTMR RTSs.

e It derivesthe bestpower managemenpolicies for duplex
systemsbasedon DVS andon controlling the insertion of
synchronizatiorpoints in the execution stream,to ensure
deadlinesiremet.

e It derivesthebestpowermanagementoliciesfor TMR sys-
temsbasedn hibernatiorandDVS.

e It suggesta new architecturethat we call optimistic TMR
thatvirtually eliminatesthe differencein enegy consump-
tion betweerduplex andTMR systems.

As in a studythatexploresuncharteredesearctareaswe do
notmakeary claimsthatthe studyis completeor practical.Ours
is afirst stabat understandingndformulatingthe problem,and
settingup modelsthatcouldbe usedto reasorabout,anddevelop
solutiongfor, theproblemof power managemerih reliableRTSs.
Thereareobviouslimitationsof thestudy;for instancewe donot
consideramix of computationsvith differentpower functionsor
tasksthat finish beforetheir predictedworst-casevorkload. We
believethatour contributionsareimportantandsubstantiain set-
ting the stagefor furtherwork in this area,asit is importantto
understandhe theoreticalunderpinningof the problem. We also
shav the somavhat surprisingresultof how powveraware TMR
systemscan be very competitve with power-aware duplex sys-
tems.

Theremaindeof this paperis organizedasfollows. Section2
describeshe computatiorandpower managemenmnodels states
the assumptionsboutthe duplex and TMR systemsandillus-
tratesthe failure model. We examineduplex and TMR systems
with no power managemernih Section3, shaving the superiority
of the former type. We then examine powver managementech-
niguesfor duplex and TMR systemsn Sections4 and5, respec-
tively. Section6 thencompareshetwo typesof architectureand
establishethesomavhatsurprisingresultof thevanishingdiffer-
encebetweenthe two typesof architecturesinderproperpower
managementFinally, Section7 presentgelatedwork and Sec-
tion 8 concludeghepaper

2. SystemModel

This sectiondescribeshecomputatiorandfailure models and
shavs how they interactwith the power consumptiomrmodel. It
alsodescribemurassumptionaboutduplex andTMR systems.

2.1.Computation Model

As usualin real-timeresearchwe considera set of tasksr;,
eachof whichhasa periodp; associateavith it, andaworst-case
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executiontime, ¢;, whichis requiredfor executionassumingnax-
imum processofrequeny, f..... We normalizethe frequencies
suchthat f,,,, = 1, andthusthe worst-casesxecutiontime ¢;
canalsobeseenastheworst-caseaumberof cyclesneededo ex-
ecuter;. Theutilization of eachtaskis U; = ¢;/p; andthetotal
systemutilizationis givenby U = > U;. If U < 1, thenthe sys-
temis schedulabl@ccordingto EDF scheduling.In caselU < 1,
we canallot moretime thanc; for eachtaskto execute,namely
D; = ¢;/U andstill guarantedhat all taskswill finish within
their deadlines.Eachtaskwill have an allottedamountof time
to execute,which will not interferewith othertasks. Hence,in
this paper we will only considera singletask ~ with an allotted
time D. We notethatthe samereasoningappliesto scheduling
algorithmotherthanEDF

The problemwe addresss: “Run r to completewithin D de-
spitethe possibility of onetransientfault, while minimizing en-
ergy consumptiori.

The opportunityto save enegy depend®n the amountof re-
ductionin frequeng that would still allow the computationto
completebeforethe deadline.Intuitively, the slower the taskcan
be executed,the moreenegy canbe sared. If the frequeny is
f, thenthetime by which = completess % Since fiee = 1,10

finishwithin D, we need
(64
- <D 1
7S 1)

Equation(1) givesthe minimumfrequeng f,.;, atwhichthetask
mustexecuteto meetthedeadline,f,.;n = 5. Leto = ’”ﬂj—a’; =

+» Which gives an intuitive indication of the relative load that
7 would imposeon the systemto finish by time D. As o ap-
proached, the processowill have to operatecloseto its max-
imum frequeng andthereis very little room for manipulating
thefrequeny to consere the dynamiccomponenbf enegy. In-

verselyaso approache8, thereis agreatedegreeof flexibility to

reducesnegy consumptiorby operatingatavery low frequeng.

Notethatthereis afrequeny thatcorrespond$o thelowestvolt-

agevaluebelow which the circuits cannotoperate.Reducingthe
frequeng belaw this valueis not usefulbecausét simply slows
down the processowithout an attendansaving in power (since
the voltagecannotbe loweredary further). For simplicity, we
ignorethis minimumvoltage,assuminghatthe loadimposedin

the systemis high enough. Systemswith loadlessthanthatare
notinterestingandit is easyto incorporatesuchminimumvoltage
constraintsn the model.

2.2.Energy Model

The power budgetof a systemconsistsof two components,
namelystaticanddynamic. The staticcomponentepresentshe
power thatthe systemcontinuouslydraws regardlesof the cur
rentlevel of actwity. Thispowergoedo refreshmemory keepthe

INote that frmaz # 1, we candefine f' = f/fmaz andreplacef by f/
throughouthepaper Further wherever c appearswe shouldhavec/ fmaz -
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peripheraldevicesup, maintainthe staticRandomAccessMem-
ory in the processos cachesgtc. The static power component
alsoincludespowerlostto leakagecurrentdn thesystenxircuits.
The dynamiccomponenteflectsthe power that varieswith the
level of actvity of the system.This power goesto switchingthe
transistorsaand capacitordo executeinstructionsand manipulate
data. Previousresearcthasshovn thatthe dynamicpower com-
ponendepend®nthefrequeny of operatiorandthevoltagelev-
elsfor circuit switching[8]. Thus,the power consumedpP, can
be expressedas P = P, + afV?, whereP, is the static power
componentg is acapacitanceonstantf is thefrequeng of op-
eration,and V' is the switching voltage. Further the frequeng
andvoltagearerelatedby a quasi-linearelation[21], V = f7,
wheres < 1 is a constant. This is true generallyfor voltages
above a minimum value below which the circuits canno longer
functiondueto noiseandotherfactors.

For corveniencewe expresghepowerconsumedsafunction
of frequeng:

P=P, taf" )

where2 < m < 3. Equation(2) establishesa methodfor reduc-
ing the dynamicpower componentf the budgetby loweringthe

frequeng [8]. In practice the systemreduceghe processofre-

gueng to thelevel thatis sufficientto carryout the computation,
andthenit reduceghe voltageto the minimumlevel thatpermits
the desiredfrequeng to be maintained.This is often calleddy-

namicvoltagescaling(DVS).

We adoptthe conserative andsimplifying assumptiorthatthe
time a processotakesto completer is inverselyproportionalto
its operatingrequeng. Thisassumptions somavhatstandardn
power managemerifterature[30]. It usuallysimplifiesthe anal-
ysis,andleadsto conserative estimate®f theenegy thatcanbe
saredby manipulatinghefrequeng of thesystem.To understand
why, considetthatat high CPUfrequenciesthe processowastes
morecycles(andconsequentlgnegy) uponcachemissesdueto
the large differencebetweenrmemoryand processospeeds.At
lower CPU frequencieshowever, the processodoesnot wait as
mary cycles,leadingto betterenegy utilization andlessperfor
manceoverhead.

2.3.Failur e Model and Fault-Tolerant Ar chitecture

The systemis requiredto tolerateonetransientfault. We con-
sidertwo corventionalarchitectureshat cansene this purpose,
namelyduplex systemg22] andTMR systemg25].

2.3.1.Duplex Systems

A traditional duplex systemconsistsof two identical machines
thatrun the sameprogramandare controlledby a fault-tolerant
clock. Eachmachinehasits own storageandprocessorWe as-
sumethatan I/O device exists to synchronizenput to, and out-
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put from, the machines. Periodically the two machinesverify
thattheirstatesareidenticalat pre-definegyndronizationpoints
The verificationcantakeplacein variousforms, for exampleby
a straightcomparisorof the states,or by computinga hashing
functionof eachstateandcomparingtheresults.If the statesare
identical thestateis savedin acheckpointo enableestartshould
errorsoccurin thefuture. Otherwise a transientfault musthave
occurredto causethe statesof the machinego diverge,andthus
themachinesoll backto the saved statefrom the lastsuccessful
synchronization.

A duplex systemmustresere sufficient time to recover from
onefault by rolling backto the previously synchronizedtateand
re-executingfrom thatpoint. We call this therecoverytime Take
for examplea computationr with ¢ = 0.6, a duplex system
canexecuter in 0.6D. This leaves0.4D (i.e., 40% of the al-
lotted time) for recovery time. Sincethis is not sufficient to re-
executethe computatiorshoulda failure occur thereforethe du-
plex systemmustinserta synchronizatiorpoint at about0.3D.
Theamountof computatiorat risk is therefored.3 D, well within
theavailabletime for recaovery (0.4 D).

Clearly, ataskr with & = 1 (i.e., mustrun at f,,,, to com-
plete at exactly the deadline)cannotusea duplex system,be-
causea fault would causea rollback and thus a deadlineto be
missed. This obsenation leadsto a tradeof: As the value of
o getscloserto 1, the amountof recorery time that canbe re-
sened getssmaller and thereforethe systemmust synchronize
the statesmorefrequently Synchronizinghe state however, in-
cursoverheadand consumegyclesthat are otherwiseavailable
to the computation.Ultimately, the overheadof synchronization
may consumaeall the availabletime andrenderghe computation
impossibleaso progressiely approaches.

The synchronizatiorpointssene the additionalpurposeof re-
ducingenegy consumptiorby allowing the systemto executeat
a lower speed/frequenc Let r be the numberof cyclesneces-
saryto synchronizehe stateandtakea checkpoint.Typically, r
is muchsmallerthane. Assumefurtherthatstatesynchronization
occursatregularintervals. If the numberof suchsynchronization
pointsis n, and f is the desirablefrequeng to operateto lower
enegy consumptionthen Equation(3) describeshow the time
canbeallocated.

3)

Equation(3) statesthatthe time is divided betweerrunningthe
computatioritself (¢) andsynchronizingstateqnr) atfrequeny

f, andallowing for = time to roll back. Notice thatwe attempt
to reduceherecovery time by runningtheprocessoatmaximum
frequeng during rollback. This is a reasonablalecisiongiven
thatfailuresareinfrequentandwe wantto resene the minimum
amountof time thatallows for recovery. This stratgy leavesas
muchtimeaspossiblgo carryoutthecomputatioritself, allowing

for thelargestslowdown, saving the mostamountof enegy.
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We canseenow that synchronizatiorpointshelpin reducing
enegy consumptionBy takingmoresynchronizatiorpoints,the
amountof time resered for recorery & becomesmaller There
is atradeof, however, sincethe synchronizatiorpointsconsume
time away from the availabletime to run the computation. The
systemthusreaches point whereaddingmore synchronization
pointscanstarthaving a negative effect by takingaway toomuch
time from the computatioritself, forcing the processofrequeng
f toincreaseo satisfyEquation(3). Figurel illustratesthis rea-
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S— — A—
c = === Synchronization
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Figure 1. Equally spaced synchronization points
can help reduce energy consumption.

soning:a computatioris representedly arectanglevhoseareais
thenumberof CPUcyclesneededor execution. Thewidth of the
rectanglerepresentshe CPU executionfrequeng, andits height
representshe time takenfor execution. Figures1(a) and 1(b)
shav the executionof 7, at f,,,, = 1, without synchronization
andwith n = 4 synchronizatiorpoints,respectiely. Figurel(c)
shavs thatwe canreducethe frequeng of executingr (with the
4 synchornizatiorpoints)to f aslong asthe differencebetween
the deadline,D, andthetime for executingr at frequeng f is
at leastenoughfor the overheadof synchronizatiorpoints (nr)
andthetime necessaryor apotentialrollback, (<), atmaximum
speed.

2.3.2.TMR Systems

A TMR systemconsistf threeidenticalmachineghatrun the

sameprogramandare controlledby a fault-tolerantclock. Each
machinehasits own independenstorageandprocessarA fault-

tolerantvoting device receves the outputof the threemachines
and compareghem. If all outputvaluesare identical, the vot-

ing device releaseshemandcomputationcontinues.Otherwise,
oneof theoutputvaluesdivergesfrom the outputin the othertwo

machines.In this caseanerror musthave occurredn thefailed

machineandthevoting device releaseshevalueof thetwo func-

tioning machines. The malfunctioningmachineis either taken
off-line for (permanentaults)repairor is rejuvenatedy copying

the stateof oneof thefunctioningmachinegtransientfaults).
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Whenreliability andperformancereconcerneda TMR sys-
tem hasmore desirablefeatureshana duplex system.A TMR
systencantoleratethelossof onemachingeffectively turningit-
selfinto aduplex systemY. It alsoincurslowerperformancever
headthana duplex systemduring failure-freeoperation sinceit
doesnot needto paythe pricefor the statesynchronizationsAd-
ditionally, TMR may be the only viable choicefor computations
with o closeto 1, sincesuchworkloadsmaynotbeableto afford
the additionaltime that mustbe resered for rollback in duplex
systems.On the otherhand,onewould intuitively concludethat
aduplex systemis likely to be moreenegy-efficient, sinceit has
only two machines.Thereforea tradeof is emeging: a duplex
systemoffers lessreliability and higher performanceoverhead,
but consumegessenegy, andvice versafor TRM systems.

3. BaseCase:No Power Management

In this section,we give a quantitatve evaluationof the dif-
ferencebetweerduplex andTMR systemswith respecto enegy
consumptiomwhile guaranteeingeadlinegvenif atransienfault
occurs,whenno power managemenis deployed(that is, tasks
runat f...). Undersuchconditionsthe processorsf a duplex
systemoperateat maximumfrequeny to executer, finishing by
time T, which consistof thetimetorunr (i.e.,0 D = ¢) andthe
overheadallocatedo synchronizatiompoints:

Ti=c+nr=0D+nr (4)

Definep = 7, which expresseshe overheadof one statesyn-
chronizationoperationrelative to the available time D. The
higherthevalueof p is, the higherthe synchronizatioroverhead.
WethusobtainT; = D(o +np) = ¢+ nr. Theenegy consumed
by the duplex systemconsistof theenegy consumedy thedy-
namicpower componenfor the durationTy andthe staticpower
componenfor theentiredurationD for bothprocessors:

F;=2x (Tdafn”,? + DPS) (5)

The TMR system,using a similar analysis,finishesby time

T. = oD = ¢ astheprocessoralsorun at maximumfrequengy.
Theenepy is thusgivenby

E: =3 x (Tyaf:

max

+ DP;) (6)

Thedifferencebetweerthe enegy consumedy bothtypesof
systemss (from Equationsi- 6):
0E =F, — Eq=caf,, .+ DP, —2nraf, (7

max

Equation(7) predictablystategshatcomparedo aduplex system,
a TMR systemhasto paythe staticanddynamicenegy compo-
nentsfor the additionalmachinethatit uses.On the otherhand,

20ur assumptioraboutthe failure modelis onetransientfault duringa com-
putation.So,theadvantagehata TMR systemhasovera duplexin this regards
notcentricto our discussionaswe do not considepermanenmachinefailures.
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TMR vs Duplex, no Power Management, o (load) = 0.4
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Figure 2. Energy consumption for Duplex vs. TMR
systems with no power management

the duplex systemincursthe enegy consumedy the periodic
synchronization.This equationsupportghe intuitive notionthat
aduplex systemis more enegy-efiicient, unlessthe overheadof
synchronizatiomr thenumberof synchronizatiomointsis exces-
sive.

Figure 2 shavs a comparisorbetweenthe two typesof sys-
temsfor two valuesof o andof p. For eachvalue,a chartshovs
the variation of the enegy as a function of the relative ratio of
P, /a, which characterizeshe different machine“types” (here
P, = 5W [14], but the absolutenumbershere are not impor-
tant). The left side of the horizontal axis representsnachines
wherethe static power consumptiordominatessuchasembed-
dedsystemsn whichalow-powerembeddegbrocessois asmall
contributorto theentiresystems power budget. Theright sideof
the horizontalaxis representsnachinesvherethe dynamiccom-
ponentprevails, suchas modernsystemswith a high-end,high-
performancerocessowhosepower consumptions asubstantial
portionof overall system$ power budget.For example,the value
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TMR vs. Duplex for two processors with no power

management
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Figure 3. Energy consumption for TMR and Duplex
for two processor types with no power management

of Ps/a = 0.2 in thefigure correspondso a Pentiumlll system
thatwe measuredh our laboratory[3]. Thedifferentvaluesof «

shav how thesystemsctin respons¢o differentworkloadswith

theworkloadincreasingwith the valueof o (recallthate = ¢/D

and notethe differentscalesof the Y axesfor eachgraph). Fi-

nally, we analyzefor differentvaluesof p to shaw the effect of

theoverheadf statesynchronizationn duplex systemsWe have
experimentedwith p rangingfrom 0.01 to 0.1, which arerepre-
sentatve of the overheadfound in checkpointingsystems. For

clarity, we shav resultsonly for 0.01 and0.1.

By inspectinghegraphstherearetwoimportantobsenrations.
First, the TMR systemconsistentlyconsumesnore enegy than
the duplex system by a wide magin. Predictablythisis dueto
the fact that for typical values,the overheadof synchronization
in a duplex systemdoesnot causesufiicientenegy consumption
comparedo thepowerdravn by thethird machingn aTMR sys-
tem. Secondaseo increasesthe duplex systembecomedessof
aviable option. In fact, for o > 0.8, the duplex systemcannot
functionfor p > 0.01. At suchhigh valuesof ¢, it is notpossible
toresenre recorerytime regardlesof thenumberof synchroniza-
tion points. This caseis illustratedin Figure3, which shows the
enegy consumptiorastheworkload(s) varieswhentwo systems
arebuilt usingPentiumlV (P4)andPentiumlll (P3)processors.
Thefigureassumey = 0.01, andshows the duplex systemun-
ableto function (i.e., missesdeadlinesheyondo = 0.8. Again,
thefigurealsoreinforceghefirst conclusioraboutthe superiority
of duplex systemsn enegy consumptiorwhenthe workloadis
low (smallvaluesof ).

To summarizewhenthereis no power managementhe anal-
ysis establisheshe superiorityof duplex over TMR systemsn
most situationswith respectto enegy consumption except for
high-intensiy workloads.We now turn our attentionto applying
power managemertb bothduplex andTMR systems.
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4. Power ManagementFor Duplex Systems

We examinetwo policiesfor conservingenegy in duplex sys-
tems. Thefirst policy is dynamicvoltagescalingandtargetsthe
dynamicpower componenbf the system. The second hiberna-
tion, targetsthe staticpower componenbf thesystem.

4.1.Dynamic Voltage Scaling

Above we discussedhetradeof of having fewer or moresyn-
chronizationpointsin a task. This wasbasedon Equation(3),
whichestablished safetyrequiremenfor theduplex systemWe
now derive the frequeng, f, that will allow = to finish within
D, while minimizing the dynamiccomponenbf the power con-
sumptionandallowing for thesynchronizatiomverheadthetime
to roll backfrom a fault andthe time for re-execution. Hence,
from Equation3, f canbegivenby

ct+nr n0'+n2p

D—<

n

f> (8)

n—o

For a given numberof synchronizatiorpoints, n, Equation(8)
establishea safetyrequiremenby definingalowerboundonthe
frequeng atwhichtheprocessoshouldexecuteto finish  within
its deadline.Reducingthefrequeng below this level will reduce
theenegy requiredo runr, butrecosery within the deadlinenay
notbepossiblef afault occurs.

Theenepy, E, consumedluringtheexecutionof = is theprod-
uct of the time it takesto executer and power consumed8].
Thus:

¢+ nr
f

Thegoalof theanalysids to find n which givesthefrequeng that
minimizestheenegy consumptiorgivenby Equation(9) subject
to the constraintsn Equation(8). Sincethis frequeny is afunc-
tion of n from Equation(8), we canderive the valueof n which
minimizesFE by differentiatingequation(9) with respecto n and
equatingheresultto zero.Notefrom Equation(8) that f depends
onn, and% denoteghedifferentiationof f with respecto n.

E=2x((PD)+ (af")(

) (9)

a(m—1)f""%(c+ nr)% +afmYr=9

(m— 1)(c+nr)%+fr =0
(m — 1)(c 4+ nr)(no +n?p) — (n — o)(c + 2np) +
r(no 4+ n?p)(n—a) =0

This resultsin a cubic equationin n with two non-positve solu-
tions(whichweignore),andoneoptimalpositivevalueof n given

by:

A ) , , 4m(m —1)
n_%((Zm—l)—}-\/(Zm—l) +f) (10)
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Forthecommoncaseof m = 3, weobtainn = §(5+,/25 + %)

andfor m = 2, we obtainn = $(3 +/9+ ). Whenthe
optimal n is not aninteger, an approximationrmustbe madeby
taking|n] or [n] dependingn which valueyieldslowerenegy
consumption.

4.2 Hibernation and voltagescaling

In thismode thesystenputsitselfin ahibernatiormodewhen
it doesnot have a computatiornto execute. Theimportantadwan-
tageof this modeis that the staticcomponenbf the power con-
sumptionis all but eliminatedwhenthe systemidles. Modern
technologysupportshibernationin a mannerthatallows the pro-
cessorandthe systemin generalto respondalmostimmediately
to new eventsor requests.Hibernationsupportmay consist,for
instance pf putting the processoin a “deepsleep”and“deeper
sleep” modes[15], and switching the memoryoff the bus and
putting it in self-refreshmode. Using this technology the pro-
cessoand main memoryconsumealmostno enegy andcanbe
backonline in a few milliseconds,or even microseconds.Our
measurements thelab shav thatwith the enegy consumedy
memorydropsby 99%in hibernationmode,while the specifica-
tionsof the Intel Pentiumlll processoshav thatpower dropsto
0.47Win “deepersleepmode”from a maximumof 22W, a ratio
of 98%[15].

Hibernationmotivates*finishing” the computatiorassoonas
possible(i.e., at the highestspeed)so that the staticcomponent
of the power consumptiorcanbe consered. On the otherhand,
dynamicvoltagescalingrequireghatthe processoexecuteat the
minimumspeedo minimize the dynamicpower componentEx-
pectedlythetradeof depend®ntheactualconstantshatcharac-
terizethe powerandenegy equation.We now find thefrequeng
thatwouldminimizethetotalenegy consumptionAssuminghat
enegy during hibernationis insignificant, Equation(5) reduces
to:

c+nr
f

We canfind f that minimizesthe enegy consumptiorby min-

imizing E4, subjectto the safety constraintspecifiedby Equa-
tion (8). It is not clearif thereis a closedform for the solution.
We solve the equationiteratively and, as discussedn the next

sectionthe solutionwill dependbn the“type of machinethatis

usedby the system.For thosewherethe static power consump-
tion dominatessettingthe frequeng to the maximumprovesto

be mostadwantageousandvice versa.

Eq=2x%x(Ps+af™)x(

) (11)

4 .3.Evaluation

Figure4 shawvs a comparisorof relative enegy consumption
betweerthreecasespnamelyno power managemenNoPM), dy-
namicvoltagescaling(DVS), andDVS+hibernatior(Hibern),for
variousvaluesof o andwith p = 0.01. The conclusiondor other
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Comparison of Duplex Systems, o (load) = 0.8
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Figure 4. Effectiveness of power management for duplex systems, p = 0.01

valuesof o andp are essentiallythe sameandwe do not shav
theotherfiguresfor brevity. The notationandorganizationof the
figureareidenticalto Figure2.

Astheworkloadincreaseghighervaluesof o), theenegy con-
sumptionincreases—notie differentscalef theY axesin each
graph—andhe differencesamongthe schemedlur. This s pre-
dictable,since higherworkloadsrequirethe machineto operate
closeto the maximumfrequeng for almostthe entire duration,
negatingary benefitfrom dynamicvoltagescalingor hibernation.
Further for machinesvherethe staticcomponentdominategleft
sideof X axis), hibernationis mosteffective, asit eliminatesthe
constantdrav of enegy. However, for machineswvherethe dy-
namic power componenidominates(right part of the X axisin
eachgraph),the performancef Hibernapproachethatof DVS,
sincetheinfluenceof the staticcomponentiecreases.

In practice,since different computationswill have different
valuesof o, it follows that applyingthe hibernationpolicy com-
binedwith DVS will yield thebestresultsin generalputperform-
ing the othertwo policiesfor machineswherethe static power
componentlominatesandperformingasgoodasthe otherpoli-
cieswheneitherthedynamicpower componentiominatesr the
workloadis too high.

5. Power ManagementFor TMR Systems

5.1.Dynamic Voltage Scaling

Dynamic voltage scalingis much simplerfor TMR systems
comparedo Duplex systems.Simply, sincefor idle processors
the staticcomponenbf power consumptions fixed for the du-
rationD, the frequeng f (or f' if fiae # 1) is setto o. This
guaranteethatthe processorsxecuteat the minimumfrequeng
thatallows the computatiorto completewithin the deadline.As
aresult,the dynamiccomponentf the power consumptions re-

ducedto the minimumon every machine.
5.2.Hibernation and Voltage Scaling

Similar to the hibernationmodein duplex systemsthe TMR
systenputsitself in ahibernatiormodewhentherearenotaskso
execute.This modeis combinedwith dynamicvoltagescalingto
strike a balancethatminimizesoverall enegy consumption.The
tradeof still exists betweertheneedto executequickly andmin-
imize the staticpower consumedndto executeslowly to reduce
the dynamicpower component.Recallingthat P = P; + o f™
from Equation(2), we now find the frequeng thatwould mini-
mizethetotal enegy consumption:

Erppr=3x P x 5:30(5+af<m—1>) (12)
f f
We find f that minimizes E' by solvingthe differentialequation
4% = 0 whichyields
Py

Notethattypically f > o, unlesstheloadis very low; in other
words,thetaskwill typically finish well aheadof its deadline.In
ary casewe needto guaranteehat% < D andthereforewe set

f=maz{ %)=, 5 Smin}-
5.3.Optimistic TMR Systems—AStepFurther

Furtheroptimizationof enegy consumptions possibleif we
considerthat statedivergence(causedy faults)is rare. We use
this fact to devise the following mechanism:we run two of the
machineghat belongto the TMR systemat the frequeng com-
putedfrom Equation(13). If no failure occurs,the votesof the
two machineswill beidenticalandcanbereleasedatwhichtime
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thethreemachinesareputin hibernatemode. Thethird machine
senesasaslowarbiterin the casef statedivergenceis detected
whenthetwo mainmachinesotetheiroutput.In suchacasethe
third machinewill computeits outputandactsasa “tie-breakef
selectinghe outputthatmatchests own asthecorrectone. Thus,
at the beginning of the computationwe run the third machineat
the minimum possiblefrequeng that allows it to makeenough
progressuchthatif statedivergencds detectedit can“take over”
and computeat maximumfrequeng to breakthe stalematebe-
fore the deadline.Dependingon the workload,thethird machine
couldbe put to hibernatewhile the othertwo are computing,or
we mayhave to setit to executeatalow frequeng thatconsumes
the leastpossiblepower andyet allow the machineto take over
andproducethe outputif neededWe call this schemepptimistic
TMR Theoptimismstemsrom theassumptiorthatthetwo other
machinewill alwaysvoteidentically.

We illustratethe ideaby thefollowing example.Supposer =
0.3, andthat f = f4:. Thetwo machineswill finish at time
0.3D. Sincethereis ampletime to run the computationshould
statedivergenceis detectedat time 0.3 D, the third machineis
putto hibernatefrom the beginning. If the two machinesagree
in their votes,thenwe have producedhe correctoutputwithout
consumingary enegy in thethird machine.If statedivergence,
however, is detectedthe third machinecanexecuteandproduce
theneededesultby time 0.6 D.

Notethatwheno increaseswe may have to putthethird ma-
chineto work at a low frequeng. Considerthe examplewhere
o = 0.6, andagainwerunat f = f,,4.. Again, the outputwill
be readyby 0.6 D, leaving about0.4 D for the third machineto
computethe output. Therefore the third machinemustbe put to
executea 0.2 D worthof computatiorjustin casestatedivergence
is detected.Therefore the third machineshouldbe put to work
at 0.33 f,q. for theinterval up to time 0.6 D. Thiswill guaran-
teethatthethird machinecantakeover andcomputetherequired
outputby time D. In factwe canusethe schemén Section5.2
to determinethe frequeng at which the third machineis to exe-
cute,giventhatit mayor may not needto executeat the highest
frequeng.

5.4.Evaluation

Figure5 shawvs a comparisorof relative enegy consumption
betweerfour casespamelyno power managementNoPM), dy-
namicvoltagescaling(DVS), DVS+hibernatior(Hibern),andthe
optimistic TMR system(Optim). The notation and organiza-
tion of the figure areidenticalto Figures2 and4 andwill not
be repeatecherefor brevity. The figure shavs the analysisfor
p = 0.01ando = 0.4, 0.8, but resultsaresimilarfor othervalues
of o andp.

Similar to the caseof duplex systemsthe differencesamong
the schemedlur for high valuesof . Again, higherworkloads
requirethe machineto operatecloseto the maximumfrequeny
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for almostthe entireduration,negatingary benefitfrom dynamic
voltagescalingor hibernation,and preventingthe third machine
from being put to work at a sufiiciently low frequeny to pro-

duce a substantialsaving in enegy consumption. Further the

optimistic TMR systemperformsbestor at leastasgoodasthe

otherschemes.The savings are more pronouncedor machines
wherethe static-paver componentdominatesor for smallvalues
of o, or both. Thisdemonstratetheeffectivenes®f theoptimistic

TMR method.

It follows from the analysisthat using optimistic TMR is
preferablevhenhardwareaedundang is needed.

6. Comparison BetweenDuplex and TMR Systems

Now we turn to the centralquestionin this paper We have
establishedh Section3 thatduplex systemsaresuperiorto TMR
systemsn enegy consumptiorabsenpowermanagemerandfor
workloadsthatallow a duplex systemto be deployed(s nottoo
closeto 1). It is usefulnow to considertheeffect of incorporating
the power managementechniqueglescribedn Sections4 and5
ontheoverall comparison.

Figure 6 shavs a comparisorof relative enegy consumption
betweertheoptimisticTMR andthreeduplex systemghatusehi-
bernationranddynamicvoltagescaling,but differ in the synchro-
nizationoverheadp. The notationandorganizationof the figure
areidenticalto Figures2 and4 andwill not be repeatederefor
brevity.

Analyzing the datain the figure shavs that thereis no sub-
stantialdifferencein enegy consumptioramongthe four config-
urationsunderstudy Predictably duplex systemswith higherp
tendto consumemore enegy. But the striking conclusionthat
thefigureportraysis thatwith properpowermanagemeng TMR
systems competitive with duplex systemsin the casewherethe
workloadwaslow, the TMR systemconsistentlyconsumedess
enegy thanthe duplex systemawith the parametershatwe stud-
ied. To understandvhy, we obseredthat,underlow &, the opti-
mistic TMR systenmeffectively behae like a duplex systemwith-
out the overheadof synchronization.The third machinewill be
effectively turnedoff all of thetime of fault-freeoperationsince,
evenafterthetwo functioningmachinegproduceheirvotes there
will besufficienttime for thethird machineto doits own compu-
tationin caseanerroris detecteqoutputsdisagree).

Whentheloadis moderatgo = 0.4), the TMR systems be-
havior is almostindistinguishablefrom the threeduplex systems
thatwerestudied.Therearetwo reasongor this, first the duplex
systemslo notoperateattheoptimalfrequeng pointbecausé¢he
optimal valueof n is not aninteger. Additionally, the overhead
of synchronizatiorandhibernationconspireto reducetheenegy
consumptioradvantageof theduplex systems.

Finally, aso approaches, the effectivenesof power manage-
mentin generaldecreaseacrosshe two typesof systems.This
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Comparison of TMR Systems, ¢ (load) = 0.8
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Figure 5. Effectiveness of power management for TMR systems, p = 0.01.
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Figure 6. A comparison between duplex and TMR systems when using the most effective power management

policy for each.

makeghe TMR systenmconsumamoreenegy asit becomesnore
difficult to hibernatethe machinegseethe figure for o = 0.8),
with a differencethatreache25% over a duplex system. How-
ever, in thatrange,the duplex systembecomesrery sensitve to
the synchronizatioroverheadandfewer configurationscanoper
atein thatrange(in fact only for p < 0.01), thusnegatingthe
adwantagehatduplex systemsnay have aso increases.

To summarizeproperpowver managemertechniquesnakeit
possiblefor TMR systemdo wipe out their disadantagesn en-
ergy consumptiorcomparedo duplex systems At low-intensity
workloadsanoptimisticTMR systemactuallyoutperformsadu-
plex system. At moderateworkloads,a duplex systembehaes
slightly betterthana TMR system,but the enegy consumption
is almostindistinguishabléetweenthe two systemtypes. Only
wheno approaches thatthe duplex systemrestoressomeof its

adwantage put only to give themup quickly asthe sensitvity to
thesynchronizatioroverheadnaketheminfeasiblein thatrange.
Thisrathersurprisingresultconcludesur study

7. RelatedWork

Duplex andTMR systemarestandardechniquegor building
fault-tolerantsystems.Vaidyacomparedhe reliability obtained
from bothtechnique$29], andPradharandVaidyadescribedlu-
plex systemdn greatdetail [22]. Siewiorek and Swarzdescribe
earlyimplementation®f TMR systemsalongwith somefunda-
mentalconcept$25] andcountlesseferenceareavailableonthe
subject.

Both the distribution of power consumptiorand methodsfor
managingit have beenstudiedextensiely in corventional sys-
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tems such as laptops, personaldigital assistantPDAs), and
seners. For example,onepower consumptiorstudyis a detailed
analysisof the enegy consumedy the variouscomponentof

Apple Macintoshlaptopcomputerg17]. Otherstudieshave pro-
posedpoliciesfor managingenegy usein sener clustersdoy pow-

eringmachineson andoff [3, 4]. However, we are not aware of

ary work thataddresseenegy managemerin fault-tolerantdu-
plex andTMR systems.

Mary processoarchitecturesndmicroarchitecturesicorpo-
ratepower-saving featureq15]. Morerecentlydevelopedandless
widely deployedodayarenanv memorychiparchitectureshatare
incorporatingsimilar“spindown” statesothatthesystencanac-
tively managehe powerusedby mainmemory[23]. In addition,
several researctefforts arefocusingon new power management
mechanism&mployedat the operatingsystem[28] andapplica-
tion layers[7]. Techniquedor dynamicallycontrollingprocessor
temperatur¢24] have alsobeenusedto indirectly controlenegy
consumptionOurwork builds on thesestudiesby demonstrating
thevalueof thesemechanism# fault-tolerantsystems.

DVS wasfirst proposedand studiedin [30], but it hasbeen
furtherexploredin a variety of contexts. For example,for RTSs,
DVS schemedocus on minimizing enegy consumptionin the
systemwhile still meetingthe deadlines. Yao et al. [31] pro-
vided a static off-line schedulingalgorithm,assumingaperiodic
tasksandworst-casexecutiontimes(WCET). Heuristicsfor on-
line schedulingof aperiodictaskswhile not hurting the feasibil-
ity of periodic requestsare proposedn [12]. Non-preemptie
powerawareschedulings investigatedn [11]. For periodictasks
with identical periods,the effects of having an upperboundon
thevoltagechangerateareexaminedin [13]. Slowing down the
CPUwheneer thereis a singletask eligible for executionwas
exploredin [27]. DVS in thecontet of soft deadlinesvasinves-
tigatedin [18]. Cyclic andEDF schedulingof periodichardreal-
timetaskson systemswith two (discreteoltagelevelshave been
investigatedn [16]. The staticsolutionfor the generalperiodic
modelwheretaskshave potentiallydifferentpowercharacteristics
is providedin [1, 2]. Real-timeapplicationsexhibit a large vari-
ationin actualexecutiontimes[6] andWCET is too pessimistic.
Thus,alot of researchvasdirectedatdynamicslack-management
techniqued2, 10, 20, 26]. Mary other DVS papersappeared
in recentconferenceandworkshops,suchas COLP (Compiler
andOperatingSystemdor Low Power) andPACS (Pover-Aware
ComputingSystems).

Clearly, commerciakfforts have beenunderwayto putin place
standardg$or power managementExamplesnclude ACPI (Ad-
vancedConfigurationand Power Interface[5]), and Microsoft’s
OnNaow initiative [19]. It is concevablethat someof thesestan-
dardscouldbeof usein enegy-avarereliablesystemsHowever,
we believe that suchusecould prove problematicsinceall these
standardsveredraftedwithout considerationo reliability. It isan
openquestionwhetherenegy-awvare fault-tolerantsystemswill
needtheirown setof standard®r they coulduseexisting ones,or
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modificationghereof.

8. Conclusionsand Futur e Work

We have presentedh simpletheoryfor power managemenin
duplex andTMR systemsvhena limited amountof time is avail-
ablefor executionof tasks.Thistheoryconfirmstheintuition that
duplex systemaresuperiorto TMR systemsvhenno powverman-
agemenis deployed. We thendevelopedsereral techniquedor
powermanagemerih duplex systemsshaving how to insertsyn-
chronizationpointsto enableDVS andstill guarantealeadlines.
Analysisof this methodshaws the sensitvity to the overheadof
statesynchronizatiorandthatthis sensitvity becomes limiting
factorthatmaynotallow thesesystemso functionbeyonda cer
tainworkloadfactor Wethencombinecdhibernatiorwhichtamets
the static power componenbdf the systemwith DVS to arrive at
apolicy thatworkswell for a wide rangeof workloadsandsyn-
chronizatioroverhead.

We thenturnedour attentionto TMR systemsshaving with
asimpleranalysishow DVS andhibernationcould be combined
to improve enegy consumptiordrasticallycomparedo the base
case.Thebestconfiguratiorwasobtainedfrom whatwe call op-
timistic TMR systemghat attemptto turn off or slow down one
of the threemachinego consere enegy. The resultis a TMR
systemthat canhave the samereliability and performancechar
acteristicsof traditional ones,but with an enegy consumption
profile thatalmostmatcheghatof the optimizedduplex systems.
This somavhat surprisingresult statesthat TMR systems with
properpower managemenianbe competitive with duplex sys-
temswhile providing betterfault coverage.

While we aresatisfiedwith thisfirst step,thereis alot of work
thatneedsto be developed. Understandingehegy consumption
duringfailurerecovery is of interest.In this paperwe considered
failuresrareandactedaccordingly In failure-pronesnvironments
suchas spaceships, it will be necessaryo revise thesepolicies
to accommodatérequentclusteredfailures. It is alsonecessary
to understandhow this modelcanbe extendedio handletheinter-
actionsof the systemwith the surroundingenvironmentor other
systemsWe arecurrentlyworkingontheseissues.
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