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Abstract

Any packet destined to a honeypot machine (that
is, a decoy server machine) is most probably an at-
tack packet. We propose honeypot back-propagation, a
scheme that traces attack packets received by honey-
pots back to their source(s) and stops the attack source(s).
In the proposed scheme, a server acts as a honeypot
for some periods of time (honeypot epochs) and auto-
matically triggers a hop-by-hop traceback of possible
attackers (through back-propagation) during each hon-
eypot epoch. In order to make the honeypots even much
harder to evade, the start and end times of each honey-
pot epoch are unpredictable to attackers. We also propose
progressive back-propagation, in which the informa-
tion gathered during a honeypot epoch is used in sub-
sequent epochs, to handle low-rate attacks, such as
on-off attacks with short bursts. We developed an analyt-
ical model to estimate the expected time to reach and stop
an attack source in the case of continuous and on-off at-
tacks. Through ns-2 simulations, we validate our ana-
lytical model and show the effectiveness of the proposed
scheme, which is attributed to obtaining accurate at-
tack signatures and acting promptly once an attack is
detected.

∗ The authors were supported in part by NSF under grant ANI-0087609.

1. Introduction

Denial-of-Service (DoS) attacks [33] aim at preventing
a server from providing service to its legitimate clients. Ex-
ploiting software vulnerabilities (e.g., [10]) of improperly
configured Internet nodes, malicious attackers can remotely
gain control of a large number of zombie machines, to stage
a highly distributed denial-of-service (DDoS) attack [24].
A DDoS attack can severely degrade the performance of its
victims by entirely consuming their resources (e.g., [12]),
ultimately bringing them to a complete halt. The subverted
zombie machines can also be used in a DDoS attack to inject
packets into the network at a rate high enough to clog the
victim’s connection to the Internet. Packets used in DDoS
attacks can have authentic or spoofed (forged) fields; the
source address is the most commonly spoofed field in order
to hide the attack sources. In this paper we focus on defend-
ing against DDoS attacks with spoofed source addresses.

A large body of research in DDoS defense, namely trace-
back schemes, has considered tracing spoofed attack pack-
ets back to their sources [8,13,32,35]. However, most trace-
back schemes assume the existence of an accurate attack
signature that provides them with the ability to distinguish
attack packets from legitimate ones. Even in cases where
such attack signatures are provided using Intrusion Detec-
tion Systems (IDSs) (e.g., Snort [5] and Bro [26]), analysis
of packet logs and audit trails provided by the IDS is tedious
and often leads to postmortem actions; in some cases at-
tack signatures are inaccurate, thereby leading to a high rate
of false positives. Moreover, the effectiveness of signature-
based detection decreases substantially for low-rate DoS at-



tacks (e.g., [12, 21]).
The inability of a DDoS defense to accurately distin-

guish attack packets from legitimate ones can cause severe
collateral damages. First, the fear of penalizing legitimate
traffic limits the aggressiveness of the actions the scheme
can take against attack traffic. Second, inaccurate attack sig-
natures cause the scheme to traceback to legitimate users,
thereby negating the benefits of the traceback process.

The objective of this paper is to enhance the effective-
ness of traceback schemes in identifying and stopping ma-
licious attackers by eliminating the negative impact of in-
accurate attack signatures. To achieve this goal, we pro-
pose a hop-by-hop traceback scheme, referred to as hon-
eypot back-propagation, which effectively traces back and
stops sources of attack streams without impacting the per-
formance of legitimate traffic streams. The main idea of the
scheme is based on the concept of roaming honeypots [20].
Honeypots [30] are physical or logical machines (or net-
works) that have proven to be successful [22] in detect-
ing worm-infected hosts [36]. Roaming honeypots takes this
concept further by allowing the honeypots to move continu-
ously and unpredictably to attackers among a pool of server
replicas; each server in the pool, in coordination with the
legitimate clients and the remaining peer replicas so as not
to cause overall service interruption, assumes the role of a
honeypot for specific intervals of time, referred to as hon-
eypot epochs. Roaming makes it difficult for attackers to
identify active servers, thereby causing them to be trapped
in the honeypots. The designated honeypot (i.e., the server
during each honeypot epoch) initiates the traceback pro-
cess by alerting routers on the path to each attack source
to enable rate-limiting and input-debugging [37] on traffic
destined to the designated honeypot. The outcome of this
process causes the access router of the attack source to re-
duce the rate of traffic destined to the designated honeypot
to zero, effectively stopping the attack source.

The proposed scheme has several advantages over other
DoS defense schemes, such as ingress filtering [15] and
Pushback [23]. Similar to these schemes, honeypot back-
propagation requires widespread deployment and coopera-
tion among ISPs; its payoff, however, is higher: The pro-
posed scheme avoids the collateral damage that Pushback
may cause in some attack scenarios (more details in Sec-
tion 6). Furthermore, the filtering mechanism used by hon-
eypot back-propagation relies on the victim’s destination
address. Consequently, the proposed scheme no longer suf-
fers from the management constraints of ingress filtering
(see Section 2 for more details).

With a very large number of attack sources partici-
pating in a DDoS attack, it becomes increasingly diffi-
cult to take fast enough actions against the attack sources
(e.g., to disconnect them from their ISP networks) even
if their true IP addresses are known. The reasons include:

(1) the attack sources may belong to a large number of
administrative domains and (2) it may not be possible to
block the attack sources based on their ip addresses as
these ip addresses can be dynamically and continuously (re-
)assigned and can thus be allocated to legitimate machines
later on. Usage of destination-based filtering makes the pro-
posed scheme scale to a large number of attack sources and
avoids blocking legitimate machines that get assigned ip
addresses previously allocated to attack sources. We note
that the destination-based filtering used in honeypot back-
propagation does not block legitimate clients from access-
ing the service because legitimate clients send their pack-
ets to service front-ends (as will be discussed in Section 3),
which in turn tunnel these legitimate packets to back-end
servers.

The rest of the paper is as follows. In the next section
we review some of the related DDoS defense mechanisms.
Section 3 presents the service and attack models. In Sec-
tion 4, we describe the honeypot back-propagation scheme
along with the required functions a router should implement
to support the proposed scheme. In Section 5, we develop
an analytical model for both the proposed scheme and two
DDoS attack types, continuous and on-off attacks. We uti-
lize the model to derive expressions for the expected time
required to stop an attack (assuming full network support).
In Section 6, we describe our ns-2 [6] model of the honey-
pot back-propagation scheme, which is based on both the
Pushback and the roaming honeypots [4] ns-2 modules. We
validate our analytical results, study the effect of different
attack and system parameters, and compare honeypot back-
propagation scheme to Pushback. Section 7 discusses some
deployment issues and Section 8 concludes the paper.

2. Related Work

Because the Internet has no mechanism to enforce the va-
lidity of each packet’s source address, attackers try to forge
this field in the attack packets in order to hide their loca-
tions; this is called spoofing. In this section, we review some
of the related proposed solutions of the spoofing DDoS at-
tack problem.

If widely deployed, ingress filtering [15] and IPsec [18]
can prevent most spoofed packets. However, the manage-
ment hassle and per-packet performance overhead are ob-
stacles against widespread adoption of ingress filtering and
IPsec, respectively. Also, ingress filtering cannot defend
against spoofing addresses from inside the ISP. The hon-
eypot back-propagation scheme requires light-weight per-
packet filtering based on each packet’s destination address
and, moreover, this per-packet filtering is only during the
honeypot epochs and only in the case of attacks. The main-
tenance of ingress filtering rules can represent an overhead
especially with dynamic assignment of ip addresses to sub-



networks inside the ISP and mobile IP [28] support. In hon-
eypot back-propagation, filtering is based on the destination
address of the victim and thus, the proposed scheme does
not suffer from these management hassles.

The traceback problem, that is, trying to determine the
real source(s) of the attack traffic and the network paths (at-
tack paths) from these sources to the victim, has recently re-
ceived attention from the network research community as a
countermeasure of spoofing DoS attacks.

The first approach to the traceback problem uses a router
feature called input debugging [37], which given a packet
at a router’s output port determines on which input port the
packet was received. In its manual instantiation, the pro-
cess starts at the router next to the victim, where upstream
router(s) sending the attack traffic are determined. The pro-
cess is then recursively repeated until the sources of the at-
tack are determined, a router with no input debugging is
reached, or the boundary of a non-cooperative administra-
tive domain is met. To automate this process and limit the
costly input debugging process to a few routers, the Cen-
terTrack [37] architecture proposes to route victim’s traf-
fic through an overlay network of edge routers supporting
input debugging. Another example of this link testing ap-
proach is controlled flooding [9], in which packet floods are
injected into the network at selected points and attack paths
are detected based on the perturbation these packet floods
induce in attack traffic.

The Pushback [17] defense adopts a hop-by-hop strat-
egy to propagate an aggregate-based rate-limiting filter up-
stream from a congested router. Both the detection of mis-
behaving aggregates and the assigning of rate limits are
done using the Aggregate-based Congestion Control (ACC)
[23]. At each Pushback-enabled router, a rate-limiting ses-
sion for an aggregate is setup and the rate limit of the ag-
gregate is shared in a max-min fairness fashion among in-
put ports on which traffic matching the aggregate signature
is received. To estimate the arrival rate of each input port,
a feature similar to input debugging is used to map each
packet at the output queue to its corresponding input port.
The Pushback protocol [16] defines four messages. Request
messages are sent from a router to one of its upstream neigh-
bors carrying one or more uniquely identified aggregate
signatures with corresponding rate limits and resulting in
the establishment of one or more rate-limiting sessions and
possibly other request messages to propagate the rate-limit
further upstream. Each rate-limiting session has an expira-
tion time; during a session’s lifetime, the router sends peri-
odic refresh messages upstream to maintain the soft-state-
based rate-limit sessions at upstream routers and/or to up-
date their rate limit. Pushback-enabled routers estimate the
arrival rates of rate-limited aggregates and collect estimates
from their upstream routers sent in status messages. The
origin of a rate-limiting session may decide to explicitly

cancel it through a cancel message if for example the re-
ported arrival rate for the aggregate is below some thresh-
old. Pushback accepts explicit misbehaving aggregate sig-
natures through special request messages. Honeypot back-
propagation scheme allows for the realization of this fea-
ture in the Pushback framework; when a server takes the
role of a honeypot, the server’s destination address forms
the malicious aggregate. Selective Pushback [27] and level-
k max-min fairness [39] address two limitations of the Push-
back framework, namely the requirement of contiguous de-
ployment and the hop-by-hop application of max-min fair-
ness, which can severely punish legitimate traffic sharing
the same aggregate signature as misbehaving traffic (a.k.a
poor traffic) (see Section 6 for more details), respectively.

The second approach to the traceback problem is to have
the routers send partial path information to sources of pack-
ets they forward, so that the complete path attack packets
traversed can be recovered. This approach is known as the
packet marking approach [32]. The packet markings are de-
signed in a such a way to be used by their recipient to con-
struct the attack tree(s) (a tree formed by merging attack
paths with the victim at the root), to be lightweight for the
routers to create and send, and to be backward compati-
ble and incrementally deployable. The lightweight require-
ment is satisfied by probabilistically selecting a small frac-
tion of the packets to send partial path information for. To
achieve backward compatibility, either separate messages
are sent carrying the path information [8], or the informa-
tion is encoded in rarely used header fields (e.g. the IP iden-
tification field) [32]. To reduce false positives in the case of
a large number of attack sources, enhance the running time
of the path recovery algorithm, and prevent compromised
routers from forging packet marks for other compromised
routers, the advanced and authenticated marking schemes
have been developed [35]. StackPi [29] is a deterministic
packet marking scheme that allows the victim to locally fil-
ter attack packets based on their marking field.

Packet logging is the third approach to address the trace-
back problem. If routers log all the packets they forward,
data mining techniques can be used to construct the at-
tack tree [31]. However, this approach requires high storage
requirements, especially in backbone routers. Hash-based
traceback [34] utilize Bloom filters to address this problem
and support tracing of a single IP packet back to its origin.

Some schemes facilitate the traceback problem by lim-
iting possible attack sources or by providing accurate
attack packets. By requiring that a small percentage of In-
ternet routers filter packets for which the route from
packet’s source to packet’s destination does not tra-
verse the router, Distributed Packet Filtering [25] reduces
the possible sources of an attack packet to a small num-
ber of networks. Roaming honeypots [20] divides the time
into epochs and allows for a (continuously changing) sub-



set of k replicas in a pool of N replicas to be active dur-
ing each epoch. The remaining N − k replicas carry on
the role of honeypots. The algorithm for selecting the k ac-
tive servers during each epoch is pseudo-random to make it
unpredictable to the attackers.

Finally, we consider the honeypot back-propagation
scheme presented in this paper to be an example of an
end-host-controlled [7] defense.

3. Models

We describe the context within which we envision hon-
eypot back-propagation to operate, namely the service and
attack models.

3.1. Service Model

We consider a service that is composed of front-ends,
such as Web servers, and back-ends, such as database
servers. Service front-ends are protected using mas-
sive replication (e.g., over a Content Distribution Network
such as Akamai [1]), whereas back-end servers, which can-
not tolerate the same level of replication because of
tighter consistency constraints and higher costs, are repli-
cated over a smaller number of replicas N . Thus, as
depicted in Figure 1, the back-end servers are more vul-
nerable targets for flooding attacks. Front-ends dis-
tinguish legitimate traffic either through authentica-
tion in a subscription-based or private service or using
client-legitimacy tests (e.g., [38]) in general. Determina-
tion of the starting and ending times of the honeypot epochs
is done in coordination between back-ends and front-ends.
By tunneling legitimate traffic to back-ends so that it
does not reach a back-end server during one of its hon-
eypot epochs, the front-ends convey the acquired traffic
legitimacy information to the back-end servers to help pro-
tect the back-ends from DDoS flooding attacks. This
model is similar to the service model in the roaming hon-
eypots scheme [20] and carries some similarity with the
SOS [19] architecture.

3.2. Attack Model

We consider na attack hosts (zombies) attacking a server
S by sending spoofed packets destined to S or its subnet-
work, aiming at clogging the link(s) connecting S’s sub-
network to the Internet backbone. The effects of this attack
are: (1) to block legitimate connection requests from reach-
ing the server and (2) to degrade the throughput of both TCP
flows from S into its clients as well as data flows from the
clients into S. If TCP ACK packets (from clients to S) get
dropped due to the attack, the throughput of TCP flows from
S into its clients is degraded. Data packets from clients into
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Client


Back-end

Server


Attacker


Front-end


Internet


Figure 1. The service consists of a pool of
back-end servers, a well-provisioned network
of front-ends, and clients. Effective attackers
send traffic directly to the servers.

S will be dropped as well; examples of such client-to-server
data flows include clients uploading files into a server over
TCP connections and nodes collecting data and streaming
it, over UDP packets, into servers for processing and for-
warding.

The access router of each attack host i (0 ≤ i < na) is
hi hops away from S. We consider two attack types, contin-
uous and on-off. In the continuous attack, each attack host i

continuously injects packets at a constant rate ri. An attack
host launching an on-off attack (depicted in Figure 2) alter-
nates between sending packets at a rate r′i packets per sec-
ond during the on-burst (ton seconds) and stopping for toff

seconds. Two interesting examples of the on-off attack are
the TCP RTO attack [21] and the follower attack, in which
the attack host is able to detect that a server is acting as a
honeypot after a finite delay (follower delay) from the time
the server assumes the role of a honeypot.

t
on
 t
off


Figure 2. Parameters of the on-off DDoS at-
tack.

Instead of sending attack packets destined to S, an at-
tacker can send packets destined to addresses inside S’s
subnetwork. For machines (inside S’s subnetwork) that ac-
cept traffic from the Internet, we assume that they are either
servers that are protected using honeypot back-propagation



or machines that have a limit on their maximum incoming
traffic rate (e.g., a DNS server inside S’s subnetwork can
have a limit on the rate of incoming DNS requests).

We note that the attack we are defending against is differ-
ent from the infrastructure attack, in which attackers target
their traffic into an infrastructure service (such as DNS [11])
or into routers along the paths to S from its front-ends. Ap-
plying honeypot back-propagation to defend a public in-
frastructure service is a subject of future work. Attacks on
routers are beyond the scope of this paper and are difficult
to be carried on anyway because of the high attack band-
width required to clog a core router as compared to an ac-
cess router [19], the possibility of routing around the at-
tacked router(s), and the requirement of Internet topology
information to select which intermediate routers to attack.

4. Honeypot Back-propagation

In this section we present the honeypot back-propagation
scheme. We describe how we create time-windows in which
a server receives a stream of pure attack packets and how
this attack stream is used to reveal parts of the attack tree
in order to trace the attack back to its sources. We also de-
scribe how honeypot back-propagation can be implemented
progressively, that is, traceback information collected dur-
ing one time-window are carried over to subsequent time-
windows.

In coordination with service front-ends and other peer
replicas (see Section 3), the server selects certain time in-
tervals (honeypot epochs) during which it expects to receive
no legitimate traffic; thus any packet destined to the server
during one of these honeypot epochs is most probably an at-
tack packet.

4.1. Basic Honeypot Back-propagation

As depicted in Figure 3(a), when a server S starts a hon-
eypot epoch, it sends a honeypot request message to its next-
hop access router(s). Upon reception of a honeypot request
message, a router creates a honeypot session, during which
the router applies a rate-limiting session with a small rate
Rmin (see Section 7 for a discussion of this parameter) at
its output interface toward the node sending the honeypot
request and on all packets destined to S. The router also
starts input debugging at the output interface for packets
destined to S. When a packet arrives at a router port x, if the
packet’s destination address is S, a honeypot request mes-
sage is sent to the router connected to x (if it exists since
this may be an access router) and the router stops logging
packets from port x. Each router records the ports to which
it has sent request messages. Figure 3(b) illustrates a snap-
shot of the scheme during a honeypot epoch. At the end of
a honeypot epoch (Figure 3(c)), S sends a honeypot can-

cel message to its next-hop access router(s). When a router
receives a honeypot cancel message, it sends a cancel mes-
sage to all upstream routers to whom it has previously sent
a honeypot request message. If the router has no upstream
routers at all (i.e., an access router), it retains the honeypot
session; otherwise it removes the session. If a long enough
(see Section 5 for a discussion of how long is enough) at-
tack stream is sent from the attack host(s) during a honey-
pot epoch, there will be one or more rate-limiting sessions
at the access router(s) connected to the attack host(s) effec-
tively stopping the attack, provided that all routers along the
path from S to each attack host support the described func-
tionality (we discuss incremental deployment issues in Sec-
tion 7). After the administrators of (or any other appropriate
policy at) the networks hosting the stopped attack hosts take
appropriate action, a flush message is sent by the server to
remove the rate-limiting sessions. Figure 11 provides a de-
scription pseudo-code of the basic scheme.
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Figure 3. The operation of the basic honeypot
back-propagation scheme at the start of, dur-
ing, and at the end of each honeypot epoch.

4.2. Progressive Honeypot Back-propagation

In the basic honeypot back-propagation scheme, if an at-
tack host does not send attack packets for a long enough
time during a honeypot epoch, a honeypot request message
will not reach the attack host’s access router. If the attack
host carries on an on-off attack with a short enough on-
burst, the basic scheme will not be able to stop the attack. To



solve this problem, we propose an enhancement to the basic
honeypot back-propagation scheme, in which the path to an
attack host is discovered by accumulating information gath-
ered during more than one honeypot epoch, as follows. In
the following, let τ be the average time required for the hon-
eypot request message to propagate one hop upstream and
to setup a honeypot session as described in Section 4.1. S

maintains a list of intermediate routers to keep track of the
last non-access upstream routers at which no further prop-
agation was possible at the last honeypot epoch. When a
cancel message reaches a non-access router R (e.g., R1 and
R2 in Figure 4(a)), the router checks if it has sent any re-
quests upstream. If it has not done so (i.e., request propa-
gation stopped at R), the router sends its identity R and a
time stamp to the server S, which in turn calculates tR, R’s
time distance (in seconds) from S and stores this informa-
tion in the list of intermediate routers. At tR + τ seconds
before the next honeypot epoch, a request message (Fig-
ure 4(b)) is sent to each router R in the intermediate router
list. This setting allows the back-propagation process to re-
sume at the start of the honeypot epoch.

In order to maintain the intermediate router list and pre-
vent explosion of its size, we apply the following two mech-
anisms. First, we remove a router R added to the list at hon-
eypot epoch i from the list if R didn’t send a message to S

at the immediate next honeypot epoch i + 1. The fact that
R didn’t send a message at honeypot epoch i + 1 means
that it either has propagated a honeypot request upstream
(in which case it should be removed) or the report message
was lost (a rare situation (see Section 7) in which propa-
gation is restarted). Second, if S detects that an intermedi-
ate router R (e.g., R1 in Figure 4) has not received any at-
tack packet in ρ honeypot epochs, S removes R from the
intermediate router list. S keeps a flag for each intermedi-
ate router entry R in the list to be able to detect if R did not
send a message in the previous honeypot, in which case R

should be removed. S also keeps a counter to detect when
R reaches the threshold ρ. The pseudo-code for the progres-
sive back-propagation is presented in Figure 12.

5. Analysis

In this section we study the expected time it takes to cap-
ture (stop) a DDoS attack host attacking a victim server us-
ing the honeypot back-propagation scheme. Let the CTi

(the capture-time of host i) be the time it takes to capture
an attack host i. We derive conservative expressions for the
average capture-time E[CTi] in the case of two types of at-
tacks, continuous and on-off (see Section 3.2). In this analy-
sis we assume all routers on the attack tree support the hon-
eypot back-propagation scheme and we consider the pro-
gressive back-propagation scheme (if not stated otherwise).

We divide the time into epochs with constant length m.
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Figure 4. The operation of the progressive
honeypot back-propagation scheme.

A server S decides to act as a honeypot during each epoch
with a probability p (honeypot probability). Although this
decision is done in a pseudo-random fashion in order for the
front-ends to keep track of the honeypot epochs, the process
appears as random to attackers.

5.1. Continuous Attack

For a continuous attack, it takes on average 1
ri

seconds
for a honeypot session to receive an attack packet from at-
tack host i. Also, it takes on average τ seconds to propa-
gate a honeypot session one hop upstream. Thus, the aver-
age number of upstream hops honeypot request messages
can reach during a honeypot epoch of length m seconds is
≥ max(1, b m

1
ri

+τ
c). The number of honeypot epochs re-

quired to propagate hi hops (i.e., to reach the access router
of attack host i) is nhpi

≤ hi

max(1,b m
1
ri

+τ
c) . In this setting,

each epoch is a Bernoulli trial with a probability p of suc-
cess (i.e., probability p of being a honeypot epoch). Thus,
the average number of epochs needed for S to enter nhpi

honeypot epochs is
nhpi

p
. Thus, the average time to capture

a continuous DDoS attack host i is m
nhpi

p
.

In the progressive honeypot back-propagation scheme,
honeypot request messages are sent before the start of each
honeypot epoch in order for the honeypot sessions to start at
the beginning of the honeypot epoch. Thus, the above anal-
ysis holds provided that at least one packet (on average) is
received during each honeypot epoch, that is m ≥ 1

ri
(for

the basic scheme, m ≥ hi(
1
ri

+ τ) must hold). So, for con-



tinuous attacks,

E[CTi] = m
nhpi

p
≤

m

p

hi

max(1, b m
1
ri

+τ
c)

, m ≥
1

ri

(1)

Using the basic scheme and for some value of m, all at-
tack hosts with rates ri < ri

max = 1
m
hi

−τ
cannot be cap-

tured. The total attack rate of these uncaptured attack hosts
is at most na

1
m

hmax
−τ

, where hmax is the maximum hop-

count distance from the server. With an estimate of the num-
ber of attack hosts n̂a, we can limit the effect of these un-
captured attackers by choosing m ≥ hmax( n̂a

T
+ τ), where

T is the maximum “unharmful” total attack rate.

5.2. On-Off Attack

For the on-off DDoS attack, we consider four cases de-
pending on the relation of m with ton and toff (see Fig-
ure 2). As will be shown in the following analysis, the
progress of honeypot back-propagation is guaranteed (on
average) as long as: (1) when an on-burst overlaps a honey-
pot epoch, the minimum time of such overlapping is ≥ 1

r′

i

and (2) the threshold ρ (see Section 4.2) is large enough.

Case 1 ( 1
r′

i

≤ m ≤ ton

2 ) In this case, for each on-burst
of the attack, there exists at least one epoch e overlapped
completely by the burst. We consider each on-burst as a
Bernoulli trial with success probability p that epoch e is
a honeypot epoch. The time between consecutive trials is
ton + toff . Using the same analysis as with the continu-
ous attack, the number of successful trials required to prop-
agate hi hops (i.e., to reach the access router of attack host
i) is nhpi

≤ hi

max(1,b m
1

r′

i

+τ
c ). Thus, in this case, the aver-

age time to capture an on-off DDoS attack host i is

E[CTi] = (ton+toff )
nhpi

p
≤

(ton + toff )

p

hi

max(1, b m
1

r′

i

+τ
c)

Case 2 ( 1
r′

i

≤ ton

2 < m ≤ ton) In this case, each on-
burst of the attack will overlap with exactly one epoch e

in ton

2 seconds or more. Again, we consider each on-burst
as a Bernoulli trial with success probability p that epoch e

is a honeypot epoch. The time between consecutive trials is
ton + toff . Using the same previous analysis, the number of
successful trials required to propagate hi hops (i.e., to reach
the access router of attack host i) is nhpi

≤ hi

max(1,b
ton
2

1

r′

i

+τ
c)

.

Thus, the average time to capture an on-off DDoS attack
host i in this case is

E[CTi] = (ton+toff )
nhpi

p
≤

(ton + toff )

p

hi

max(1, b
ton
2

1

r′

i

+τ
c)

(2)

Case 3 ( 1
r′

i

≤ ton < m ≤ (ton + toff )) The analysis in this
case is the same as in Case 2. However, we note that the best
attack strategy (in terms of increased attacker capture-time)
fits in this case and sends just one packet during ton and in-
creases toff as much as possible. In this case, because there
is at least one attack packet received per epoch, nhpi

= hi.
Thus, Equation 2 reduces to

E[CTi] = hi

(ton + toff )

p

The DDoS attack can be orchestrated using the the par-
ticipating attack hosts to construct an aggregate on-off at-
tack in such a way that each attack host is sending one
packet every ton + toff seconds. Although the proposed
scheme will eventually stop such an attack, it may take
a long time to do so. However, in order to orchestrate a
DDoS on-off attack with on-burst t′on, off-time t′off , and
on-burst rate r′ using this strategy, the minimum number
of attack hosts required is r′t′onb

(ton+toff )
(t′on+t′

off
)c (r′t′on repre-

sents the number of packets per on-burst and b
(ton+toff )
(t′on+t′

off
)c

denotes the number of on-bursts of the aggregate attack be-
tween two consecutive on-bursts of each participating at-
tack host). So, as toff increases, the number of attack hosts
the attacker needs to compromise increases as well.

For Cases 1, 2 and 3, if ρ honeypot epochs pass without
having a success (i.e., receiving at least one packet during
a honeypot epoch), the last reached router will be removed
from the list of intermediate routers (see Section 4.2) and
the back-propagation process has to be restarted. Clearly,
progress of the scheme is not guaranteed. However, the av-
erage number of epochs that pass until a success occurs
is (ton+toff )

mp
. These epochs contain (ton+toff )

mp2 honeypot
epochs on average. So, we set ρ to this value (after sub-
stituting (ton + toff ) by a large enough value) to mitigate
this problem.

Case 4 (m > (ton + toff )) In this case, we let Tm =
ton · b m

ton+toff
c, so that each epoch overlaps with attack

on-bursts for Tm or more seconds. The number of suc-
cessful trials required to propagate hi hops is nhpi

≤
hi

max(1,b Tm
1

r′

i

+τ
c)

, Tm ≥ 1
r′

i

. Thus, the average time to cap-

ture an on-off DDoS attack host i in this case is

E[CTi] = m
nhpi

p
≤

m

p

hi

max(1, b
tonb m

ton+toff
c

1

r′

i

+τ
c)

(3)

It should be noted that a continuous attack can be viewed as
an on-off attack with toff = 0, ton = m

c
(c ∈ N), and r′i =

ri. In this case, Tm = m and substituting in Equation 3 with
these values yields Equation 1.

In the above analysis of on-off attacks, we assumed
the attack traffic is independent of the honeypot epochs.



An interesting attack type which depends on the honeypot
epochs is the follower attack (see Section 3.2), in which
the attack host stops sending traffic after the start of a
honeypot epoch with a delay dfollow > 0. The average
time to capture such an attack host is bounded above by
m
p

hi

max(1,b
dfollow

1

r′

i

+τ
c)

, dfollow ≥ 1
r′

i

.

5.3. Roaming Honeypots

The roaming honeypots scheme [20] reduces to our hon-
eypot back-propagation scheme with the following map-
ping: p = N−k

N
, where N is the total number of servers

and k is the number of concurrent active servers. We use
the parameters suggested in [20] (shown in Table 1) for the
experiments presented in this paper. From the above analy-
sis, with m = 10 seconds, an attacker 5 hops away from the
server can send with a rate up to 12Kbps without being cap-
tured by the basic honeypot back-propagation scheme, as-
suming a packet size of 1500 bytes and assuming τ = 1
second (note that m ≥ hi(

1
ri

+ τ) must hold for the basic
scheme). Thus, at least 125 attack hosts are needed to clog a
1.5Mbps link without being captured by the basic scheme.
Also, with p = 0.4, and with all attack hosts sending at ex-
actly 12Kbps, it takes about (hm

p
= h ·25) seconds on aver-

age to capture all the attackers, where h is the hop distance
of the farthest (from the server) attack host’s access router.
However, an attack host at 10 hops or more from the server
cannot be captured at all by the basic scheme. It can be cap-
tured though by the progressive back-propagation scheme
in less than h · 25 seconds on average as long as its attack
rate is about 1.33Kbps or more for the considered parame-
ter values.

Parameter(s) Simulated Values

(N, k) (5, 3)
m 10 sec

Table 1. Parameters of the Roaming Honey-
pot Scheme

6. Simulation Results

We have implemented the basic honeypot back-
propagation scheme in ns-2 and conducted a number of
experiments to study the effect of different attack and sys-
tem parameters on the proposed scheme as compared
to Pushback [23]. We start by describing the modifica-
tions we applied to the Pushback and roaming honey-

pots ns-2 modules to build the honeypot back-propagation
scheme.

6.1. ns-2 Model

We modified the Pushback ns-2 module to disable the
local aggregate-based congestion control [23]. We defined
a new message type, honeypot request, and a new session
type, honeypot session, with the behavior described in Sec-
tion 4. We also modified the response of access routers to
the cancel messages (see Section 4). We have also extended
the roaming honeypots module to send honeypot request
and cancel messages, to support roaming with legitimate
UDP traffic, and to start and end each honeypot epoch a
little bit later and earlier, respectively, to accommodate in-
transit legitimate traffic and clock synchronization (see Sec-
tion 7 for more details).

6.2. Model Validation

The first set of experiments validates the analysis pre-
sented in Section 5 for continuous attacks (validation of the
analysis of the on-off attack is not shown due to page limit).
We use a string topology with one server at one end and
an attacker at the other end. We vary the epoch length m,
the honeypot probability p and the hop distance between
the attacker and the server (the length of the string topol-
ogy) (h). We measure the average time (over 100 ns-2 runs)
needed to capture the attacker (capture time) using the hon-
eypot back-propagation scheme and plot this average to-
gether with Equation 1. The results (shown in Figure 5) en-
force the fact that Equation 1 is an upper-bound for the av-
erage capture-time. It is important to note that if the condi-
tion

m ≥ hi(
1

ri

+ τ), 0 ≤ i < na (4)

holds (for the simulation parameters we use, it holds),
Equation 1 reduces to E[CTi] = m

p
, that is, the time to cap-

ture all continuous attack hosts is independent of any attack
parameter.

6.3. Simulation Topology and Parameters

We have implemented a topology generator in ns-2 that,
given a hop count and router degree distributions, gener-
ates a tree topology with a given number of leaves; this is
instead of using a tree collected using traceroute measure-
ments (e.g., from [2, 3]). Although a tree collected using
Internet measurements is more realistic, we made a trade-
off between flexibility and reality by using hop-count dis-
tributions roughly matching the distributions observed in
measured trees (e.g., [2, 3]). In the simulation topology, we
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Figure 5. Model validation for the continuous
attack.

model five servers behind a bottleneck link (1.0Mbps) rep-
resenting the root of a tree generated using the hop count
and router degree distributions shown in Figure 6. We did
not try to create a power-law distribution [14] for the router-
degree because as noted in [40], a power-law distribution is
almost meaningless if the number of nodes is small (in the
order of 100s), which is the case in the presented simula-
tions. This tree represents the network paths from the tree
leaves to the servers.

Links incident on leaf nodes have a 1Mbps capacity and
1ms propagation delay, whereas links incident on servers
are 10Mbps in capacity and 1ms in propagation delay. All
other links have a capacity of 10Mbps and a propagation de-
lay of 10ms. Although these capacities and propagation de-
lays are not real, their relative values roughly represent re-
lations between access and core links and were used to ex-
pedite the simulations.

In this paper we report results with a network of 100 leaf
nodes; we got similar results with different number of leaf
nodes except that as the number of attack nodes increases,
the required rate per attacker to clog the bottleneck link
decreases, increasing the 1

ri
lower-bound on m (see Sec-

tion 5). For example, with 500 attackers, it suffices for each
attacker to send at a rate of 5Kbps to clog the 1Mbps bot-
tleneck link. With a packet size of 1000 bytes, in the basic
scheme, m has to be ≥ 2.6hi (with τ = 1 second) to reach
an attacker hi hops away from the server. So, to reach an at-
tacker 10 hops away, m has to be at least 26 seconds.

We select legitimate clients and attack hosts from the
leaves of the tree. Both legitimate clients and attackers send
CBR traffic destined to the servers. In the results shown,
we set the legitimate rate per node so that the total legit-
imate rate is about 90% of the bottleneck capacity (sim-
ilar results were obtained with different legitimate loads).
In the case of honeypot back-propagation experiments, at
the start of each epoch, each legitimate client selects one of
the three (see Section 5.3) active servers uniformly at ran-
dom and directs its traffic into it. In the case of experiments
with Pushback and with no defense, legitimate traffic is uni-
formly distributed over all five servers. For all experiments,
each attack host picks a server among the five servers uni-
formly at random and keeps on attacking it. Each simula-
tion run is for 1000 seconds. Legitimate traffic starts at time
0, while attack traffic is from 50 to 950 seconds. We mea-
sure the throughput of legitimate traffic as a percentage of
the total bottleneck link capacity. Figure 7 shows an exam-
ple of how the legitimate throughput changes with time dur-
ing one simulation run.

 0
 0.02
 0.04
 0.06
 0.08
 0.1

 0.12
 0.14
 0.16
 0.18

 8  9  10  11  12  13  14  15  16

F
re

qu
en

cy

Hop Count

Hop count distibution used in the simulation.

 0

 0.05

 0.1

 0.15

 0.2

 1  2  3  4  5  6  7  8

F
re

qu
en

cy

Node Degree

Node degree distibution used in the simulation.

Figure 6. Hop count and node degree distri-
butions for the simulated topology.



 0

 20

 40

 60

 80

 100

 0  100  200  300  400  500  600  700  800  900  1000

C
lie

nt
 T

hr
ou

gh
pu

t %

Time (Seconds)

Time plot of one simulation run: 75 Clients (0.012Mbps each) 
 and 25 evenly distributed Attackers (0.1Mbps each).

Honeypot Back-propagation
Pushback

No Defense

Figure 7. Time plot of one simulation run. At-
tack is between 50 and 950 seconds.

6.4. Effect of Attack Parameters

We study the effect of the location of attack nodes (in
terms of hop distance from the victim server), the number
of attackers, and the rate per attack host for continuous at-
tacks. Because we are interested in the system behavior un-
der attack, in the next figures we average the client through-
put during the attack time (i.e., from 50 to 950 seconds) of
each simulation run. Tables 1 and 2 summarize the stud-
ied parameters and the values we experiment with.

Parameter(s) Simulated Values

Bottleneck Link Capacity 1.0Mbps
Total Number of Leaf Nodes 100

Total Legitimate Rate 90% of bottleneck capacity
Number of Attackers 25, 50, 75
Attacker Locations Far, Close, Evenly Distributed
Rate Per Attacker (0.01, 0.05, 0.1, 0.5) Mbps

Table 2. Simulation Parameters

6.4.1. Location of Attackers We consider three scenarios
of attacker locations: (a) close attackers, where the attackers
are assigned to the closest leaves to the victim in the topol-
ogy tree, (b) far attackers, in which attackers are assigned
to the furthest leaves from the victim, and (c) evenly dis-
tributed attackers, in which the location of attack nodes are
selected uniformly at random over all leaf nodes. The legit-
imate clients occupy the remaining leaf nodes.

As depicted in Figure 8, as the locations of the attack-
ers get closer to the victim, Pushback punishes legitimate
traffic more. The reason for this behavior is that Pushback
adopts a hop-by-hop max-min fairness allocation of the rate

limit among upstream routers without taking into consider-
ation the number of end hosts behind each upstream router.
So, for example, the fair share of an end-host connected to a
router with another two upstream routers is one third of the
rate limit irrespective of the fact that the two routers may
have many upstream end-hosts connected through them.
The result of this behavior is that as attackers get closer to
the victim, their fair share increases, reducing the residual
rate for legitimate clients. For close attackers, Pushback is
even worse than no defense at all because it even protects at-
tack traffic.
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6.4.2. Number of Attackers Figure 9 shows that honey-
pot back-propagation is independent of the number of at-
tackers if condition 4 holds. For Pushback, as the number of
close attackers increases, their aggregate attack rate, which
is protected by Pushback (see Section 6.4.1), increases and
the negative impact on the client throughput increases as
well. For evenly distributed attackers, as the number of at-
tackers increase, the number of attackers close to the victim
increase leading to an increase of the protected attack rate.
However, for far attackers (and close legitimate clients),
client throughput is independent of the number of attack-
ers, because in this case Pushback protects the legitimate
traffic of the clients.

6.4.3. Rate Per Attacker As shown in Figure 10 (because
condition 4 holds) honeypot back-propagation is indepen-
dent of the rate per attacker in continuous attacks. For Push-
back, in the case of far attackers, legitimate throughput is
independent of the individual rate per attacker, because of
Pushback protection of legitimate traffic of the close clients.
For close attackers, as the attack rate for each close attacker
increases, it can grab more of the rate limit, resulting in re-
ducing client throughput.
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7. Implementation Issues

In this section we discuss some of the issues involved in
implementing honeypot back-propagation in the Internet.

State Requirement Each router supporting honeypot back-
propagation holds the state of the honeypot sessions it main-
tains during honeypot epochs. However, because honeypot
requests propagate only in the case of DDoS attacks, if the
server receives no (attack) packets during a honeypot epoch,

 0

 20

 40

 60

 80

 100

 0.01  0.02  0.03  0.04  0.05  0.06  0.07  0.08  0.09  0.1

C
lie

nt
 T

hr
ou

gh
pu

t %

Attack Rate Per Node(Mbps)

25 Clients, .0360Mbps per client, 75 Attacker, Far Attackers

Honeypot Back-propagation
Pushback

No Defense

 0

 20

 40

 60

 80

 100

 0.01  0.02  0.03  0.04  0.05  0.06  0.07  0.08  0.09  0.1

C
lie

nt
 T

hr
ou

gh
pu

t %

Attack Rate Per Node(Mbps)

25 Clients, .0360Mbps per client, 75 Attacker, Close Attackers

Honeypot Back-propagation
Pushback

No Defense

 0

 20

 40

 60

 80

 100

 0.01  0.02  0.03  0.04  0.05  0.06  0.07  0.08  0.09  0.1

C
lie

nt
 T

hr
ou

gh
pu

t %

Attack Rate Per Node(Mbps)

25 Clients, .0360Mbps per client, 75 Attacker, Evenly Distributed Attackers

Honeypot Back-propagation
Pushback

No Defense

Figure 10. Effect of Attack Rate per Node for
different attacker locations.

no requests are sent upstream and no state is kept in the
routers.

Message Security Because the proposed scheme can be ex-
ploited to launch a DoS attack by forging honeypot request
messages (routers would block legitimate traffic), securing
the messages in honeypot back-propagation is crucial to its
deployment. Messages in the basic scheme are sent hop-by-
hop and thus can be authenticated using the TTL field in
the same way as in Pushback [23]. To defend against com-



promised routers and to secure the messages in the progres-
sive back-propagation enhancement, we can use the light-
weight time-released key chains [35]. Also, to minimize
the chance of dropping one of the messages the proposed
scheme sends, they can receive higher priority in router
queues.

Incremental Deployment In order for honeypot back-
propagation to reach an attack host and capture it, all
routers along the path from the victim to the attack host
should support the proposed scheme. Partial deploy-
ment is possible and results in the construction of partial at-
tack trees. In progressive honeypot back-propagation, when
a router R detects that its upstream router toward an at-
tack source is not supporting honeypot back-propagation,
R sends a message to S with this information. The ac-
tion taken in this case of incomplete propagation is
policy-based. Also, redirecting traffic destined to the
server during each honeypot epoch into an overlay net-
work (such as CenterTrack [37]) of supporting routers can
enhance the incremental deployment feature of honey-
pot back-propagation.

False Positives If not configured appropriately, honeypot
back-propagation can produce false positives in the follow-
ing three cases: server-to-server control traffic, a legitimate
client sharing the same access router with an attack host,
and in-transit legitimate traffic. We handle each of these
cases as follows. First, during honeypot epochs, a server
may still need to receive some low-rate control traffic from
peer servers or health monitors, for instance. To allow this
traffic, we set the rate limit in honeypot sessions in all in-
termediate routers to some small rate Rmin > 0. For all ac-
cess routers except those connected to peer servers or pre-
configured monitors, the rate limit is 0.

Second, in the case that an attacker and a legitimate client
share the same access router, legitimate traffic will not be
blocked by the honeypot session at the access router. This is
because legitimate traffic is tunneled through service front-
ends. If a front-end shares the same access router with an at-
tacker, the front-end detects that its traffic is being dropped
and reconfigurations take place in the front-end network to
replace the blocked front-end.

Third, as common with most distributed systems, honey-
pot epochs have to be coordinated between the server and
the front-ends, in order for the server to receive no legit-
imate traffic during honeypot epochs. We assume a loose
clock synchronization between the server and its front-ends,
with δ as the maximum clock shift. To handle loose clock
synchronization and in-transit legitimate packets, each hon-
eypot epoch at the server starts δ+γ after its scheduled time
and ends δ + γ before its scheduled end, where γ is large
enough to cover the propagation delay from front-ends to
the server.

8. Conclusion

In this paper we presented honeypot back-propagation, a
hop-by-hop traceback defense against DDoS attacks with
spoofed source addresses. In coordination with its legiti-
mate clients and other server replicas, a server enters hon-
eypot epochs at times unpredictable to attackers. Honeypot
back-propagation makes use of the stream of pure attack
packets provided to the server during each honeypot epoch
to reach and stop attack hosts without disrupting the op-
eration of the replicated service. Using simple probabilis-
tic analysis, we derive expressions for the expected time
to stop an attacker. With appropriate selection of the sys-
tem parameters, we show that it takes a reasonably small
time to completely stop a DDoS attack given full network
support. Through ns-2 simulations, we show the feasibility
of the honeypot back-propagation scheme and show its ef-
fectiveness compared to the Pushback defense. Honeypot
back-propagation allows for incremental deployment, and
has limited overhead since routers only keep state during
the limited honeypot epochs and only in the case of a spoof-
ing attack.
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Appendix A: Pseudo-code for the basic
and progressive honeypot back-propagation
schemes



/*data-structures at the router*/
Marked[] /*Marked[i] = 1 iff a honeypot request message was sent on in-
terface i*/

Procedure OnHoneypotEpochStart ()/*executed at the server*/
Send a Honeypot Request message to next-hop access router(s) with the

server’s address
end

Procedure OnHoneypotEpochEnd ()/*executed at the server*/
Send a Honeypot Cancel message to next-hop access router(s) with the

server’s address
end

Procedure OnHoneypotRequest (server)/*executed at each router*/
Start a Honeypot Session and a Rate-limiting Session with rate Rmin

for a core router and 0 for an access router at the router’s output interface
toward server

Enable input debugging on all packets destined to server
Set Marked[i] to 0 for all the router’s interfaces

end

Procedure OnHoneypotCancel (server)/*executed at each router*/
If not an access router (near a client/attacker)

Remove the Honeypot Session for server
Send Honeypot Cancel message to all interfaces i for which Marked[i]

= 1

end

Procedure OnPacket (destination)/*executed at each router*/
Check to see if a Honeypot Session exists for destination
If none exists, return
Using input debugging, determine the input interface i on which the

packet was received
If (Marked[i] == 0)

Send a Honeypot Request message to next-hop router (if exists) at in-
terface i

Set Marked[i] to 1

Exclude interface i from the input debugging process
Determine whether or not to drop the packet according to the rate-

limiting (rate limit set in Procedure OnHoneypotRequest())
end

Figure 11. Pseudo-code for the basic honey-
pot back-propagation scheme.

/*data-structures at the server*/
IntermediateRouters[] /*a list of intermediate routers in the attack tree at
which back-propagation has stopped. Each list entry has:*/
R /*the router address*/, tR /*an estimate of the time it takes to reach
the intermediate router*/, rep /*the number of consecutive honey-
pot epochs the entry appeared in the list*/, and current /*a flag to deter-
mine if the entry was received in the last honeypot epoch*/

/*data-structures at the router*/
Marked[] /*Marked[i] = 1 iff a honeypot request message was sent on in-
terface i */
RequestSent /*a flag to determine whether the router has sent a request up-
stream or not*/

Procedure OnHoneypotEpochStart () /*executed at the server*/
Remove all entries with a current value of 0 or a rep value greater

than some threshold ρ
For each router R in the IntermediateRouters list, send a Honeypot Re-

quest message with the server’s address to R tR seconds before the epoch
starts

Send a Honeypot Request message to next-hop access router(s) with the
server’s address
end

Procedure OnHoneypotEpochEnd () is the same as in the basic
scheme

Procedure OnHoneypotCancel (server)/*executed at each router*/
If not an access router (near a client/attacker)

If (RequestSent == 0 )
Send an Intermediate Router Message to server with the router’s

address and a time stamp with the current time
Remove the Honeypot Session for server

Send Honeypot Cancel message to all interfaces i for which Marked[i]
= 1

end

Procedure OnHoneypotRequest (server)/*executed at each router*/
Start a Honeypot Session and a Rate-limiting Session with rate Rmin

for a core router and 0 for an access router at the router’s output interface
o toward server

Enable input debugging on all packets destined to server
Set Marked[i] to 0 for all the router’s interfaces
Set RequestSent to 0

end

Procedure OnIntermediateRouterMessage (R, TimeStamp)/*executed at
the server*/

If the Intermediate Router list has an entry for R
increment the entry’s rep field

else
add an entry for R

set current to 1

set tR to (Now - TimeStamp)
end

Procedure OnPacket (destination)/*executed at each router*/
Check to see if a Honeypot Session exists for destination
If none exists, return
Using input debugging, determine the input interface i on which the

packet was received
If (Marked[i] == 0)

Send a Honeypot Request message to next-hop router (if exists) at in-
terface i

Set Marked[i] to 1

Exclude interface i from the input debugging process
Set RequestSent to 1

Determine whether or not to drop the packet according to the rate-
limiting (rate limit set in Procedure OnHoneypotRequest())
end

Figure 12. Pseudo-code for the progressive
honeypot back-propagation scheme.


