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Abstract

Any padet destinedto a hongpot madine (that
is, a decoy server madine) is most probably an at-
tack padet. We propose hong/pot back-propagtion a
scheme that traces attadk padkets received by honey-
potsbadk to their source(s)and stopsthe attad source(s).
In the proposedsdheme a server acts as a honeg/pot
for some periods of time (honeg/pot epoch$ and auto-
matically triggers a hop-by-hoptraceba& of possible
attadkers (through badk-propagation) during eac hon-
eypot epodr. In order to male the honeg/pots even mud
harder to evade the start and end times of ead honey-
pot epod are unpredictableto attadkers. We also propose
progressie back-propagtion, in which the informa-
tion gatheed during a hong/pot epod is usedin sub-
sequentepodis, to handle low-rate attacks, sud as
on-of attads with short bursts. We developedan analyt-
ical modelto estimatethe expectedime to read and stop
an attadk source in the caseof continuousand on-of at-
tacks. Through ns-2 simulations, we validate our ana-
lytical modeland showthe effectivenesf the proposed
scheme which is attributed to obtaining accumate at-
tack signatues and acting promptly once an attack is
detected.

Theauthorsveresupportedn partby NSFundergrantANI-0087609.

1. Intr oduction

Denial-of-Servicg(DoS) attacks[33] aim at preventing
asener from providing serviceto its legitimateclients.Ex-
ploiting software vulnerabilities(e.g.,[10]) of improperly
con guredInternetnodesmaliciousattaclerscanremotely
gain controlof alargenumberof zombiemachinesto stage
a highly distributed denial-of-servicg DDoS) attack[24].
A DDoSattackcanseverelydegradethe performancef its
victims by entirely consumingtheir resourcege.g.,[12]),
ultimately bringingthemto a completehalt. The subverted
zombiemachineganalsobeusedn aDDoSattackto inject
pacletsinto the network at a rate high enoughto clog the
victim's connectionto the Internet.Packetsusedin DDoS
attackscan have authenticor spoofed(forged) elds; the
sourceaddresss themostcommonlyspoofedeld in order
to hidetheattacksourcesln this papemwe focuson defend-
ing againstDDoS attackswith spoofedsourceaddresses.

A largebodyof researclin DDoSdefensenamelytrace-
badk schemeshasconsideredracingspoofedattackpack-
etsbackto theirsourceg$8,13,32,35]. However, mosttrace-
back schemesassumethe existenceof an accurateattack
signaturethat providesthemwith the ability to distinguish
attack paclets from legitimate ones.Even in caseswhere
suchattacksignaturesare provided using Intrusion Detec-
tion SystemgIDSs) (e.g.,Snort[5] andBro [26]), analysis
of pacletlogsandaudittrails providedby thelDS is tedious
and often leadsto postmortemactions;in somecasesat-
tacksignaturesreinaccuratetherebyleadingto ahighrate
of falsepositives.Moreover, the effectivenesof signature-
basedletectiondecreasesubstantiallyfor low-rateDoSat-



tacks(e.g.,[12,21]).

The inability of a DDoS defenseto accuratelydistin-
guishattackpacletsfrom legitimate onescancausesevere
collateraldamagesFirst, the fear of penalizinglegitimate
trafc limits the aggressienessof the actionsthe scheme
cantake againstattacktraf c. Secondinaccuratettacksig-
naturescausethe schemeto tracebacko legitimate users,
therebynegatingthe bene tsof thetracebaclkprocess.

The objective of this paperis to enhancehe effective-
nessof tracebackschemesn identifying andstoppingma-
licious attaclers by eliminatingthe negative impactof in-
accurateattack signatures.To achiese this goal, we pro-
posea hop-by-hoptracebackschemeyeferredto as hon-
eypot badk-propagation which effectively tracesbackand
stopssourcesf attackstreamswithout impactingthe per
formanceof legitimatetraf c streamsThemainideaof the
schemas basedn the concepif roaminghone/pots[20].
Honeypots [30] are physical or logical machines(or net-
works) that have proven to be successful22] in detect-
ing worm-infectechostg36]. Roaminghoneg/potstakesthis
concepfurtherby allowing the honeypotsto move continu-
ouslyandunpredictablyto attaclersamongapool of sener
replicas;eachsener in the pool, in coordinationwith the
legitimateclientsandthe remainingpeerreplicasso asnot
to causeoverall serviceinterruption,assumeshe role of a
honeypot for speci c intervals of time, referredto ashon-
eypot epodis Roamingmakesit dif cult for attaclersto
identify active seners,therebycausingthemto be trapped
in the hongypots. The designatedonegypot (i.e., the sener
during eachhoneypot epoch)initiates the tracebackpro-
cesshy alertingrouterson the pathto eachattacksource
to enablerate-limiting andinput-detugging[37] on trafc
destinedto the designatechoney/pot. The outcomeof this
processcauseshe accessouterof the attacksourceto re-
ducetherateof traf ¢ destinedo the designatedoney/pot
to zemo, effectively stoppingthe attacksource.

The proposedschemenhasseveral advantagever other
DoS defenseschemessuch as ingress Itering [15] and
PushbacK23]. Similar to theseschemeshonegypot back-
propagtion requireswidespreadieploymentandcoopera-
tion amongISPs;its payof, however, is higher: The pro-
posedschemeavoids the collateraldamagethat Pushback
may causein someattackscenariogmore detailsin Sec-
tion 6). Furthermorethe Itering mechanisnusedby hon-
eypot back-propagtion relies on the victim's destination
addressConsequentlythe proposedschemeno longersuf-
fers from the managementonstraintsof ingress Itering
(seeSection2 for moredetails).

With a very large number of attack sourcespartici-
pating in a DDoS attack, it becomesincreasingly dif -
cult to take fastenoughactionsagainstthe attacksources
(e.g., to disconnectthem from their ISP networks) even
if their true IP addresseare known. The reasonsnclude:

(1) the attack sourcesmay belongto a large number of
administratve domainsand (2) it may not be possibleto
block the attack sourcesbasedon their ip addressess
thesdp addressesanbedynamicallyandcontinuously(re-
)assignedand canthusbe allocatedto legitimatemachines
lateron. Usageof destination-basedtering makesthepro-
posedschemescaleto alarge numberof attacksourcesand
avoids blocking legitimate machinesthat get assignedp
addressegreviously allocatedto attacksourcesWe note
that the destination-basedtering usedin honeypot back-
propagtion doesnot block legitimate clientsfrom access-
ing the servicebecausdegitimate clients sendtheir pack-
etsto servicefront-endg(aswill bediscussedn Section3),
which in turn tunnel theselegitimate paclets to back-end
seners.

The restof the paperis asfollows. In the next section
we review someof therelatedDDoS defensemechanisms.
Section3 presentghe serviceand attackmodels.In Sec-
tion 4, we describethe honegypot back-propagtion scheme
alongwith therequiredfunctionsaroutershouldimplement
to supportthe proposedschemeln Section5, we develop
ananalyticalmodelfor boththe proposedschemeandtwo
DDoS attacktypes,continuousandon-off attacks.We uti-
lize the modelto derive expressiondor the expectedtime
requiredto stopanattack(assumindull network support).
In Section6, we describeour ns-2[6] modelof the honey-
pot back-propagtion schemewhich is basedon both the
Pushbaclkandthe roaminghoney/pots[4] ns-2modulesWe
validateour analyticalresults,studythe effect of different
attackandsystemparametersandcomparehoneg/pot back-
propa@tionschemeo PushbackSection7 discussesome
deploymentissuesandSection8 concludeghe paper

2. RelatedWork

Becausehelnternethasnomechanisnto enforcetheva-
lidity of eachpaclet's sourceaddressattaclerstry to forge
this eld in the attackpacletsin orderto hide their loca-
tions;thisis calledspoo ng. In thissectionwe review some
of the relatedproposedsolutionsof the spoo ng DDoS at-
tackproblem.

If widely deployed,ingressltering [15] andIPsec[18]
can prevent most spoofedpaclets. However, the manage-
menthassleand perpaclet performanceoverheadare ob-
staclesagainstwidespreaddoptionof ingressltering and
IPsec, respectiely. Also, ingress ltering cannotdefend
agpinst spoo ng addresse$rom inside the ISP The hon-
eypot back-propagtion schemerequireslight-weight per
paclet ltering basedon eachpaclet's destinationaddress
and, moreoer, this perpaclet ltering is only during the
honeg/potepochsandonly in the caseof attacks. The main-
tenanceof ingressltering rulescanrepresenainoverhead
especiallywith dynamicassignmentf ip addresset sub-



networksinsidethelSPandmobile P [28] supportin hon-
eypotback-propagtion, Itering is basednthedestination
addresof the victim andthus,the proposedschemedoes
not suffer from thesemanagemerttassles.

The tracebackproblem,thatis, trying to determinethe
realsource(spf theattacktraf c andthenetwork paths(at-
tackpaths)from thesesourcego thevictim, hasrecentlyre-
ceivedattentionfrom the network researcltcommunityasa
countermeasuref spoo ng DoS attacks.

The rst approacho thetracebackproblemusesarouter
featurecalledinput delugging [37], which given a paclet
atarouters outputport determine®n which input port the
paclet was receved. In its manualinstantiation,the pro-
cessstartsat the routernext to the victim, whereupstream
router(s)sendingtheattacktraf c aredeterminedThepro-
cessis thenrecursvely repeatedintil the sourcef the at-
tack are determineda router with no input dehugging is
reachedpr the boundaryof a non-cooperatie administra-
tive domainis met. To automatethis processandlimit the
costly input dehugging processto a few routers,the Cen-
terTrack [37] architectureproposedo route victim's traf-

¢ throughan overlay network of edgerouterssupporting
input detugging. Another exampleof this link testingap-
proachis controlled ooding [9], in which paclet oods are
injectedinto the network at selectegointsandattackpaths
are detectedbasedon the perturbationthesepaclet oods

inducein attacktrafc.

The PushbacK17] defenseadoptsa hop-by-hopstrat-
egy to propagteanaggreate-basedate-limiting Iter up-
streamfrom a congestedouter Both the detectionof mis-
behaing aggregatesand the assigningof rate limits are
doneusingthe Aggregate-base€ongestiorControl(ACC)
[23]. At eachPushback-enablemuter a rate-limiting ses-
sionfor an aggreateis setupandthe ratelimit of the ag-
gregateis sharedn a max-minfairnessfashionamongin-
putportsonwhichtrafc matchingthe aggreatesignature
is receved. To estimatethe arrival rate of eachinput port,
a featuresimilar to input deluggingis usedto map each
paclet at the outputqueueto its correspondingnput port.
ThePushbaclprotocol[16] de nesfour messageskequest
messagearesentfrom arouterto oneof its upstreammeigh-
bors carrying one or more uniquely identi ed aggreate
signatureswith correspondingate limits and resultingin
the establishmenof oneor morerate-limiting sessionsnd
possiblyotherrequesimessageto propagtethe rate-limit
further upstreamEachrate-limiting sessiorhasan expira-
tion time; duringa sessiors lifetime, the routersendsperi-
odic refreshmessagesipstreanto maintainthe soft-state-
basedrate-limit sessionsat upstreanroutersand/orto up-
datetheir ratelimit. Pushback-enablemutersestimatethe
arrival ratesof rate-limitedaggreatesandcollectestimates
from their upstreamrouterssentin statusmessagesThe
origin of a rate-limiting sessionmay decideto explicitly

cancelit througha cancelmessagéf for examplethe re-
portedarrival ratefor the aggrejateis belov somethresh-
old. Pushbaclacceptsxplicit misbehaing aggreate sig-
naturesthroughspecialrequestmessaged-oneypot back-
propagtion schemeallows for the realizationof this fea-
ture in the Pushbackramework; when a sener takes the
role of a hongypot, the sener's destinationaddresforms
themaliciousaggrejate.Selectve Pushback27] andlevel-

k max-minfairnesg39] addresswo limitationsof thePush-
backframavork, namelytherequiremenbdf contiguougde-
ploymentandthe hop-by-hopapplicationof max-minfair-

ness,which can severely punishlegitimate trafc sharing
the sameaggreate sighatureas misbehaing trafc (a.k.a
poortrafc) (seeSection6 for moredetails),respectiely.

Thesecondapproactio thetracebackproblemis to have
therouterssendpartial pathinformationto sourcef pack-
etsthey forward, so that the completepath attack paclets
traversedcanbe recovered. This approachs known asthe
pacletmarkingapproach32]. The paclet markingsarede-
signedin a suchaway to be usedby their recipientto con-
structthe attacktree(s)(a tree formed by meiging attack
pathswith the victim at theroot), to be lightweightfor the
routersto createand send,andto be backward compati-
ble andincrementallydeployable. The lightweightrequire-
mentis satis ed by probabilisticallyselectinga smallfrac-
tion of the pacletsto sendpartial pathinformationfor. To
achieve backward compatibility, either separatamessages
are sentcarryingthe pathinformation[8], or the informa-
tionis encodedn rarelyusedheaderelds (e.g.thelP iden-
ti cation eld) [32]. To reducefalsepositivesin the caseof
alarge numberof attacksourcesenhanceherunningtime
of the pathrecovery algorithm, and prevent compromised
routersfrom forging paclet marksfor othercompromised
routers,the advancedand authenticatednarking schemes
have beendeveloped[35]. StackPi[29] is a deterministic
paclet markingschemehatallows thevictim to locally I-
ter attackpacletsbasecdn their marking eld.

Pacletloggingis thethird approacho addresshetrace-
back problem.If routerslog all the pacletsthey forward,
data mining techniquescan be usedto constructthe at-
tacktree[31]. However, this approachrequireshigh storage
requirementsespeciallyin backbonerouters.Hash-based
tracebacK34] utilize Bloom lters to addresghis problem
andsupporttracingof a singlelP paclet backto its origin.

Someschemedacilitate the tracebackproblemby lim-
iting possible attack sourcesor by providing accurate
attackpaclets.By requiringthat a small percentagef In-
ternet routers Iter paclets for which the route from
paclet's source to paclet's destination does not tra-
versethe router Distributed Packet Filtering [25] reduces
the possiblesourcesof an attack paclet to a small num-
ber of networks. Roaminghoneypots[20] dividesthe time
into epochsandallows for a (continuouslychanging)sub-



setof k replicasin a pool of N replicasto be active dur
ing eachepoch.The remainingN Kk replicascarry on
therole of honeypots.Thealgorithmfor selectingthek ac-
tive senersduringeachepochis pseudo-randorto make it
unpredictabléo the attaclers.

Finally, we considerthe hong/pot back-propagtion
schemepresentedn this paperto be an example of an
end-host-controllefi7] defense.

3. Models

We describethe context within which we ervision hon-
eypot back-propagtionto operatenamelythe serviceand
attackmodels.

3.1. Sewice Model

We considera servicethatis composedf front-ends,
such as Web seners, and back-ends,such as database
seners. Service front-ends are protected using mas-
sive replication(e.g.,over a ContentDistribution Network
suchasAkamai[1]), whereadack-endseners,which can-
not tolerate the same level of replication becauseof
tighter consisteng constraintsand higher costs,are repli-
cated over a smaller number of replicas N. Thus, as
depictedin Figure 1, the back-endseners are more vul-
nerable targets for ooding attacks. Front-ends dis-
tinguish legitimate trafc either through authentica-
tion in a subscription-basedr private service or using
client-legitimagy tests(e.g.,[38]) in general.Determina-
tion of thestartingandendingtimesof thehone/potepochs
is donein coordinationbetweerback-endsandfront-ends.
By tunneling legitimate trafc to back-endsso that it
doesnot reacha back-endsener during one of its hon-
eypot epochs,the front-endscorvey the acquiredtrafc
legitimagy informationto the back-endsenersto help pro-
tect the back-endsfrom DDoS ooding attacks. This
modelis similar to the servicemodelin the roaminghon-
eypots scheme[20] and carriessome similarity with the
SOS[19] architecture.

3.2. Attack Model

We considem, attackhosts(zombieskattackingasener

S by sendingspoofedpacletsdestinedio S or its subnet-
work, aiming at clogging the link(s) connectingS's sub-
network to the InternetbackboneThe effectsof this attack
are:(1) to blocklegitimateconnectiorrequestgrom reach-
ingthesenerand(2) to degradethethroughpubf bothTCP
owsfrom S into its clientsaswell asdata o ws from the
clientsinto S. If TCP ACK paclets(from clientsto S) get
droppeddueto theattackthethroughpuf TCP o wsfrom

S into its clientsis degraded Datapacletsfrom clientsinto

Legitimate
Client

A Attacker

Figure 1. The service consists of a pool of
back-end servers, a well-pr ovisioned netw ork
of front-ends, and clients. Effective attackers
send traf ¢ directl y to the servers.

S will bedroppedaswell; examplesof suchclient-to-serer
data o wsincludeclientsuploading les into a sener over
TCP connectionsand nodescollecting dataand streaming
it, over UDP paclets, into senersfor processingand for-
warding.

Theaccessouterof eachattackhosti (0 i < ng)is
h; hopsawayfrom S. We considettwo attacktypes,contin-
uousandon-of. In the continuousattack,eachattackhosti
continuouslyinjectspacletsat a constanrater;. An attack
hostlaunchinganon-off attack(depictedn Figure?2) alter
natesbetweensendingpacletsat arater ? pacletspersec-
ondduringtheon-turst(t,, secondsandstoppingfor tqs ¢
secondsTwo interestingexamplesof the on-off attackare
the TCP RTO attack[21] andthefollower attad, in which
the attackhostis ableto detectthata sener is actingasa
hong/potaftera nite delay(follower delay)from thetime
thesenerassumesherole of ahoneypot.

tOn off

Figure 2. Parameters of the on-off DDoS at-
tack.

Insteadof sendingattackpaclets destinedto S, an at-
tacker can sendpaclets destinedto addresseénside S's
subnetverk. For machineginsideS's subnetverk) thatac-
cepttraf c from thelnternet,we assumehatthey areeither
senersthatareprotectedusinghone/pot back-propagtion



or machineghat have a limit on their maximumincoming
trafc rate(e.g.,a DNS sener inside S's subnetwark can
have alimit ontherateof incomingDNS requests).

We notethattheattackwe aredefendingagainstis differ-
entfrom theinfrastructue attadk, in which attaclerstarget
theirtraf ¢ into aninfrastructureservice(suchasDNS[11])
or into routersalongthe pathsto S from its front-ends Ap-
plying honeypot back-propagtion to defenda public in-
frastructureserviceis a subjectof future work. Attackson
routersare beyondthe scopeof this paperandaredif cult
to be carriedon aryway becausef the high attackband-
width requiredto clog a corerouterascomparedo anac-
cessrouter [19], the possibility of routing aroundthe at-
tacked router(s),and the requiremenbf Internettopology
informationto selectwhich intermediateoutersto attack.

4. HoneypotBack-propagation

In thissectiorwe presenthehone/potback-propagtion
schemeWe describehow we createime-windavsin which
a sener receves a streamof pure attackpacletsand how
this attackstreamis usedto reveal partsof the attacktree
in orderto tracethe attackbackto its sourcesWe alsode-
scribehow hongypotback-propagtioncanbeimplemented
progressiely, thatis, tracebacknformation collecteddur
ing onetime-windav are carriedover to subsequentime-
windows.

In coordinationwith servicefront-endsand other peer
replicas(seeSection3), the sener selectscertaintime in-
tenals(hong/potepochsduringwhichit expectsto receve
no legitimatetrafc; thusary paclet destinedo the sener
duringoneof thesehoneg/potepochds mostprobablyanat-
tackpaclet.

4.1. BasicHoneypotBack-propagation

As depictedn Figure3(a),whenasener S startsahon-
eypotepochjt sendsahoneg/potrequestmessagéo its next-
hopaccessouter(s).Uponreceptionof a hong/pot request
messagea routercreatesa hong/pot sessionduringwhich
the router appliesa rate-limiting sessiorwith a small rate
Rmin (seeSection? for a discussiorof this parameterht
its outputinterfacetoward the nodesendingthe honeg/pot
requestand on all paclets destinedto S. The router also
startsinput dehugging at the output interface for paclets
destinedo S. Whenapacletarrivesatarouterportx, if the
paclet's destinationaddresss S, a hong/pot requesimes-
sageis sentto the routerconnectedo x (if it exists since
this may be an accesgouter) andthe router stopslogging
pacletsfrom port x. Eachrouterrecordsthe portsto which
it hassentrequesimessaged-igure3(b) illustratesa snap-
shotof the schemeaduringa hong/pot epoch.At the endof
a hongypot epoch(Figure 3(c)), S sendsa honeg/pot can-

celmessagéo its next-hopaccessouter(s).Whenarouter
recevesahoneg/pot cancelmessaget sendsa cancelmes-
sageto all upstreanroutersto whomit haspreviously sent
a hong/pot requesimessagelf the routerhasno upstream
routersatall (i.e.,anaccessouter),it retainsthe hong/pot
sessionptherwiseit remavesthe sessionlf along enough
(seeSection5 for a discussiorof how long is enough)at-
tack streamis sentfrom the attackhost(s)during a honey-
pot epoch therewill be oneor morerate-limiting sessions
attheaccessouter(s)connectedo the attackhost(s)effec-
tively stoppingtheattack,providedthatall routersalongthe
pathfrom S to eachattackhostsupportthe describedunc-
tionality (we discusgncrementatleploymentissuesn Sec-
tion 7). After theadministrator®f (or ary otherappropriate
policy at) thenetworkshostingthestoppedhttackhoststake
appropriateaction,a ush messagés sentby the sener to
remove the rate-limiting sessionskigure 11 providesa de-
scriptionpseudo-codef thebasicscheme.

(@) (b) (c)

Start of a
Honeypot Epoch

During a After a
Honeypot Epoch Honeypot Epoch

Access Honeypot Legitimate Honeypot Request
Q Router * Session O Server — Traffic - Message

Core Attack _ Honeypot Cancel

Router /\ Attacker [] Client ™~ Traffic Message

Figure 3. The operation of the basic hone ypot
back-propagation scheme at the start of, dur-
ing, and at the end of each honeypot epoch.

4.2. Progressve Honeypot Back-propagation

In the basichoneg/potback-propagtionschemeif anat-
tack hostdoesnot sendattack paclets for a long enough
time duringa hongypot epoch,a hong/pot requesmessage
will not reachthe attackhosts accessouter If the attack
host carrieson an on-off attackwith a shortenoughon-
burst,thebasicschemawill notbeableto stoptheattack.To



solve this problem we proposeanenhancemerib thebasic
hone/pot back-propagtionschemein whichthepathto an
attackhostis discoseredby accumulatingnformationgath-
eredduring morethanone hone/pot epoch,asfollows. In
thefollowing, let betheaverageimerequiredfor thehon-
eypot requestmessageo propagte one hop upstreamand
to setupa honeg/pot sessiorasdescribedn Section4.1. S
maintainsa list of intermediateroutersto keeptrack of the
last non-accessipstreanroutersat which no further prop-
agation was possibleat the last honeg/pot epoch.When a
cancelmessageeachesnon-accessouterr (e.g.,R; and
R, in Figure4(a)), the routerchecksif it hassentary re-
questsupstreamlf it hasnot doneso (i.e., requestpropa-
gation stoppedat R), the routersendsits identity R anda
time stampto thesener S, whichin turn calculategr, R's
time distance(in secondsfrom S andstoresthis informa-
tion in thelist of intermediaterouters.At tg + seconds
beforethe next hong/pot epoch,a requestmessagdFig-
ure4(b))is sentto eachrouterR in the intermediateouter
list. This settingallows the back-propagtionprocesgo re-
sumeatthe startof thehoneg/potepoch.

In orderto maintaintheintermediateouterlist andpre-
ventexplosionof its size,we applythefollowing two mech-
anismsFirst,weremove arouterR addedo thelist athon-
eypotepochi from thelist if R didn't senda messagéo S
at the immediatenext hone/pot epochi + 1. Thefactthat
R didn't senda messaget hong/pot epochi + 1 means
thatit eitherhaspropagteda hong/pot requestupstream
(in which caseit shouldbe removed)or thereportmessage
was lost (a rare situation (seeSection7) in which propa-
gationis restarted)Secondjf S detectsghatanintermedi-
aterouterR (e.g.,R; in Figure4) hasnotrecevedary at-
tack pacletin  honegypot epochs,S remoresR from the
intermediataouterlist. S keepsa ag for eachintermedi-
aterouterentryR in thelist to beableto detectif R did not
senda messagén the previous honeypot, in which caseR
shouldbe removed. S alsokeepsa counterto detectwhen
R reacheshethreshold . Thepseudo-codéor theprogres-
sive back-propagtionis presentedh Figurel2.

5. Analysis

In this sectionwe studytheexpectedime it takesto cap-
ture (stop)a DDoS attackhostattackinga victim sener us-
ing the hone/pot back-propagtion scheme Let the CT;
(the capture-timeof hosti) bethe time it takesto capture
anattackhosti. We derive conserative expressiongor the
averagecapture-timeE [CT;] in the caseof two typesof at-
tacks,continuousandon-off (seeSection3.2).In thisanaly-
siswe assumall routerson the attacktreesupporthehon-
eypot back-propagtion schemeand we considerthe pro-
gressie back-propagtionschemgif notstatedotherwise).

We divide the time into epochswith constaniengthm.

@ ®

Start of
Honeypot Epoch
i+1

End of Honeypot
Epochi

Access Honeypot Legitimate Honeypot Request
O Router ** Session O Server — Traffic - Message

__ Attack
Traffic

_ Honeypot Cancel

Q Core
Router /\ Attacker [] Client Message

Figure 4. The operation of the progressive
honeypot back-propagation scheme.

A sener S decidego actasa honeypot duringeachepoch
with a probability p (honeypot probability). Although this

decisionis donein apseudo-randorfashionin orderfor the

front-endgo keeptrackof thehoneypotepochstheprocess
appearasrandomto attaclers.

5.1. Continuous Attack

For a continuousattack,it takeson average— seconds
for ahone/pot sessiorto receve an attackpaclet from at-
tack hosti. Also, it takeson average secondgo propa-
gatea hone/pot sessiorone hop upstreamThus,the aver
agenumberof upstreamhopshoneg/pot requestmessages
canreachduring a honeg/pot epochof lengthm secondss

max (1; bq—c) The numberof hong/pot epochsre-

quiredto propagateh hops(i.e., to reachthe accessouter

of attackhosti) is npp, MT In this setting,

eachepochis a Bernoulli trial with :éprobabilityp of suc-
cess(i.e., probability p of beinga hong/pot epoch).Thus,

the averagenumberof epochsneededor S to enternyy,
honeg/potepochss “”' . Thus,the averagetlmeto capture

acontinuousDDoS attackhost| ismIeL

In the progressie honeypot back-propagtion scheme,
hong/pot requesimessagearesentbeforethe startof each
hone/potepochin orderfor thehone/potsessionso startat
thebeginningof the hong/pot epoch.Thus,the above anal-
ysis holds provided that at leastone paclet (on average)is
recevved during eachhoneypot epoch,thatis m ri (for

thebasicschemem hi(%+ ) musthold). So,for con-



tinuousattacks,
nhp| m hi
p p

E[CT]=m

Usingthe basicschemeandfor somevalueof m, all at-
tack hostswith ratesr; < ri. . = == cannotbe cap-

tured.Thetotal attackrateof theseuncapturechttackhosts
is at mostn, , Wherehpax is the maximumhop-

countdistanc&?gm thesener. With anestimateof thenum-
ber of attackhostsfi,, we canlimit the effect of theseun-
capturedattaclersby choosingm  hpax (”T—a + ), where
T is themaximum“unharmful” total attackrate.

5.2. On-Off Attack

For the on-off DDoS attack,we considerfour casede-
pendingon the relation of m with ty, andte s (seeFig-
ure 2). As will be shawvn in the following analysis,the
progressof hone/pot back-propagtion is guaranteedon
average)aslong as: (1) whenanon-turstoverlapsa honey-

pot epoch,the minimum time of suchoverlappingis r_10

and(2) thethreshold (seeSection4.2)is largeenough.
Casel (—0 m ‘°“ ) In this case,for eachon-turst

of the attack thereexusts at leastone epoche overlapped
completelyby the burst. We considereachon-turst as a
Bernoulli trial with succesgrobability p that epoche is
a hongypot epoch.The time betweenconsecutie trials is
ton + torf. Using the sameanalysisas with the continu-
ousattack,thenumberof successfulrials requiredto prop-
agateh; hops(i.e., to reachthe accessouterof attackhost
i) is Npp, hy c). Thus,in this case,the aver

max (1; b "‘
TU

agetimeto capturean on-off DDoS attackhosti is
(ton + fof ¢ ) hi

1= Mhp,
E[CTi]= (ton+tort) D D maX(l;b_lcnl 0

Case?2 (rlo t% < m ton) In this case,eachon-
burst of the attackwill overlap with exactly one epoche
in t% secondor more.Again, we considereachon-kurst
asa Bernoulli trial with successprobability p thatepoche
is ahong/potepoch.Thetime betweerconsecutie trialsis
ton + tof f . Usingthesamepreviousanalysisthe numberof
successfulrials requiredto propagteh; hops(i.e.,to reach

theaccessouterof attackhosti) is npp, hix
max (1; b c)

r

Thus, the averagetime to capturean on-off DDoS attack
hosti in this cases

(ton + toff) h;

Nhp .
E[CTi] = (ton"'toff) il ton
P p max(1; b2 —c)

@)

CaseS(—U ton <M (ton + torf)) Theanalysidn this

casds thesameasin Case2. However, we notethatthebest
attackstrateyy (in termsof increasedttacler capture-time)
ts in this caseandsendgustonepacletduringt,, andin-

creasesys ; asmuchaspossibleln thiscasepecauseghere
is atleastoneattackpaclet receved perepoch,np,, = hj.

Thus,Equation2 reducego

E[CTi] — hi (ton + toff)
p
The DDoS attackcanbe orchestratedisingthe the par

ticipating attackhoststo constructan aggreate on-off at-
tack in sucha way that eachattack hostis sendingone
paclet every ton + tors SecondsAlthough the proposed
schemewill eventually stop such an attack, it may take
a long time to do so. However, in orderto orchestratea
DDosS on-oft attackwith on-turstt,, off-time t%; , and
on-turst rate r° using this strategy, the minimum number

of attackhostsrequiredis r %9, bEIg“—jigﬁc (r%S, repre-

sentsthe numberof paclets per on-burstand b—D—(Eg” e

denoteghe numberof on-turstsof the aggregateattackbe-
tweentwo consecutie on-burstsof eachparticipatingat-
tackhost).So,asty s increasesthe numberof attackhosts
theattacler need¢o compromisencreasesswell.

For Casesdl, 2 and3,if honeg/pot epochsgpasswithout
having a succesgi.e., receving at leastone paclet during
ahone/pot epoch) the lastreachedouterwill beremoved
from the list of intermediaterouters(seeSection4.2) and
the back-propagtion processhasto be restarted Clearly,
progresof the schemas not guaranteedHowever, the av-
eragenumberof epochsthat passuntil a successoccurs
ig {ten "l 1) Theseepochscontain % hone/pot
epochson average.So, we set to this value (after sub-
stituting (ton + tor ) by alarge enoughvalue)to mitigate
this problem.

Cased (m > (ton + torf)) In this case,we let T, =
ton bﬁc so that eachepochoverlapswith attack
on-kurstsfor T, or more seconds.The numberof suc-
cessfultrials requiredto propagite h; hopsis npp,

W{m_c)'Tm %. Thus, the averagetime to cap-

tureanon off DDoSattackhosti in this cases
Nhp; m hi

on +7C
P max(1; b—“;”+‘°” 0)
o

E[CTi]=m 3

It shouldbe notedthata continuousattackcanbeviewedas
anon-of attackwith tort = 0,ton = T(c2 N), andr? =
ri.Inthiscase,T, = m andsubstitutingn Equation3 with
thesevaluesyieldsEquationl.

In the above analysisof on-off attacks,we assumed
the attacktrafc is independenbf the honeg/pot epochs.



An interestingattacktype which dependson the hong/pot
epochsis the follower attack (see Section3.2), in which
the attack host stops sendingtrafc after the start of a
honeg/pot epochwith a delay di o11o0w > 0. The average
time to Cﬁxpturesuch an attack hostis boundedabove by
- ————d = Gt ollow r—lv

P max (1,b—r+ c) i

T
i

5.3. Roaming Honeypots

Theroaminghoneg/potsschemd20] reducego our hon-
eypot back-propagtion schemewith the following map-
ping:p = NN—" whereN is the total numberof seners
andk is the numberof concurrentactive seners. We use
the parametersuggestedh [20] (showvn in Tablel) for the
experimentgresentedn this paper Fromthe above analy-
sis,with m = 10secondsanattacler5 hopsaway from the
sener cansendwith arateupto 12Kbpswithoutbeingcap-
tured by the basichoneg/pot back-propagtion schemeas-
suminga paclet size of 1500 bytesandassuming = 1
secondnotethatm hi(% + ) musthold for the basic
scheme)Thus,atleastl25attackhostsareneededo cloga
1:5Mbpslink without beingcapturedby the basicscheme.
Also, with p = 0:4, andwith all attackhostssendingat ex-
actly 12Kbps, it takesabout( % = h 25) second®naver-
ageto captureall the attaclers,whereh is the hop distance
of the farthest(from the sener) attackhost's accessouter
However, anattackhostat 10 hopsor morefrom the sener
cannotbe capturedatall by thebasicschemelt canbecap-
turedthoughby the progressie back-propagtion scheme
in lessthanh 25 secondon averageaslong asits attack
rateis about1:33Kbps or morefor the consideregparame-
tervalues.

| Parameter(s)| Simulatedvalues |
(N; k) (5,3)
m 10sec

Table 1. Parameters of the Roaming Honey-
pot Scheme

6. Simulation Results

We have implemented the basic honeg/pot back-
propagtion schemein ns-2 and conducteda number of
experimentgo studythe effect of differentattackandsys-
tem parameterson the proposedschemeas compared
to Pushback[23]. We start by describingthe modi ca-
tions we applied to the Pushbackand roaming honey-

potsns-2modulesto build the hone/pot back-propagtion
scheme.

6.1. ns-2Model

We modi ed the Pushbackns-2 moduleto disablethe
local aggreyate-baseatongestiorcontrol [23]. We de ned
a new messageaype, hong/pot requestanda new session
type, hong/pot sessionwith thebehaior describedn Sec-
tion 4. We alsomodi ed the responsef accesgoutersto
thecancelmessageéeeSectiord). We have alsoextended
the roaming honeypots moduleto sendhoneypot request
and cancelmessagesto supportroamingwith legitimate
UDP trafc, andto startand end eachhone/pot epocha
little bit laterandearlier respectrely, to accommodatén-
transitlegitimatetraf c andclock synchronizatiorfseeSec-
tion 7 for moredetails).

6.2. Model Validation

The rst setof experimentsvalidatesthe analysispre-
sentedn Section5 for continuousattackg(validationof the
analysisof theon-off attackis notshavn dueto pagelimit).
We usea string topology with one sener at oneendand
an attacler at the otherend. We vary the epochlengthm,
the honeypot probability p and the hop distancebetween
the attacler andthe sener (the length of the string topol-
ogy) (h). We measurgheaveragetime (over 100ns-2runs)
neededo capturethe attacler (capturetime) usingthe hon-
eypot back-propagtion schemeand plot this averageto-
getherwith Equationl. Theresults(shavn in Figure5) en-
forcethefactthatEquationl is anupperboundfor the av-
eragecapture-timelt is importantto notethatif the condi-
tion

m hi(%+ )0 i< na @)

holds (for the simulationparametersve use, it holds),
Equationl reduceto E[CT;] = X, thatis, thetimeto cap-
tureall continuousattackhostsis independentf ary attack
parameter

6.3. Simulation Topologyand Parameters

We have implementech topologygeneratoin ns-2that,
given a hop count and router degree distributions, gener
atesa treetopologywith a given numberof leaves;this is
insteadof usinga tree collectedusingtraceroutemeasure-
ments(e.g.,from [2, 3]). Although a tree collectedusing
Internetmeasurementis more realistic,we madea trade-
off between e xibility andreality by usinghop-countdis-
tributions roughly matchingthe distributions obsered in
measuredrees(e.g.,[2, 3]). In the simulationtopology we
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Figure 5. Model validation for the contin uous
attack.

model ve senersbehinda bottleneckink (1.0Mbps)rep-
resentingthe root of a tree generatedisingthe hop count
androuterdegreedistributionsshavn in Figure 6. We did
nottry to createa power-law distribution[14] for therouter
degreebecausasnotedin [40], apowerlaw distributionis
almostmeaningles# the numberof nodesis small(in the
orderof 100s), which is the casein the presentedsimula-
tions. This treerepresentshe network pathsfrom the tree
leavesto theseners.

Links incidenton leaf nodeshave a 1Mbpscapacityand
1ms propagtion delay whereadinks incidenton seners
are 10Mbpsin capacityand1msin propagtiondelay All
otherlinks have acapacityof 10Mbpsandapropagtionde-
lay of 10ms.Althoughthesecapacitiesandpropagtionde-
lays arenot real, their relative valuesroughly represente-
lationsbetweeraccessandcorelinks andwereusedto ex-
peditethe simulations.

In this papemwe reportresultswith anetwork of 100leaf
nodes;we got similar resultswith differentnumberof leaf
nodesexceptthatasthe numberof attacknodesincreases,
the requiredrate per attacler to clog the bottlenecklink
decreasesncreasingthe ri lower-boundon m (seeSec-
tion 5). For example,with 500attaclers,it sufces for each
attacler to sendat a rate of 5Kbpsto clog the 1Mbps bot-
tlenecklink. With a paclet sizeof 1000bytes,in the basic
schemem hastobe 2:6h; (with = 1 second}o reach
anattacler h; hopsaway from thesener. So,to reachanat-
tacker 10 hopsaway, m hasto beatleast26 seconds.

We selectlegitimate clients and attack hostsfrom the
leavesof thetree.Both legitimateclientsandattaclerssend
CBR trafc destinedto the seners. In the resultsshavn,
we setthe legitimate rate per node so that the total legit-
imate rate is about90% of the bottleneckcapacity (sim-
ilar resultswere obtainedwith differentlegitimate loads).
In the caseof honeg/pot back-propagtion experiments at
thestartof eachepoch eachlegitimateclient selectoneof
the three(seeSection5.3) active senersuniformly at ran-
domanddirectsits traf ¢ into it. In the caseof experiments
with Pushbaclandwith no defenselegitimatetraf c is uni-
formly distributedoverall ve seners.For all experiments,
eachattackhostpicks a sener amongthe ve senersuni-
formly at randomandkeepson attackingit. Eachsimula-
tionrunis for 1000secondslegitimatetraf ¢ startsattime
0, while attacktrafc is from 50 to 950 secondsWe mea-
surethe throughputof legitimatetrafc asa percentag®f
thetotal bottleneckink capacity Figure7 shavs an exam-
ple of how thelegitimatethroughputhangesvith time dur
ing onesimulationrun.

Hop count distibution used in the simulation. Node degree distibution used in the simulation
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Figure 6. Hop count and node degree distri-
butions for the simulated topology .




Time plot of one simulation run: 75 Clients (0.012Mbps each)
and 25 evenly distributed Attackers (0.1Mbps each).
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Figure 7. Time plot of one simulation run. At-
tack is between 50 and 950 seconds.

6.4. Effect of Attack Parameters

We study the effect of the location of attacknodes(in
termsof hop distancefrom the victim sener), the number
of attaclers,andthe rate perattackhostfor continuousat-
tacks.Becausave areinterestedn the systenmbehaior un-
derattack,n thenext gures we averagetheclientthrough-
put during the attacktime (i.e., from 50 to 950 secondspf
eachsimulationrun. Tables1 and 2 summarizethe stud-
ied parameterandthevalueswe experimentwith.

limit amongupstreanrouterswithout takinginto consider
ationthe numberof endhostsbehindeachupstreanrouter
So,for example thefair shareof anend-hostonnectedo a
routerwith anothentwo upstreanroutersis onethird of the
rate limit irrespectve of the fact that the two routersmay
have mary upstreamend-hostsconnectedthrough them.
Theresultof this behaior is thatasattaclersgetcloserto
the victim, their fair shareincreasesteducingthe residual
ratefor legitimate clients.For closeattaclers, Pushbacks
evenworsethannodefensatall becausé evenprotectsat-
tacktrafc.

75 Clients, .0120Mbps per client, 25 Attacker, 0.1Mbps per attacker
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Figure 8. Effect of Attac ker Locations.

.4.2. Number of Attackers Figure9 shaws thathoney-
ot back-propagtion is independenbf the numberof at-

aclersif condition4 holds.For Pushbackasthe numberof
loseattaclersincreasestheir aggreateattackrate,which

s protectecby PushbacKseeSection6.4.1),increasesand
the negative impact on the client throughputincreasesas

| Parameter(s) | Simulatedvalues
BottleneckLink Capacity 1.0Mbps
Total Numberof Leaf Nodes 100
Total LegitimateRate 90% of bottleneckcapacity
Numberof Attackers 25,50,75
Attacker Locations Far, Close,Evenly Distributed
RatePerAttacker (0.01,0.05,0.1,0.5) Mbps

well. For evenly distributed attaclers,asthe numberof at-

Table 2. Simulation Parameter s

6.4.1. Location of Attackers We considetthreescenarios
of attaclerlocations:(a) closeattaclers,wheretheattaclers
areassignedo the closestieavesto thevictim in thetopol-
ogy tree, (b) far attaclers,in which attaclersare assigned
to the furthestleaves from the victim, and(c) evenly dis-
tributedattaclers,in which thelocationof attacknodesare
selectediniformly atrandomover all leaf nodes Thelegit-
imateclientsoccupy theremainingleaf nodes.

As depictedin Figure 8, asthe locationsof the attack-
ersget closerto the victim, Pushbackpunishedegitimate
trafc more.The reasonfor this behaior is that Pushback
adoptsa hop-by-hopmax-minfairnessallocationof therate

taclersincreasethenumberof attaclerscloseto thevictim
increasdeadingto anincreaseof the protectedattackrate.
However, for far attaclers (and close legitimate clients),
client throughputis independenbf the numberof attack-
ers, becauseén this casePushbackprotectsthe legitimate
trafc of theclients.

6.4.3. RatePer Attacker Asshovnin Figurel0(because
condition4 holds) hong/pot back-propagtion is indepen-
dentof therateperattaclerin continuousattacksFor Push-
back,in the caseof far attaclers, legitimate throughputis
independenof the individual rate per attacler, becausef
Pushbaclprotectionof legitimatetraf ¢ of thecloseclients.
For closeattaclers,astheattackratefor eachcloseattacler
increasesit cangrabmoreof theratelimit, resultingin re-
ducingclientthroughput.
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Figure 9. Effect of Number of Attac kers for
diff erent attacker locations.
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diff erent attacker locations.

7. Implementation Issues

In this sectionwe discusssomeof theissuesnvolvedin
implementinghone/pot back-propagtionin theInternet.

StateRequiement Eachrouter supportinghone/pot back-
propa@tionholdsthestateof thehone/potsession# main-
tainsduring honeypot epochs However, becauséong/pot
requestpropagteonly in the caseof DDoS attacksif the
senerrecevesno (attack)packetsduringahone/potepoch,

no requestsare sentupstreamand no stateis keptin the
routers.

Messae Security Becausehe proposedschemecanbe ex-
ploitedto launcha DoS attackby forging honeypot request
message§routerswould block legitimatetraf c), securing
themessagem hong/pot back-propagtionis crucialto its
deployment.Messagef thebasicschemeresenthop-by-
hop and thus can be authenticatedisingthe TTL eld in
the sameway asin Pushback23]. To defendagainstcom-



promisedroutersandto securehe messagem theprogres-
sive back-propagtion enhancementye canusethe light-
weight time-releasedkey chains[35]. Also, to minimize
the chanceof droppingone of the messagethe proposed
schemesends,they can receve higher priority in router
gueues.

Incremental Deploymentin order for hone/pot back-
propa@tion to reach an attack host and captureit, all
routersalong the path from the victim to the attack host
should support the proposed scheme. Partial deploy-
mentis possibleandresultsin the constructiorof partialat-
tacktrees.In progressie hong/potback-propagtion,when
a router R detectsthat its upstreamrouter toward an at-
tack sourceis not supportinghoney/pot back-propagtion,
R sendsa messagdo S with this information. The ac-
tion taken in this case of incomplete propagtion is
policy-based. Also, redirecting trafc destined to the
sener during eachhoneg/pot epochinto an overlay net-
work (suchasCenterTack[37]) of supportingrouterscan
enhancethe incrementaldeployment feature of honey-
pot back-propagtion.

False Positives If not con gured appropriatelyhone/pot
back-propagtion canproducefalsepositivesin the follow-
ing threecasessener-to-sener controltrafc, alegitimate
client sharingthe sameaccessouter with an attackhost,
and in-transit legitimate trafc. We handleeachof these
casesas follows. First, during hong/pot epochs,a sener
may still needto receve somelow-ratecontroltrafc from
peersenersor healthmonitors,for instance.To allow this
trafc, we settheratelimit in honeg/pot sessionsn all in-
termediateoutersto somesmallrateR i, > 0. For all ac-
cessroutersexceptthoseconnectedo peersenersor pre-
con gured monitors,theratelimit is O.

Secondin thecasehatanattaclerandalegitimateclient
sharethe sameaccesgouter, legitimatetrafc will not be
blockedby thehoneg/pot sessiorattheaccessouter Thisis
becausdegitimatetraf ¢ is tunneledthroughservicefront-
endslf afront-endshareshesameaccessouterwith anat-
tacler, thefront-enddetectghatits traf ¢ is beingdropped
andrecon gurationstake placein the front-endnetwork to
replacethe blockedfront-end.

Third, ascommonwith mostdistributedsystemshoney-
pot epochshave to be coordinatecdbetweenthe sener and
the front-ends,in order for the sener to receve no legit-
imate traf ¢ during hone/pot epochs.We assumea loose
clocksynchronizatiometweerthesenerandits front-ends,
with asthe maximumclock shift. To handlelooseclock
synchronizatiorandin-transitlegitimatepaclets,eachhon-
eypotepochatthesenerstarts + afterits scheduledime
andends + beforeits scheduledend,where is large
enoughto cover the propagtion delay from front-endsto
thesener.

8. Conclusion

In this papemwe presentedhoneg/pot back-propagtion,a
hop-by-hoptracebackdefenseagainst DDoS attackswith
spoofedsourceaddressesin coordinationwith its legiti-
mateclientsandothersener replicas,a sener entershon-
eypot epochsat timesunpredictabldo attaclers.Honeypot
back-propagtion makes use of the streamof pure attack
pacletsprovidedto the sener duringeachhone/pot epoch
to reachand stop attack hostswithout disruptingthe op-
erationof the replicatedservice.Using simple probabilis-
tic analysis,we derive expressiondfor the expectedtime
to stop an attacler. With appropriateselectionof the sys-
tem parametersye shav that it takes a reasonablysmall
time to completelystopa DDoS attackgiven full network
support.Throughns-2simulationswe shawv the feasibility
of the honeypot back-propagtion schemeandshaw its ef-
fectivenesscomparedto the Pushbackdefense Hongypot
back-propagtion allows for incrementaldeployment, and
haslimited overheadsinceroutersonly keepstateduring
thelimited hone/potepochsandonly in thecaseof aspoof-
ing attack.
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the basic

and progressve honeypot back-propagation
schemes



[*data-structuresttherouter*/
Marked[] /*Marked[i] = 1 iff ahone/potrequesimessagavassentonin-
terfacei*/

Proceduré®OnHong/potEpochStarf)/*executedatthe sener*/
SendaHone/pot Requesiessageo next-hopaccessouter(swith the

sener'saddress

end

Proceduré®nHong/potEpochEnd)/*executedatthe sener*/

Senda Hongypot Cancelmessagéo next-hopaccessouter(s)with the
sener'saddress
end

Proceduré®nHong/potRequesfserve)/*executedat eachrouter*/
Starta Honeypot Sessioranda Rate-limiting Sessiorwith rate R min
for acorerouterandO for anaccesgouterat therouter's outputinterface
towardserver
Enableinputdehuggingon all pacletsdestinedo server
SetMarked|i] to O for all theroutersinterfaces
end

Proceduré®OnHongpotCancelserve)/*executedat eachrouter*/
If notanaccessouter(nearaclient/attacler)
Remae the Honeypot Sessiorfor server
SendHoneypot Cancelmessagéo all interfaces for which Marked|i]
=1

end

Proceduré@nPaclet (destinatiof)/*executedat eachrouter*/
Checkto seeif aHoneypot Sessiorexistsfor destination
If noneexists, return
Using input dehugging, determinethe input interfacei on which the
pacletwasreceved
If (Marked[i] == 0)
SendaHoneypot Requestmessagéo next-hoprouter(if exists)atin-
terfacei
SetMarked[i] to 1
Excludeinterfacei from theinputdehuggingprocess
Determinewhetheror not to drop the paclet accordingto the rate-
limiting (ratelimit setin Proceduré©OnHongpotRequest())
end

Figure 11. Pseudo-code for the basic honey-
pot back-propagation scheme.

[*data-structuresitthe sener*/

IntermediateRoutersffa list of intermediateroutersin the attacktreeat
which back-propagtionhasstoppedEachlist entryhas:*/

R /*the routeraddress*/tr /*an estimateof the time it takesto reach
the intermediaterouter*/, rep /*the number of consecutie honey-
potepochghe entryappearedn thelist*/, andcur rent /*a "agto deter
mineif theentrywasrecevedin thelasthone/potepoch*/

[*data-structuregttherouter*/

Marked[] /*Marked|[i] = 1 iff ahone/potrequesmessagevassentonin-
terfacei */

RequestSerita agto determinevhethertherouterhassentarequesup-
streamor not*/

Proceduré©OnHongpotEpochsStarf) /*executedatthe sener*/

Remave all entrieswith a current valueof 0 or arep valuegreater
thansomethreshold

For eachrouterR in the IntermediateRouteisst, senda Honeypot Re-
questmessagavith thesener'saddres$o R tg seconddeforetheepoch
starts

SendaHoneg/pot Requesiessageo next-hopaccessouter(swith the
sener'saddress
end

Procedure OnHong/potEpochEnd () is the same as in the basic
scheme

ProceduréOnHongpotCancel(serve)/*executedat eachrouter*/
If notanaccessouter(nearaclient/attacler)
If (RequestSernt= 0)
Sendan IntermediateRouterMessageo serverwith the routers
addressandatime stampwith thecurrenttime
Remae the Honeypot Sessiorfor server
SendHoneypot Cancelmessagéo all interfaces for which Marked|i]

end

ProceduréOnHongpotRequesfserve)/*executedat eachrouter*/
Starta Honeypot Sessioranda Rate-limiting Sessiorwith rate R min
for acorerouterandO for anaccessouterat the routers outputinterface
o towardserver
Enableinput deluggingon all pacletsdestinedo server
SetMarked|i] to O for all theroutersinterfaces
SetRequestSertb 0
end

ProcedureOnintermediateRouterMessagR, TimeStamp*executedat
thesener*/
If the IntermediateRouterlist hasanentryfor R
incrementheentry'srep ®eld
else
addanentryfor R
setcurrent tol
settg to (Now - TimeStamp
end

ProceduréOnPaclet (destinatiof/*executedat eachrouter*/
Checkto seeif aHoneypot Sessiorexistsfor destination
If noneexists,return
Using input detugging, determinethe input interfacei on which the
pacletwasreceved
If (Marked[i] == 0)
SendaHoneypot Requesmessagéo next-hoprouter(if exists)atin-
terfacei
SetMarked[i] to 1
Excludeinterfacei from theinputdehuggingprocess
SetRequestSerib 1
Determinewhetheror not to drop the paclet accordingto the rate-
limiting (ratelimit setin ProceduréOnHongpotRequest())
end

Figure 12. Pseudo-code for the progressive
honeypot back-propagation scheme.




