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Abstract

Any packet destined to a honeypot machine (that
is, a decoy server machine) is most probably an at-
tack packet. We propose honeypot back-propagation, a
scheme that traces attack packets received by honey-
potsback to their source(s)andstopstheattack source(s).
In the proposedscheme, a server acts as a honeypot
for someperiods of time (honeypot epochs) and auto-
matically triggers a hop-by-hop traceback of possible
attackers (through back-propagation) during each hon-
eypot epoch. In order to make the honeypots even much
harder to evade, the start and end times of each honey-
pot epoch are unpredictableto attackers. We also propose
progressive back-propagation, in which the informa-
tion gathered during a honeypot epoch is used in sub-
sequent epochs, to handle low-rate attacks, such as
on-off attacks with short bursts.We developedan analyt-
ical modelto estimatetheexpectedtime to reach andstop
an attack source in the caseof continuousand on-off at-
tacks. Through ns-2 simulations,we validate our ana-
lytical modeland showthe effectivenessof the proposed
scheme, which is attributed to obtaining accurate at-
tack signatures and acting promptly once an attack is
detected.

� Theauthorsweresupportedin partby NSFundergrantANI-0087609.

1. Intr oduction

Denial-of-Service(DoS) attacks[33] aim at preventing
aserver from providing serviceto its legitimateclients.Ex-
ploiting softwarevulnerabilities(e.g., [10]) of improperly
con�guredInternetnodes,maliciousattackerscanremotely
gaincontrolof a largenumberof zombiemachines,to stage
a highly distributed denial-of-service(DDoS) attack[24].
A DDoSattackcanseverelydegradetheperformanceof its
victims by entirely consumingtheir resources(e.g., [12]),
ultimatelybringingthemto a completehalt.Thesubverted
zombiemachinescanalsobeusedin aDDoSattackto inject
packets into the network at a ratehigh enoughto clog the
victim's connectionto the Internet.Packetsusedin DDoS
attackscan have authenticor spoofed(forged) �elds; the
sourceaddressis themostcommonlyspoofed�eld in order
to hidetheattacksources.In thispaperwefocusondefend-
ing againstDDoSattackswith spoofedsourceaddresses.

A largebodyof researchin DDoSdefense,namelytrace-
back schemes,hasconsideredtracingspoofedattackpack-
etsbackto theirsources[8,13,32,35].However, mosttrace-
back schemesassumethe existenceof an accurateattack
signaturethatprovidesthemwith theability to distinguish
attackpackets from legitimate ones.Even in caseswhere
suchattacksignaturesareprovided usingIntrusionDetec-
tion Systems(IDSs)(e.g.,Snort[5] andBro [26]), analysis
of packetlogsandaudittrailsprovidedby theIDS is tedious
and often leadsto postmortemactions;in somecasesat-
tacksignaturesareinaccurate,therebyleadingto ahighrate
of falsepositives.Moreover, theeffectivenessof signature-
baseddetectiondecreasessubstantiallyfor low-rateDoSat-



tacks(e.g.,[12,21]).
The inability of a DDoS defenseto accuratelydistin-

guishattackpacketsfrom legitimateonescancausesevere
collateraldamages.First, the fear of penalizinglegitimate
traf�c limits the aggressivenessof the actionsthe scheme
cantakeagainstattacktraf�c. Second,inaccurateattacksig-
naturescausethe schemeto tracebackto legitimateusers,
therebynegatingthebene�tsof thetracebackprocess.

The objective of this paperis to enhancethe effective-
nessof tracebackschemesin identifying andstoppingma-
licious attackersby eliminatingthe negative impactof in-
accurateattack signatures.To achieve this goal, we pro-
posea hop-by-hoptracebackscheme,referredto as hon-
eypot back-propagation, which effectively tracesbackand
stopssourcesof attackstreamswithout impactingthe per-
formanceof legitimatetraf�c streams.Themainideaof the
schemeis basedon theconceptof roaminghoneypots[20].
Honeypots [30] are physical or logical machines(or net-
works) that have proven to be successful[22] in detect-
ingworm-infectedhosts[36]. Roaminghoneypotstakesthis
conceptfurtherby allowing thehoneypotsto movecontinu-
ouslyandunpredictablyto attackersamongapoolof server
replicas;eachserver in the pool, in coordinationwith the
legitimateclientsandtheremainingpeerreplicassoasnot
to causeoverall serviceinterruption,assumesthe role of a
honeypot for speci�c intervals of time, referredto ashon-
eypot epochs. Roamingmakes it dif�cult for attackers to
identify active servers,therebycausingthemto be trapped
in thehoneypots.Thedesignatedhoneypot (i.e., theserver
during eachhoneypot epoch)initiates the tracebackpro-
cessby alerting routerson the path to eachattacksource
to enablerate-limiting andinput-debugging[37] on traf�c
destinedto the designatedhoneypot. The outcomeof this
processcausestheaccessrouterof theattacksourceto re-
ducetherateof traf�c destinedto thedesignatedhoneypot
to zero, effectively stoppingtheattacksource.

Theproposedschemehasseveraladvantagesover other
DoS defenseschemes,such as ingress�ltering [15] and
Pushback[23]. Similar to theseschemes,honeypot back-
propagation requireswidespreaddeploymentandcoopera-
tion amongISPs;its payoff, however, is higher:The pro-
posedschemeavoids the collateraldamagethat Pushback
may causein someattackscenarios(moredetailsin Sec-
tion 6). Furthermore,the�ltering mechanismusedby hon-
eypot back-propagation relies on the victim's destination
address.Consequently, theproposedschemeno longersuf-
fers from the managementconstraintsof ingress�ltering
(seeSection2 for moredetails).

With a very large number of attack sourcespartici-
pating in a DDoS attack, it becomesincreasinglydif�-
cult to take fastenoughactionsagainst the attacksources
(e.g., to disconnectthem from their ISP networks) even
if their true IP addressesareknown. The reasonsinclude:

(1) the attack sourcesmay belong to a large numberof
administrative domainsand (2) it may not be possibleto
block the attack sourcesbasedon their ip addressesas
theseip addressescanbedynamicallyandcontinuously(re-
)assignedandcanthusbeallocatedto legitimatemachines
lateron.Usageof destination-based�ltering makesthepro-
posedschemescaleto a largenumberof attacksourcesand
avoids blocking legitimate machinesthat get assignedip
addressespreviously allocatedto attacksources.We note
that the destination-based�ltering usedin honeypot back-
propagation doesnot block legitimateclientsfrom access-
ing the servicebecauselegitimateclientssendtheir pack-
etsto servicefront-ends(aswill bediscussedin Section3),
which in turn tunnel theselegitimatepackets to back-end
servers.

The restof the paperis as follows. In the next section
we review someof therelatedDDoSdefensemechanisms.
Section3 presentsthe serviceand attackmodels.In Sec-
tion 4, we describethehoneypot back-propagationscheme
alongwith therequiredfunctionsaroutershouldimplement
to supportthe proposedscheme.In Section5, we develop
ananalyticalmodelfor both theproposedschemeandtwo
DDoSattacktypes,continuousandon-off attacks.We uti-
lize the model to derive expressionsfor the expectedtime
requiredto stopanattack(assumingfull network support).
In Section6, we describeour ns-2[6] modelof thehoney-
pot back-propagation scheme,which is basedon both the
Pushbackandtheroaminghoneypots[4] ns-2modules.We
validateour analyticalresults,studythe effect of different
attackandsystemparameters,andcomparehoneypotback-
propagationschemeto Pushback.Section7 discussessome
deploymentissuesandSection8 concludesthepaper.

2. RelatedWork

BecausetheInternethasnomechanismtoenforcetheva-
lidity of eachpacket's sourceaddress,attackerstry to forge
this �eld in the attackpackets in order to hide their loca-
tions;thisis calledspoo�ng. In thissection,wereview some
of therelatedproposedsolutionsof thespoo�ng DDoSat-
tackproblem.

If widely deployed,ingress�ltering [15] andIPsec[18]
canprevent most spoofedpackets.However, the manage-
menthassleandper-packet performanceoverheadareob-
staclesagainstwidespreadadoptionof ingress�ltering and
IPsec,respectively. Also, ingress�ltering cannotdefend
against spoo�ng addressesfrom inside the ISP. The hon-
eypot back-propagation schemerequireslight-weight per-
packet �ltering basedon eachpacket's destinationaddress
and,moreover, this per-packet �ltering is only during the
honeypot epochsandonly in thecaseof attacks.Themain-
tenanceof ingress�ltering rulescanrepresentanoverhead
especiallywith dynamicassignmentof ip addressesto sub-



networksinsidetheISPandmobileIP [28] support.In hon-
eypotback-propagation,�ltering is basedonthedestination
addressof the victim andthus,the proposedschemedoes
notsuffer from thesemanagementhassles.

The tracebackproblem,that is, trying to determinethe
realsource(s)of theattacktraf�c andthenetwork paths(at-
tackpaths)from thesesourcesto thevictim, hasrecentlyre-
ceivedattentionfrom thenetwork researchcommunityasa
countermeasureof spoo�ng DoSattacks.

The�rst approachto thetracebackproblemusesarouter
featurecalled input debugging[37], which given a packet
at a router's outputport determineson which input port the
packet was received. In its manualinstantiation,the pro-
cessstartsat the routernext to thevictim, whereupstream
router(s)sendingtheattacktraf�c aredetermined.Thepro-
cessis thenrecursively repeateduntil thesourcesof theat-
tack are determined,a router with no input debugging is
reached,or the boundaryof a non-cooperative administra-
tive domainis met.To automatethis processandlimit the
costly input debuggingprocessto a few routers,the Cen-
terTrack [37] architectureproposesto route victim's traf-
�c throughan overlay network of edgerouterssupporting
input debugging.Anotherexampleof this link testingap-
proachis controlled�ooding [9], in whichpacket �oods are
injectedinto thenetwork atselectedpointsandattackpaths
aredetectedbasedon the perturbationthesepacket �oods
inducein attacktraf�c.

The Pushback[17] defenseadoptsa hop-by-hopstrat-
egy to propagateanaggregate-basedrate-limiting�lter up-
streamfrom a congestedrouter. Both thedetectionof mis-
behaving aggregatesand the assigningof rate limits are
doneusingtheAggregate-basedCongestionControl(ACC)
[23]. At eachPushback-enabledrouter, a rate-limitingses-
sion for an aggregateis setupandthe ratelimit of the ag-
gregateis sharedin a max-minfairnessfashionamongin-
put portson which traf�c matchingtheaggregatesignature
is received.To estimatethe arrival rateof eachinput port,
a featuresimilar to input debugging is usedto map each
packet at the outputqueueto its correspondinginput port.
ThePushbackprotocol[16] de�nesfour messages.Request
messagesaresentfromaroutertooneof itsupstreamneigh-
bors carrying one or more uniquely identi�ed aggregate
signatureswith correspondingrate limits and resultingin
theestablishmentof oneor morerate-limitingsessionsand
possiblyotherrequestmessagesto propagatetherate-limit
furtherupstream.Eachrate-limitingsessionhasanexpira-
tion time; duringa session's lifetime, theroutersendsperi-
odic refreshmessagesupstreamto maintainthe soft-state-
basedrate-limit sessionsat upstreamroutersand/orto up-
datetheir ratelimit. Pushback-enabledroutersestimatethe
arrival ratesof rate-limitedaggregatesandcollectestimates
from their upstreamrouterssent in statusmessages.The
origin of a rate-limiting sessionmay decideto explicitly

cancelit througha cancelmessageif for examplethe re-
portedarrival ratefor the aggregateis below somethresh-
old. Pushbackacceptsexplicit misbehaving aggregatesig-
naturesthroughspecialrequestmessages.Honeypot back-
propagation schemeallows for the realizationof this fea-
ture in the Pushbackframework; when a server takes the
role of a honeypot, the server's destinationaddressforms
themaliciousaggregate.SelectivePushback[27] andlevel-
k max-minfairness[39] addresstwo limitationsof thePush-
backframework, namelytherequirementof contiguousde-
ploymentandthehop-by-hopapplicationof max-minfair-
ness,which can severely punishlegitimate traf�c sharing
the sameaggregatesignatureasmisbehaving traf�c (a.k.a
poortraf�c) (seeSection6 for moredetails),respectively.

Thesecondapproachto thetracebackproblemis to have
therouterssendpartialpathinformationto sourcesof pack-
ets they forward, so that the completepathattackpackets
traversedcanbe recovered.This approachis known asthe
packetmarkingapproach[32]. Thepacketmarkingsarede-
signedin a sucha way to beusedby their recipientto con-
struct the attacktree(s)(a tree formed by merging attack
pathswith thevictim at theroot), to be lightweight for the
routersto createand send,and to be backward compati-
ble andincrementallydeployable.Thelightweightrequire-
mentis satis�edby probabilisticallyselectinga small frac-
tion of the packetsto sendpartial pathinformationfor. To
achieve backward compatibility, either separatemessages
aresentcarryingthe pathinformation[8], or the informa-
tion is encodedin rarelyusedheader�elds (e.g.theIP iden-
ti�cation �eld) [32]. To reducefalsepositivesin thecaseof
a largenumberof attacksources,enhancetherunningtime
of the path recovery algorithm,andprevent compromised
routersfrom forging packet marksfor othercompromised
routers,the advancedand authenticatedmarking schemes
have beendeveloped[35]. StackPi[29] is a deterministic
packetmarkingschemethatallows thevictim to locally �l-
terattackpacketsbasedon theirmarking�eld.

Packet loggingis thethird approachto addressthetrace-
backproblem.If routerslog all the packets they forward,
data mining techniquescan be usedto constructthe at-
tacktree[31]. However, thisapproachrequireshighstorage
requirements,especiallyin backbonerouters.Hash-based
traceback[34] utilize Bloom �lters to addressthis problem
andsupporttracingof asingleIP packetbackto its origin.

Someschemesfacilitatethe tracebackproblemby lim-
iting possible attack sourcesor by providing accurate
attackpackets.By requiringthat a small percentageof In-
ternet routers �lter packets for which the route from
packet's source to packet's destination does not tra-
versethe router, DistributedPacket Filtering [25] reduces
the possiblesourcesof an attackpacket to a small num-
berof networks.Roaminghoneypots[20] dividesthe time
into epochsandallows for a (continuouslychanging)sub-



setof k replicasin a pool of N replicasto be active dur-
ing eachepoch.The remainingN � k replicascarry on
therole of honeypots.Thealgorithmfor selectingthek ac-
tiveserversduringeachepochis pseudo-randomto make it
unpredictableto theattackers.

Finally, we consider the honeypot back-propagation
schemepresentedin this paper to be an example of an
end-host-controlled[7] defense.

3. Models

We describethecontext within which we envision hon-
eypot back-propagation to operate,namelytheserviceand
attackmodels.

3.1. ServiceModel

We considera servicethat is composedof front-ends,
such as Web servers, and back-ends,such as database
servers. Service front-ends are protected using mas-
sive replication(e.g.,over a ContentDistribution Network
suchasAkamai[1]), whereasback-endservers,whichcan-
not tolerate the same level of replication becauseof
tighter consistency constraintsandhighercosts,are repli-
cated over a smaller number of replicas N . Thus, as
depictedin Figure 1, the back-endservers are more vul-
nerable targets for �ooding attacks. Front-ends dis-
tinguish legitimate traf�c either through authentica-
tion in a subscription-basedor private service or using
client-legitimacy tests(e.g., [38]) in general.Determina-
tion of thestartingandendingtimesof thehoneypotepochs
is donein coordinationbetweenback-endsandfront-ends.
By tunneling legitimate traf�c to back-endsso that it
doesnot reacha back-endserver during one of its hon-
eypot epochs,the front-endsconvey the acquiredtraf�c
legitimacy informationto theback-endserversto helppro-
tect the back-endsfrom DDoS �ooding attacks. This
model is similar to the servicemodel in the roaminghon-
eypots scheme[20] and carriessomesimilarity with the
SOS[19] architecture.

3.2. Attack Model

Weconsiderna attackhosts(zombies)attackingaserver
S by sendingspoofedpacketsdestinedto S or its subnet-
work, aiming at clogging the link(s) connectingS's sub-
network to theInternetbackbone.Theeffectsof this attack
are:(1) to block legitimateconnectionrequestsfrom reach-
ing theserverand(2) to degradethethroughputof bothTCP
�o ws from S into its clientsaswell asdata�o ws from the
clientsinto S. If TCPACK packets(from clientsto S) get
droppeddueto theattack,thethroughputof TCP�o wsfrom
S into its clientsis degraded.Datapacketsfrom clientsinto
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Figure 1. The service consists of a pool of
back-end servers, a well-pr ovisioned netw ork
of front-ends, and clients. Effective attac kers
send traf�c directl y to the servers.

S will bedroppedaswell; examplesof suchclient-to-server
data�o ws includeclientsuploading�les into a server over
TCP connectionsandnodescollectingdataandstreaming
it, over UDP packets, into servers for processingand for-
warding.

Theaccessrouterof eachattackhosti (0 � i < na) is
hi hopsawayfrom S. Weconsidertwo attacktypes,contin-
uousandon-off. In thecontinuousattack,eachattackhosti
continuouslyinjectspacketsat a constantrater i . An attack
hostlaunchinganon-off attack(depictedin Figure2) alter-
natesbetweensendingpacketsat a rater 0

i packetspersec-
ondduringtheon-burst(ton seconds)andstoppingfor tof f

seconds.Two interestingexamplesof theon-off attackare
theTCPRTO attack[21] andthefollower attack, in which
the attackhost is ableto detectthat a server is actingasa
honeypot aftera �nite delay(follower delay)from thetime
theserverassumestheroleof ahoneypot.

t
on
 t
off


Figure 2. Parameter s of the on-off DDoS at-
tack.

Insteadof sendingattackpackets destinedto S, an at-
tacker can sendpackets destinedto addressesinside S's
subnetwork. For machines(insideS's subnetwork) thatac-
cepttraf�c from theInternet,weassumethatthey areeither
serversthatareprotectedusinghoneypot back-propagation



or machinesthathave a limit on their maximumincoming
traf�c rate (e.g.,a DNS server insideS's subnetwork can
havea limit on therateof incomingDNSrequests).

Wenotethattheattackwearedefendingagainstis differ-
entfrom theinfrastructure attack, in which attackerstarget
theirtraf�c into aninfrastructureservice(suchasDNS[11])
or into routersalongthepathsto S from its front-ends.Ap-
plying honeypot back-propagation to defenda public in-
frastructureserviceis a subjectof futurework. Attackson
routersarebeyond thescopeof this paperandaredif�cult
to be carriedon anyway becauseof the high attackband-
width requiredto clog a corerouterascomparedto anac-
cessrouter [19], the possibility of routing aroundthe at-
tacked router(s),andthe requirementof Internettopology
informationto selectwhich intermediateroutersto attack.

4. HoneypotBack-propagation

In thissectionwepresentthehoneypotback-propagation
scheme.Wedescribehow wecreatetime-windowsin which
a server receivesa streamof pureattackpacketsandhow
this attackstreamis usedto reveal partsof the attacktree
in orderto tracetheattackbackto its sources.We alsode-
scribehow honeypotback-propagationcanbeimplemented
progressively, that is, tracebackinformationcollecteddur-
ing onetime-window arecarriedover to subsequenttime-
windows.

In coordinationwith servicefront-endsand other peer
replicas(seeSection3), the server selectscertaintime in-
tervals(honeypotepochs)duringwhichit expectsto receive
no legitimatetraf�c; thusany packet destinedto theserver
duringoneof thesehoneypotepochsis mostprobablyanat-
tackpacket.

4.1. BasicHoneypotBack-propagation

As depictedin Figure3(a),whenaserverS startsahon-
eypotepoch,it sendsahoneypotrequestmessageto its next-
hopaccessrouter(s).Uponreceptionof a honeypot request
message,a routercreatesa honeypot session,duringwhich
the routerappliesa rate-limiting sessionwith a small rate
Rmin (seeSection7 for a discussionof this parameter)at
its output interfacetoward the nodesendingthe honeypot
requestand on all packets destinedto S. The router also
startsinput debugging at the output interfacefor packets
destinedto S. Whenapacketarrivesatarouterportx, if the
packet's destinationaddressis S, a honeypot requestmes-
sageis sentto the routerconnectedto x (if it exists since
this may be an accessrouter)andthe routerstopslogging
packetsfrom port x. Eachrouterrecordstheportsto which
it hassentrequestmessages.Figure3(b) illustratesa snap-
shotof theschemeduringa honeypot epoch.At theendof
a honeypot epoch(Figure 3(c)), S sendsa honeypot can-

cel messageto its next-hopaccessrouter(s).Whena router
receivesa honeypot cancelmessage,it sendsa cancelmes-
sageto all upstreamroutersto whomit haspreviously sent
a honeypot requestmessage.If the routerhasno upstream
routersat all (i.e., anaccessrouter),it retainsthehoneypot
session;otherwiseit removesthesession.If a long enough
(seeSection5 for a discussionof how long is enough)at-
tackstreamis sentfrom theattackhost(s)duringa honey-
pot epoch,therewill beoneor morerate-limitingsessions
at theaccessrouter(s)connectedto theattackhost(s)effec-
tively stoppingtheattack,providedthatall routersalongthe
pathfrom S to eachattackhostsupportthedescribedfunc-
tionality (wediscussincrementaldeploymentissuesin Sec-
tion 7).After theadministratorsof (or any otherappropriate
policy at) thenetworkshostingthestoppedattackhoststake
appropriateaction,a �ush messageis sentby theserver to
remove therate-limitingsessions.Figure11 providesa de-
scriptionpseudo-codeof thebasicscheme.
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Figure 3. The operation of the basic hone ypot
back-pr opagation scheme at the star t of , dur -
ing, and at the end of each hone ypot epoc h.

4.2. Progressive HoneypotBack-propagation

In thebasichoneypotback-propagationscheme,if anat-
tack host doesnot sendattackpackets for a long enough
time duringa honeypot epoch,a honeypot requestmessage
will not reachthe attackhost's accessrouter. If the attack
host carrieson an on-off attackwith a short enoughon-
burst,thebasicschemewill notbeableto stoptheattack.To



solvethisproblem,weproposeanenhancementto thebasic
honeypotback-propagationscheme,in which thepathto an
attackhostis discoveredby accumulatinginformationgath-
eredduring morethanonehoneypot epoch,asfollows. In
thefollowing, let � betheaveragetimerequiredfor thehon-
eypot requestmessageto propagateonehopupstreamand
to setupa honeypot sessionasdescribedin Section4.1. S
maintainsa list of intermediateroutersto keeptrackof the
lastnon-accessupstreamroutersat which no furtherprop-
agation was possibleat the last honeypot epoch.When a
cancelmessagereachesanon-accessrouterR (e.g.,R1 and
R2 in Figure4(a)), the routerchecksif it hassentany re-
questsupstream.If it hasnot doneso (i.e., requestpropa-
gation stoppedat R), the routersendsits identity R anda
timestampto theserverS, which in turncalculatestR , R's
time distance(in seconds)from S andstoresthis informa-
tion in the list of intermediaterouters.At tR + � seconds
beforethe next honeypot epoch,a requestmessage(Fig-
ure4(b)) is sentto eachrouterR in theintermediaterouter
list. This settingallows theback-propagationprocessto re-
sumeat thestartof thehoneypotepoch.

In orderto maintaintheintermediaterouterlist andpre-
ventexplosionof its size,weapplythefollowing two mech-
anisms.First,weremovearouterR addedto thelist athon-
eypot epochi from thelist if R didn't senda messageto S
at the immediatenext honeypot epochi + 1. The fact that
R didn't senda messageat honeypot epochi + 1 means
that it eitherhaspropagateda honeypot requestupstream
(in which caseit shouldberemoved)or thereportmessage
was lost (a rare situation(seeSection7) in which propa-
gation is restarted).Second,if S detectsthatan intermedi-
aterouterR (e.g.,R1 in Figure4) hasnot receivedany at-
tack packet in � honeypot epochs,S removesR from the
intermediaterouterlist. S keepsa �ag for eachintermedi-
aterouterentryR in thelist to beableto detectif R did not
senda messagein theprevioushoneypot, in which caseR
shouldbe removed.S alsokeepsa counterto detectwhen
R reachesthethreshold� . Thepseudo-codefor theprogres-
siveback-propagationis presentedin Figure12.

5. Analysis

In thissectionwestudytheexpectedtimeit takesto cap-
ture(stop)aDDoSattackhostattackingavictim serverus-
ing the honeypot back-propagation scheme.Let the CTi

(the capture-timeof host i ) be the time it takesto capture
anattackhosti . We derive conservative expressionsfor the
averagecapture-timeE[CTi ] in thecaseof two typesof at-
tacks,continuousandon-off (seeSection3.2).In thisanaly-
sisweassumeall routerson theattacktreesupportthehon-
eypot back-propagation schemeand we considerthe pro-
gressiveback-propagationscheme(if notstatedotherwise).

We divide the time into epochswith constantlengthm.
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Figure 4. The operation of the progressive
hone ypot back-pr opagation scheme.

A server S decidesto actasa honeypot duringeachepoch
with a probability p (honeypot probability).Although this
decisionis donein apseudo-randomfashionin orderfor the
front-endsto keeptrackof thehoneypotepochs,theprocess
appearsasrandomto attackers.

5.1. ContinuousAttack

For a continuousattack,it takeson average 1
r i

seconds
for a honeypot sessionto receive anattackpacket from at-
tack host i . Also, it takeson average� secondsto propa-
gatea honeypot sessiononehopupstream.Thus,theaver-
agenumberof upstreamhopshoneypot requestmessages
canreachduringa honeypot epochof lengthm secondsis
� max(1; b m

1
r i

+ � c). The numberof honeypot epochsre-

quiredto propagatehi hops(i.e., to reachtheaccessrouter
of attackhost i ) is nhp i � h i

max (1 ;b m
1

r i
+ �

c) . In this setting,

eachepochis a Bernoulli trial with a probabilityp of suc-
cess(i.e., probability p of beinga honeypot epoch).Thus,
the averagenumberof epochsneededfor S to enternhp i

honeypot epochsis n hp i
p . Thus,theaveragetime to capture

acontinuousDDoSattackhosti is m n hp i
p .

In the progressive honeypot back-propagation scheme,
honeypot requestmessagesaresentbeforethestartof each
honeypotepochin orderfor thehoneypotsessionsto startat
thebeginningof thehoneypot epoch.Thus,theabove anal-
ysisholdsprovided thatat leastonepacket (on average)is
received during eachhoneypot epoch,that is m � 1

r i
(for

thebasicscheme,m � hi ( 1
r i

+ � ) musthold).So,for con-



tinuousattacks,

E [CTi ] = m
nhp i

p
�

m
p

hi

max(1; b m
1

r i
+ � c)

; m �
1
r i

(1)

Usingthebasicschemeandfor somevalueof m, all at-
tack hostswith ratesr i < r i

max = 1
m
h i

� � cannotbe cap-

tured.Thetotal attackrateof theseuncapturedattackhosts
is at mostna

1
m

h max
� � , wherehmax is the maximumhop-

countdistancefrom theserver. With anestimateof thenum-
berof attackhostsn̂a , we canlimit theeffect of theseun-
capturedattackersby choosingm � hmax ( n̂ a

T + � ), where
T is themaximum“unharmful” total attackrate.

5.2. On-Off Attack

For theon-off DDoSattack,we considerfour casesde-
pendingon the relationof m with ton and tof f (seeFig-
ure 2). As will be shown in the following analysis,the
progressof honeypot back-propagation is guaranteed(on
average)aslongas:(1) whenanon-burstoverlapsahoney-
pot epoch,theminimumtime of suchoverlappingis � 1

r 0
i

and(2) thethreshold� (seeSection4.2) is largeenough.

Case1 ( 1
r 0

i
� m � t on

2 ) In this case,for eachon-burst
of the attack,thereexists at leastoneepoche overlapped
completelyby the burst. We considereachon-burst as a
Bernoulli trial with successprobability p that epoche is
a honeypot epoch.The time betweenconsecutive trials is
ton + tof f . Using the sameanalysisas with the continu-
ousattack,thenumberof successfultrials requiredto prop-
agatehi hops(i.e., to reachtheaccessrouterof attackhost
i ) is nhp i � h i

max (1 ;b m
1

r 0
i

+ �
c ). Thus, in this case,the aver-

agetime to captureanon-off DDoSattackhosti is

E [CTi ] = (ton + tof f )
nhp i

p
�

(ton + tof f )
p

hi

max(1; b m
1

r 0
i

+ � c)

Case2 ( 1
r 0

i
� t on

2 < m � ton ) In this case,eachon-
burst of the attackwill overlap with exactly one epoche
in t on

2 secondsor more.Again, we considereachon-burst
asa Bernoulli trial with successprobabilityp thatepoche
is ahoneypotepoch.Thetimebetweenconsecutive trials is
ton + tof f . Usingthesamepreviousanalysis,thenumberof
successfultrialsrequiredto propagatehi hops(i.e.,to reach
theaccessrouterof attackhosti ) is nhp i � h i

max (1 ;b
t on

2
1

r 0
i

+ �
c)

.

Thus, the averagetime to capturean on-off DDoS attack
hosti in this caseis

E [CTi ] = (ton + tof f )
nhp i

p
�

(ton + tof f )
p

hi

max(1; b
t on

2
1

r 0
i

+ � c)

(2)

Case3 ( 1
r 0

i
� ton < m � (ton + tof f )) Theanalysisin this

caseis thesameasin Case2.However, wenotethatthebest
attackstrategy (in termsof increasedattackercapture-time)
�ts in thiscaseandsendsjustonepacketdurington andin-
creasestof f asmuchaspossible.In thiscase,becausethere
is at leastoneattackpacket receivedperepoch,nhp i = hi .
Thus,Equation2 reducesto

E[CTi ] = hi
(ton + tof f )

p

TheDDoSattackcanbeorchestratedusingthe thepar-
ticipating attackhoststo constructan aggregateon-off at-
tack in such a way that eachattack host is sendingone
packet every ton + tof f seconds.Although the proposed
schemewill eventually stop such an attack, it may take
a long time to do so. However, in order to orchestratea
DDoS on-off attackwith on-burst t0

on , off-time t0
of f , and

on-burst rate r 0 using this strategy, the minimum number
of attackhostsrequiredis r 0t0

on b( t on + t of f )
( t 0

on + t 0
of f ) c (r 0t0

on repre-

sentsthe numberof packetsper on-burst andb( t on + t of f )
( t 0

on + t 0
of f ) c

denotesthenumberof on-burstsof theaggregateattackbe-
tweentwo consecutive on-burstsof eachparticipatingat-
tackhost).So,astof f increases,thenumberof attackhosts
theattackerneedsto compromiseincreasesaswell.

For Cases1, 2 and3, if � honeypot epochspasswithout
having a success(i.e., receiving at leastonepacket during
a honeypot epoch),the last reachedrouterwill beremoved
from the list of intermediaterouters(seeSection4.2) and
the back-propagation processhasto be restarted.Clearly,
progressof theschemeis not guaranteed.However, theav-
eragenumberof epochsthat passuntil a successoccurs
is ( t on + t of f )

mp . Theseepochscontain ( t on + t of f )
mp 2 honeypot

epochson average.So, we set � to this value (after sub-
stituting (ton + tof f ) by a largeenoughvalue)to mitigate
thisproblem.

Case4 (m > (ton + tof f )) In this case,we let Tm =
ton � b m

t on + t of f
c, so that eachepochoverlapswith attack

on-bursts for Tm or more seconds.The numberof suc-
cessful trials required to propagate hi hops is nhp i �

h i

max (1 ;b T m
1

r 0
i

+ �
c)

; Tm � 1
r 0

i
. Thus, the averagetime to cap-

tureanon-off DDoSattackhosti in thiscaseis

E [CTi ] = m
nhp i

p
�

m
p

hi

max(1; b
t on b m

t on + t of f
c

1
r 0

i
+ � c)

(3)

It shouldbenotedthatacontinuousattackcanbeviewedas
anon-off attackwith tof f = 0, ton = m

c (c 2 N ), andr 0
i =

r i . In thiscase,Tm = m andsubstitutingin Equation3 with
thesevaluesyieldsEquation1.

In the above analysisof on-off attacks,we assumed
the attack traf�c is independentof the honeypot epochs.



An interestingattacktype which dependson the honeypot
epochsis the follower attack(seeSection3.2), in which
the attack host stops sendingtraf�c after the start of a
honeypot epochwith a delay df ol l ow > 0. The average
time to capturesuchan attackhost is boundedabove by
m
p

h i

max (1 ;b
d f ollow

1
r 0

i
+ �

c)
; df ol l ow � 1

r 0
i
.

5.3. RoamingHoneypots

Theroaminghoneypotsscheme[20] reducesto ourhon-
eypot back-propagation schemewith the following map-
ping: p = N � k

N , whereN is the total numberof servers
andk is the numberof concurrentactive servers.We use
theparameterssuggestedin [20] (shown in Table1) for the
experimentspresentedin this paper. Fromtheabove analy-
sis,with m = 10seconds,anattacker5 hopsawayfrom the
servercansendwith arateupto 12Kbpswithoutbeingcap-
turedby the basichoneypot back-propagation scheme,as-
suminga packet sizeof 1500bytesandassuming� = 1
second(notethatm � hi ( 1

r i
+ � ) musthold for thebasic

scheme).Thus,at least125attackhostsareneededto cloga
1:5Mbps link without beingcapturedby thebasicscheme.
Also, with p = 0:4, andwith all attackhostssendingat ex-
actly12Kbps,it takesabout(h m

p = h � 25) secondsonaver-
ageto captureall theattackers,whereh is thehopdistance
of thefarthest(from theserver) attackhost's accessrouter.
However, anattackhostat 10 hopsor morefrom theserver
cannotbecapturedatall by thebasicscheme.It canbecap-
tured thoughby the progressive back-propagation scheme
in lessthanh � 25 secondson averageaslong asits attack
rateis about1:33Kbpsor morefor theconsideredparame-
ter values.

Parameter(s) SimulatedValues

(N ; k) (5, 3)
m 10sec

Table 1. Parameter s of the Roaming Honey-
pot Scheme

6. Simulation Results

We have implemented the basic honeypot back-
propagation schemein ns-2 and conducteda numberof
experimentsto studytheeffect of differentattackandsys-
tem parameterson the proposedschemeas compared
to Pushback[23]. We start by describingthe modi�ca-
tions we applied to the Pushbackand roaming honey-

potsns-2modulesto build the honeypot back-propagation
scheme.

6.1. ns-2Model

We modi�ed the Pushbackns-2 moduleto disablethe
local aggregate-basedcongestioncontrol [23]. We de�ned
a new messagetype,honeypot request,anda new session
type,honeypot session,with thebehavior describedin Sec-
tion 4. We alsomodi�ed the responseof accessroutersto
thecancelmessages(seeSection4). Wehavealsoextended
the roaminghoneypots module to sendhoneypot request
and cancelmessages,to supportroamingwith legitimate
UDP traf�c, and to start and end eachhoneypot epocha
little bit laterandearlier, respectively, to accommodatein-
transitlegitimatetraf�c andclocksynchronization(seeSec-
tion 7 for moredetails).

6.2. Model Validation

The �rst set of experimentsvalidatesthe analysispre-
sentedin Section5 for continuousattacks(validationof the
analysisof theon-off attackis notshown dueto pagelimit).
We usea string topology with one server at one end and
an attacker at the otherend.We vary the epochlengthm,
the honeypot probability p and the hop distancebetween
the attacker andthe server (the lengthof the string topol-
ogy) (h). Wemeasuretheaveragetime(over100ns-2runs)
neededto capturetheattacker (capturetime)usingthehon-
eypot back-propagation schemeand plot this averageto-
getherwith Equation1. Theresults(shown in Figure5) en-
forcethefact thatEquation1 is anupper-boundfor theav-
eragecapture-time.It is importantto notethat if thecondi-
tion

m � hi (
1
r i

+ � ); 0 � i < na (4)

holds (for the simulationparameterswe use,it holds),
Equation1 reducesto E[CTi ] = m

p , thatis, thetimeto cap-
tureall continuousattackhostsis independentof any attack
parameter.

6.3. Simulation Topologyand Parameters

We have implementeda topologygeneratorin ns-2that,
given a hop count and router degreedistributions,gener-
atesa treetopologywith a given numberof leaves;this is
insteadof usinga treecollectedusingtraceroutemeasure-
ments(e.g., from [2, 3]). Although a tree collectedusing
Internetmeasurementsis morerealistic,we madea trade-
off between�e xibility andreality by usinghop-countdis-
tributions roughly matchingthe distributions observed in
measuredtrees(e.g.,[2,3]). In thesimulationtopology, we
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Figure 5. Model validation for the contin uous
attac k.

model� ve serversbehinda bottlenecklink (1.0Mbps)rep-
resentingthe root of a treegeneratedusing the hop count
androuterdegreedistributionsshown in Figure6. We did
nottry to createapower-law distribution[14] for therouter-
degreebecauseasnotedin [40], apower-law distribution is
almostmeaninglessif thenumberof nodesis small (in the
orderof 100s), which is the casein the presentedsimula-
tions.This treerepresentsthe network pathsfrom the tree
leavesto theservers.

Links incidenton leaf nodeshave a 1Mbpscapacityand
1ms propagation delay, whereaslinks incident on servers
are10Mbpsin capacityand1msin propagation delay. All
otherlinks haveacapacityof 10Mbpsandapropagationde-
lay of 10ms.Althoughthesecapacitiesandpropagationde-
laysarenot real, their relative valuesroughly representre-
lationsbetweenaccessandcorelinks andwereusedto ex-
peditethesimulations.

In thispaperwereportresultswith anetwork of 100leaf
nodes;we got similar resultswith differentnumberof leaf
nodesexceptthatasthenumberof attacknodesincreases,
the requiredrate per attacker to clog the bottlenecklink
decreases,increasingthe 1

r i
lower-boundon m (seeSec-

tion 5). For example,with 500attackers,it suf�ces for each
attacker to sendat a rateof 5Kbps to clog the 1Mbps bot-
tlenecklink. With a packet sizeof 1000bytes,in thebasic
scheme,m hasto be� 2:6hi (with � = 1 second)to reach
anattackerhi hopsawayfrom theserver. So,to reachanat-
tacker10hopsaway, m hasto beat least26seconds.

We selectlegitimate clients and attackhostsfrom the
leavesof thetree.Both legitimateclientsandattackerssend
CBR traf�c destinedto the servers. In the resultsshown,
we set the legitimate rate per nodeso that the total legit-
imate rate is about90% of the bottleneckcapacity(sim-
ilar resultswereobtainedwith different legitimate loads).
In the caseof honeypot back-propagation experiments,at
thestartof eachepoch,eachlegitimateclient selectsoneof
the three(seeSection5.3) active serversuniformly at ran-
domanddirectsits traf�c into it. In thecaseof experiments
with Pushbackandwith nodefense,legitimatetraf�c is uni-
formly distributedoverall � veservers.For all experiments,
eachattackhostpicksa server amongthe � ve serversuni-
formly at randomandkeepson attackingit. Eachsimula-
tion run is for 1000seconds.Legitimatetraf�c startsat time
0, while attacktraf�c is from 50 to 950seconds.We mea-
surethe throughputof legitimatetraf�c asa percentageof
thetotal bottlenecklink capacity. Figure7 shows anexam-
pleof how thelegitimatethroughputchangeswith timedur-
ing onesimulationrun.
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6.4. Effect of Attack Parameters

We study the effect of the locationof attacknodes(in
termsof hop distancefrom the victim server), the number
of attackers,andthe rateperattackhostfor continuousat-
tacks.Becauseweareinterestedin thesystembehavior un-
derattack,in thenext �gures weaveragetheclient through-
put duringtheattacktime (i.e., from 50 to 950seconds)of
eachsimulationrun. Tables1 and 2 summarizethe stud-
iedparametersandthevaluesweexperimentwith.

Parameter(s) SimulatedValues

BottleneckLink Capacity 1.0Mbps
TotalNumberof LeafNodes 100

Total LegitimateRate 90%of bottleneckcapacity
Numberof Attackers 25,50,75
AttackerLocations Far, Close,EvenlyDistributed
RatePerAttacker (0.01,0.05,0.1,0.5)Mbps

Table 2. Simulation Parameter s

6.4.1. Location of Attackers Weconsiderthreescenarios
of attackerlocations:(a)closeattackers,wheretheattackers
areassignedto theclosestleavesto thevictim in thetopol-
ogy tree,(b) far attackers,in which attackersareassigned
to the furthestleaves from the victim, and(c) evenly dis-
tributedattackers,in which thelocationof attacknodesare
selecteduniformly at randomoverall leafnodes.Thelegit-
imateclientsoccupy theremainingleafnodes.

As depictedin Figure8, as the locationsof the attack-
ersget closerto the victim, Pushbackpunisheslegitimate
traf�c more.The reasonfor this behavior is that Pushback
adoptsahop-by-hopmax-minfairnessallocationof therate

limit amongupstreamrouterswithout takinginto consider-
ationthenumberof endhostsbehindeachupstreamrouter.
So,for example,thefair shareof anend-hostconnectedto a
routerwith anothertwo upstreamroutersis onethird of the
rate limit irrespective of the fact that the two routersmay
have many upstreamend-hostsconnectedthrough them.
Theresultof this behavior is thatasattackersgetcloserto
the victim, their fair shareincreases,reducingthe residual
ratefor legitimateclients.For closeattackers,Pushbackis
evenworsethannodefenseatall becauseit evenprotectsat-
tacktraf�c.

 0

 20

 40

 60

 80

 100

Far Evenly Distributed Close

C
lie

nt
 T

hr
ou

gh
pu

t %

Attacker Location

75 Clients, .0120Mbps per client, 25 Attacker, 0.1Mbps per attacker

Honeypot Back-propagation
Pushback

No Defense

Figure 8. Effect of Attac ker Locations.

6.4.2. Number of Attackers Figure9 shows that honey-
pot back-propagation is independentof the numberof at-
tackersif condition4 holds.For Pushback,asthenumberof
closeattackersincreases,their aggregateattackrate,which
is protectedby Pushback(seeSection6.4.1),increasesand
the negative impact on the client throughputincreasesas
well. For evenly distributedattackers,asthenumberof at-
tackersincrease,thenumberof attackerscloseto thevictim
increaseleadingto an increaseof theprotectedattackrate.
However, for far attackers (and close legitimate clients),
client throughputis independentof the numberof attack-
ers,becausein this casePushbackprotectsthe legitimate
traf�c of theclients.

6.4.3. RatePer Attacker As shown in Figure10(because
condition4 holds)honeypot back-propagation is indepen-
dentof therateperattacker in continuousattacks.For Push-
back,in the caseof far attackers, legitimate throughputis
independentof the individual rateper attacker, becauseof
Pushbackprotectionof legitimatetraf�c of thecloseclients.
For closeattackers,astheattackratefor eachcloseattacker
increases,it cangrabmoreof theratelimit, resultingin re-
ducingclient throughput.
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7. Implementation Issues

In this sectionwe discusssomeof theissuesinvolvedin
implementinghoneypotback-propagationin theInternet.

StateRequirementEachroutersupportinghoneypot back-
propagationholdsthestateof thehoneypotsessionsit main-
tainsduringhoneypot epochs.However, becausehoneypot
requestspropagateonly in thecaseof DDoSattacks,if the
serverreceivesno(attack)packetsduringahoneypotepoch,
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no requestsare sentupstreamand no stateis kept in the
routers.

MessageSecurity Becausetheproposedschemecanbeex-
ploitedto launcha DoSattackby forging honeypot request
messages(routerswould block legitimatetraf�c), securing
themessagesin honeypot back-propagationis crucial to its
deployment.Messagesin thebasicschemearesenthop-by-
hop and thus can be authenticatedusing the TTL �eld in
thesameway asin Pushback[23]. To defendagainstcom-



promisedroutersandto securethemessagesin theprogres-
sive back-propagation enhancement,we canusethe light-
weight time-releasedkey chains[35]. Also, to minimize
the chanceof droppingoneof the messagesthe proposed
schemesends,they can receive higher priority in router
queues.

Incremental DeploymentIn order for honeypot back-
propagation to reach an attack host and capture it, all
routersalong the path from the victim to the attackhost
should support the proposed scheme. Partial deploy-
mentis possibleandresultsin theconstructionof partialat-
tacktrees.In progressivehoneypotback-propagation,when
a router R detectsthat its upstreamrouter toward an at-
tack sourceis not supportinghoneypot back-propagation,
R sendsa messageto S with this information. The ac-
tion taken in this case of incomplete propagation is
policy-based. Also, redirecting traf�c destined to the
server during eachhoneypot epoch into an overlay net-
work (suchasCenterTrack [37]) of supportingrouterscan
enhancethe incrementaldeployment feature of honey-
potback-propagation.

FalsePositives If not con�gured appropriately, honeypot
back-propagationcanproducefalsepositivesin thefollow-
ing threecases:server-to-server control traf�c, a legitimate
client sharingthe sameaccessrouter with an attackhost,
and in-transit legitimate traf�c. We handleeachof these
casesas follows. First, during honeypot epochs,a server
maystill needto receive somelow-ratecontrol traf�c from
peerserversor healthmonitors,for instance.To allow this
traf�c, we setthe ratelimit in honeypot sessionsin all in-
termediateroutersto somesmallrateRmin > 0. For all ac-
cessroutersexceptthoseconnectedto peerserversor pre-
con�guredmonitors,theratelimit is 0.

Second,in thecasethatanattackerandalegitimateclient
sharethe sameaccessrouter, legitimatetraf�c will not be
blockedby thehoneypotsessionat theaccessrouter. This is
becauselegitimatetraf�c is tunneledthroughservicefront-
ends.If afront-endsharesthesameaccessrouterwith anat-
tacker, thefront-enddetectsthat its traf�c is beingdropped
andrecon�gurationstake placein thefront-endnetwork to
replacetheblockedfront-end.

Third,ascommonwith mostdistributedsystems,honey-
pot epochshave to be coordinatedbetweenthe server and
the front-ends,in order for the server to receive no legit-
imate traf�c during honeypot epochs.We assumea loose
clocksynchronizationbetweentheserverandits front-ends,
with � asthe maximumclock shift. To handlelooseclock
synchronizationandin-transitlegitimatepackets,eachhon-
eypotepochattheserverstarts� + 
 afterits scheduledtime
andends� + 
 beforeits scheduledend,where
 is large
enoughto cover the propagation delay from front-endsto
theserver.

8. Conclusion

In thispaperwepresentedhoneypotback-propagation,a
hop-by-hoptracebackdefenseagainst DDoS attackswith
spoofedsourceaddresses.In coordinationwith its legiti-
mateclientsandotherserver replicas,a server entershon-
eypot epochsat timesunpredictableto attackers.Honeypot
back-propagation makes useof the streamof pure attack
packetsprovidedto theserver duringeachhoneypot epoch
to reachand stop attackhostswithout disruptingthe op-
erationof the replicatedservice.Using simpleprobabilis-
tic analysis,we derive expressionsfor the expectedtime
to stopan attacker. With appropriateselectionof the sys-
tem parameters,we show that it takes a reasonablysmall
time to completelystopa DDoS attackgiven full network
support.Throughns-2simulations,we show thefeasibility
of thehoneypot back-propagationschemeandshow its ef-
fectivenesscomparedto the Pushbackdefense.Honeypot
back-propagation allows for incrementaldeployment,and
haslimited overheadsinceroutersonly keepstateduring
thelimited honeypotepochsandonly in thecaseof aspoof-
ing attack.
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Appendix A: Pseudo-code for the basic
and progressive honeypot back-propagation
schemes



/*data-structuresat therouter*/
Marked[] /*Marked[i ] = 1 iff ahoneypot requestmessagewassenton in-
terfacei */

ProcedureOnHoneypotEpochStart()/*executedat theserver*/
SendaHoneypotRequestmessageto next-hopaccessrouter(s)with the

server'saddress
end

ProcedureOnHoneypotEpochEnd()/*executedat theserver*/
Senda Honeypot Cancelmessageto next-hopaccessrouter(s)with the

server'saddress
end

ProcedureOnHoneypotRequest(server)/*executedateachrouter*/
Starta Honeypot Sessionanda Rate-limitingSessionwith rateRmin

for a corerouterand0 for anaccessrouterat therouter's outputinterface
towardserver

Enableinputdebuggingonall packetsdestinedto server
SetMarked[i ] to 0 for all therouter's interfaces

end

ProcedureOnHoneypotCancel(server)/*executedateachrouter*/
If notanaccessrouter(nearaclient/attacker)

Remove theHoneypotSessionfor server
SendHoneypot Cancelmessageto all interfacesi for which Marked[i ]

= 1
end

ProcedureOnPacket (destination)/*executedateachrouter*/
Checkto seeif aHoneypotSessionexistsfor destination
If noneexists,return
Using input debugging,determinethe input interfacei on which the

packetwasreceived
If (Marked[i ] == 0)

SendaHoneypotRequestmessageto next-hoprouter(if exists)at in-
terfacei

SetMarked[i ] to 1
Excludeinterfacei from theinputdebuggingprocess

Determinewhetheror not to drop the packet accordingto the rate-
limiting (ratelimit setin ProcedureOnHoneypotRequest())
end

Figure 11. Pseudo-code for the basic hone y-
pot back-pr opagation scheme.

/*data-structuresat theserver*/
IntermediateRouters[]/*a list of intermediateroutersin the attacktreeat
whichback-propagationhasstopped.Eachlist entryhas:*/
R /*the router address*/,tR /*an estimateof the time it takes to reach
the intermediate router*/, r ep /*the number of consecutive honey-
pot epochstheentryappearedin thelist*/, andcur r ent /*a ¯agto deter-
mineif theentrywasreceivedin thelasthoneypotepoch*/

/*data-structuresat therouter*/
Marked[] /*Marked[i ] = 1 iff ahoneypot requestmessagewassenton in-
terfacei */
RequestSent/*a ¯agto determinewhethertherouterhassentarequestup-
streamor not*/

ProcedureOnHoneypotEpochStart() /*executedat theserver*/
Remove all entrieswith a cur r ent valueof 0 or a r ep valuegreater

thansomethreshold�
For eachrouterR in theIntermediateRouterslist, senda HoneypotRe-

questmessagewith theserver'saddressto R t R secondsbeforetheepoch
starts

SendaHoneypotRequestmessageto next-hopaccessrouter(s)with the
server'saddress
end

Procedure OnHoneypotEpochEnd () is the same as in the basic
scheme

ProcedureOnHoneypotCancel(server)/*executedateachrouter*/
If notanaccessrouter(nearaclient/attacker)

If (RequestSent== 0 )
Sendan IntermediateRouterMessageto serverwith the router's

addressanda timestampwith thecurrenttime
Remove theHoneypotSessionfor server

SendHoneypot Cancelmessageto all interfacesi for which Marked[i ]
= 1
end

ProcedureOnHoneypotRequest(server)/*executedateachrouter*/
Starta Honeypot Sessionanda Rate-limitingSessionwith rateRmin

for a corerouterand0 for anaccessrouterat therouter's outputinterface
o towardserver

Enableinputdebuggingonall packetsdestinedto server
SetMarked[i ] to 0 for all therouter's interfaces
SetRequestSentto 0

end

ProcedureOnIntermediateRouterMessage(R, TimeStamp)/*executedat
theserver*/

If theIntermediateRouterlist hasanentryfor R
incrementtheentry's r ep ®eld

else
addanentryfor R

setcur r ent to 1
settR to (Now - TimeStamp)

end

ProcedureOnPacket (destination)/*executedateachrouter*/
Checkto seeif aHoneypotSessionexistsfor destination
If noneexists,return
Using input debugging,determinethe input interfacei on which the

packetwasreceived
If (Marked[i ] == 0)

SendaHoneypotRequestmessageto next-hoprouter(if exists)at in-
terfacei

SetMarked[i ] to 1
Excludeinterfacei from theinputdebuggingprocess
SetRequestSentto 1

Determinewhetheror not to drop the packet accordingto the rate-
limiting (ratelimit setin ProcedureOnHoneypotRequest())
end

Figure 12. Pseudo-code for the progressive
hone ypot back-pr opagation scheme.


