CS 1652 Midterm

Fall 2001

Name _______________________________________

Instructions:

1. The exam is closed booked, closed notes.

2. You may not use a calculator.

3. All questions refer to the Kurose and Ross textbook. For example, for the purposes of this test, assume Kurose and Ross explanation of the TCP congestion control heuristics for any question dealing with congestion control.

4. Answer on the exam sheet in the space provided.

5. The test is probably long, don’t dawdle.

6. Get to the point quickly in your answers.

1.  (6 points )  List the layers in the Internet protocol stack from top to bottom.

2. (6 points) Define “flow control” and briefly explain how TCP implements flow control.

3. (3 points) Consider the TCP connection establishment protocol?

a. How many segments are sent?

b. Which of these segments are client initiated?

c. In the first segment, which flag bits are set? 

4. (4 points) Consider hosts A and B communicating over a TCP connection. Assume unrealistically that the initial sequence number for each  of A and B is 0. Assume that all segments sent between A and B have 20 byte headers. A sends B a segment with a 20 byte payload, B responds with a segment with a 30 byte payload and then another segment with a 40 byte payload, and finally A responds with a segment with a 50 byte payload. Give the value of the sequence number field and acknowledgement number fields for each segment.

5. (2 points) Consider the Alternating-Bit protocol. Assume that the receiver is expecting a segment with sequence number 0, but instead the receiver receives a segment with sequence number 1. What response does the receiver give?

6. (5 points) Does the Alternating-Bit protocol guarantee in order reliable transfer if the underlying network can reorder segments? Justify your answer.

7. (5 points) Consider the following application layer protocols: FTP, SMTP, FTP,  POP3, IMAP, HTTP 1.0, HTTP 1.1 and DNS.
a. The letter “P” in each acronym denotes what word?
b. Which protocols are directly related to electronic mail?
c. Which protocols are stateless?
d. Which protocols control information “out of band”?
e. Which protocols are generally run over UDP? 
8. (6 points) Fill in the following table showing the congestion window size for TCP Reno assuming that the initial threshold is 8 and that a loss event will occur when the window size is 14. Recall that TCP Reno employs the fast recovery mechanism that skips slow start after a loss event.

[image: image1.jpg]Gongestbn window {in segments)

<.I.s4>u\

SRy

©
T 1

I O - ]

L1 L1 | L 1 L |

I
T 2

L
3

4

5 6 7 8 9 10 1112 13 14 15

Mumber of fransmissions




9. (3 points) SMTP is an ASCII based protocol. Give one good reason why SMTP needs to MIME encode ASCII files when transmitting them via SMTP.

10. (4 points) In the following example execution of the DNS protocol, state which records are returned on 3, 6, 7 and 8. In your answers use IP(hostname) to denote the IP address of the host hostname. Recall that the 4 types of DNS records are A, NS, CNAME, and MX.
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11. (3 points) Consider TCP congestion control. Assume we have a round trip time RTT of 2 seconds. Assume that the segment size is 1 kilobyte. Assume that the bandwidth of the connection is 100 kilobits per second.  What is the smallest window size for which there will be no stalling? Show your work.

12. (3 points) Consider two hosts A and B connected by a single link of rate C  bits per second. Suppose that the two hosts are separated by d meters. Suppose that the speed of communication on the link is s meters per second. Host A has to send to B a packet of size K bits. 

a. What is the propagation delay in terms of C, d, s, and K?

b. What is the transmission delay in terms of C, d, s, and K?

c. What is the end to end delay in terms of C, d, s, and K?

13.  (3 points) Assume that you have 3 long lived TCP connections over a single bottleneck link with bandwidth R. The average (over a long time) bandwidth that each connection receives should be about how much? 

14.  (3 points) Give the 4-bit checksum of the following message: 00101100111100001110

15.  (8 points) Assume that you have a base html file with 30 embedded images that is requested by a client. Assume that the base file and all of the images are small enough to fit within one TCP segment. How many round trips are required to retrieve the base file and the images under the following settings? Assume that the round trip times dominate all other times.

a. HTTP 1.0 with no parallel connections

b. HTTP 1.0 with up to 10 parallel connections

c. HTTP 1.1. with no pipelining

d. HTTP 1.1. with pipelining

16. (3 points) Explain in one sentence the difference between a ServerSocket and a Socket in Java?

17.  (4 points) What are the 4 fields in the header of a UDP segment?

18.  (3 points) Assume that a TCP process A first measures the actual round trip time to another TCP process to be 30 ms, and A thus sets its estimated round trip time to be 30 ms. The next actual round trip time that A sees is 60 ms. In response A increases its estimated round trip to 50 ms. The next actual round trip time that A sees is 40 ms. What is the next estimated round trip computed by A? Justify your answer.

19. (3 points) Explain in one sentence the basic idea of how ATM achieves congestion control.

20. (2 points) What is the maximum number of hosts in the network 123.0.0.0/21?

21. (4 points) Assume that circles in the following picture are routers and squares are hosts. How many networks are in this picture (in the IP addressing sense) ? Circle each network to justify your answer.













22.  (6 points) Consider the following network N running a distance vector protocol.  We are only interested in the shortest routes to the node S.
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a. Assume that the cost of the edge AB increases to 20. Show how the routing information changes at nodes B and C if poisoned reverse is not used.

b. Assume that the cost of the edge AB increases to 20. Show how the routing information changes at nodes B and C if poisoned reverse is used.

23.  (4 points) Consider the routing protocols RIP, OSPF, and BGP.

a. Which routing protocols are primarily intra-AS protocols?

b. Which protocols are path vector protocols? 

c. Which protocols use UDP to manage the routing tables?  

d. Which protocols use strictly hop count as the cost of a path?

24.  (2 points) How many header fields in IPv4 deal with fragmentation? 

25.  (4 points) State two modifications of IPv6, from the IPv4, that allow a router to process a packet quicker.

26.  (4 points) Assume that you have a route A, B, C, D, E at the network level. A and E understand IPv4 and Ipv6. But B, C, and D are legacy IPv4 routers. A wants to route a pack to E. On potential difficulty with the tunneling solution to the problem is that the host has to figure out that an IPv6 packet is encapsulated within the IPv4 packet. Give a reasonable solution to this difficulty.

27. (8 points) Assume that you are a company that owns your own network. You want to implement your own proprietary TCP transport protocol with the following exception. You wish for each user u to pay for a level Lu of service from 1 (not so good) to 100 (best).  Each transport layer connection inherits the level of service of the initiator of the connection. You want your transport layer service to have the following property. If there are many transport connections over a single link, you would like each connection to get a fraction of the bandwidth of the link proportional to the level of service. So for example if you have 4 connections that have level of service 1, 12, 4, and 14 over a link of bandwidth R, then ratio of the average bandwidth given to the second connection divided by the average bandwidth given to the fourth connection should be approximately 12/14. Explain how to modify the TCP congestion control protocol so that this property is achieved.

