CS 1652 Midterm

Fall 2002

Name  Kirk Pruhs

Instructions:

1. The exam is closed booked, closed notes.

2. You may not use a calculator.

3. All questions refer to the Kurose and Ross textbook. Answer on the exam sheet in the space provided.

4. Get to the point quickly in your answers.

1. (6 points )  List the layers in the Internet protocol stack from top to bottom.

Application

Transport

Network

Data Link

Physical

2. (3 points) Consider the standard email protocols SMTP, POP and IMAP. Consider an email message from A’s user interface, to A’s mail server, to B’s mail server,  to person B’s user interface.

a. List the protocols that might reasonably be used in the first hop.

SMTP

b. List the protocols that might reasonably be used in the second hop.

SMTP

c. List the protocols that might reasonably be used in the third hop.

POP or IMAP

3. (2 points) You have a 1 kilometer fiber optic link between A and B with bandwidth 1 megabit per second. Information on this link travels at the speed of light, which is 3*10^8 meters per second. A sends a 1 kilobye packet to B. 

a. Give an expression for the propagation delay.

1000 meters/(3*10^8 meters/second)

b. Give an expression for the transmission delay.

(8*1 Kbits)/(1000 Kbits/second)

4. (2 points) Draw a graph showing the expected queuing delay at a router as a function of the average arrival rate. Put the arrival rate on the x axis and the average delay on the y access. Concentrate on the shape of the curve.

See figure 1.19 from the text

5. (2 points) Consider the standard email protocols and http.

a. Why do email protocols require MIME?

SMTP using 8 bit ASCII where the higher order bit is fixed to 0

b. Why isn’t something like MIME required for HTTP?

HTTP allows arbitrary encoding of data

6. (3 points) For each of the following peer to peer systems give a one sentence explanation how each of the following peer to peers systems determine the location of a requested file, and the worst case number of message required.

a. Napster

There is a central server that knows the location of all files thus 2 messages are sufficient.

b. Gnutella

Flooding, which requires a linear number of messages.

c. Chord

Consistent hashing, which requires logarithmic number of messages

7. (3 points) Assume that TCP has to demultiplex a message sent from A to B.

a. Does demultiplexing happen at A or B?

B

b. Where does TCP get the information required to demultiplex?

TCP segment header

c. What information does TCP need to demultiplex?

Destination port number

8. (4 points) Consider the Alternating Bit protocol.

a. Assume that that last packet that the sender sent was a 0 packet. It then receives a ACK 1 message. What does the sender do in response?

Nothing.

b. Assume that the receiver expects a 0 packet. But instead receives a 1 packet. How does the receiver respond?

ACK 1

9. (4points) Consider the TCP protocol.

a. What is the purpose of the receive window? That is, explain what problem it is aimed toward fixing.

Flow control, that is the receiver buffer should not overflow.

b. Who sets the receiver window, the sender or the receiver?

receiver

c. How does the other entity respond to this setting of the receive window?

The sender makes sure that the number of sent but unacknowledged bytes is at most the receive window

10. (8 points) Consider the TCP Reno protocol.

a. What are the two possible loss events for TCP Reno?

Time-out and triplicate ACK

b. How does TCP Reno change the congestion window in response to each of these types of loss events? Assume that the congestion window is of size X segments just prior to the loss event at time t. Assume X is quite large. Give the size of the congestion window at times t, t + RTT, t + 2RTT, for each possible loss event. Here RTT is the round trip time.

After a time-out: 1, 2, 4

After a triplicate ACK: X/2, X/2+1, X/2 +2

11. (2 points) What is the one service/guarantee that UDP provides to application layer protocols?

Error detection

12. (4 points) Assume that a TCP process A first measures the actual round trip time to another TCP process to be 30 ms, and A thus sets its estimated round trip time to be 30 ms. The next actual round trip time that A sees is 90 ms. In response A increases its estimated round trip to 70 ms. The next actual round trip time that A sees is 50 ms. What is the next estimated round trip computed by A? Justify your answer.

70= alpha * 30 + (1-alpha)90

Thus alpha=1/3

Then next estimated round trip is (1/3)70 + (2/3)50=56.7

13.  (5 points) In the following scenario plot lambda_out as a function of lambda_in’. Assume that no unnecessary retransmissions occur. Make the same idealized assumptions as in the book and classroom discussions.
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Some like figure 3.45 b. lambda_out = lambda_in’ for low lambda_in’.

For lambda_in’ >= R/2, lambda_out should be something like R/4.

Here R is the throughput of the router.

14. (4 points) Recall that the  traceroute protocol gives three separate traces for a route from host A to host B. Assume that each trace follows the same 10 hop route, and that each hop takes 1 millisecond. How long would each trace take? Show you work. You need not algebraically simplify your answer.

2(1 + 2 + 3 + …. + 10)

15. (2 points) Briefly state what the bootstrapping problem is in context of a peer to peer network.

Find the IP address of some/any participating node/process. 

16. (10 points) Consider that a browser on host A wants to retrieve a html document D, and an embedded image I, on a host B. Assume that A does not initially know the IP address of B, but A’s local name server S does know B’s IP address. Assume that the browser on A uses HTTP/1.0. Show the chronological sequence of transport layer segments (TCP, or UDP) sent and the application layer data type (DNS or HTTP) included by filling in the following table. Also state when any of the SYN, FIN and/or ACK bits in the TCP header are set.

	Source
	Destination
	Transport 

Layer

Protocol
	Application

Layer

Protocol

	A
	S
	UDP
	DNS

	S
	A
	UDP
	DNS

	A
	B
	TCP SYN=1
	

	B
	A
	TCP SYN=ACK=1
	

	A
	B
	TCP ACK=1
	HTTP

	B
	A
	TCP
	HTTP

	A
	B
	TCP FIN=1
	

	B
	A
	TCP FIN=ACK=1
	

	A
	B
	TCP ACK=1
	

	A
	B
	TCP SYN=1
	

	B
	A
	TCP SYN=ACK=1
	

	A
	B
	TCP ACK=1
	HTTP

	B
	A
	TCP
	HTTP

	A
	B
	TCP FIN=1
	

	B
	A
	TCP FIN=ACK=1
	

	A
	B
	TCP ACK=1
	

	
	
	
	

	
	
	
	

	
	
	
	


17. (10 points) Assume that a host A wants to get a web page www.acme.com/index.html and its 1 embedded image akakmai.acme.com/pict.jpg. The company acme.com uses a content delivery network (CDN). Assume that A’s local name server knows the IP address for www.acme.com. Assume that neither A’s name server or acme.com’s name server ever has to use a root server. Give a sequence of arrows showing the application layer messages. Label each arrow with its sequence number, e.g. the first application layer message is number 1, and with the application layer protocol (HTTP, or DNS) that is used. Assume unrealistically that the CDN has only one name server.




8 DNS


7 DNS

9 DNS

3 HTTP
4 HTTP


6 DNS


1 DNS


2 DNS


5 DNS                             11 HTTP



10 DNS

12 HTTP

18. (5 points) Consider TCP congestion control. Assume we have a round trip time RTT of 4 seconds. Assume that the segment size is 3 kilobyte. Assume that the bandwidth of the connection is 500 kilobits per second.  What is the smallest window size for which there will be no stalling? Show your work.

WS/R > RTT + S/R. By substitution,

W * 3 * 8/500 > 3*8/500 + 4.

Solving for W gives W = 84 segments

19. (9 points) Here we consider TCP Reno connections through a bottleneck router. Assume that capacity of the router measured in TCP segments is R, where R is quite large. 

a. Assume that you have only one TCP connection. What will be the approximate average long term throughput for this connection as a function of R?

3R/4

b. Assume that you have 2 TCP connections with equal round trip times. What will be the approximate average long term throughput for each connection?

(R/2)(3/4)

c. You have 3 TCP connections A, B, and C with round trip times 1, 2, and 3 respectively. What will be the approximate average long term throughput for each connection?

Let X be A’s share of the bandwidth. Then B’s share is X/2 and C’s share is X/3. Hence X + X/2 + X/3 = R. Therefore X=6R/11. Now taking multiplicative decrease into account, we get an answer of (3/4)(6R/11)

20.  (12 points) We consider a Java implementation of a chat server. Below is a server program that waits on 25 pre-defined ports, 7000 to 7024, by assigning a thread to each port. On receipt of a single line client message, a server thread sends the message out to all the clients that are listening. An active list is maintained as a vector, this list is added to every time a client joins and is removed from when a client disconnects. 

a. Fill in code for the main function that launches the threads. 

b. Then modify rcv_msg function in the following ways.  Hint: You can accomplish this by inserting lines at the appropriate place in the following code.

i. When a client types a message “logout”, the corresponding thread should close the connection to that client. The thread should then wait until another client tries to connect on that socket. 

ii. Allow the client to input multiple lines. For example, a client might want to reply to a message sent by another client.

import java.io.*;

import java.net.*;

import java.util.*;

public class chat_server

{

  public static class rcvMsg implements Runnable

  {ServerSocket skt; // server socket to accept connection on

    String inMsg; // string to get the message from the socket

    int port; // the port that the socket is listening on

    Vector sockList; // vector to hold all the connected clients

    public rcvMsg (int port, ServerSocket skt, Vector sockList)

    {this.port = port;

     this.skt = skt;

     this.sockList = sockList;}

    public void run ()

    {

      while (true)

      {

        try

        {

  
  rcv_msg (); // the main function doing the bulk of the work

        }

        catch (Exception e)

        {

 
  e.printStackTrace ();

        }

      }

    }

    public void rcv_msg () throws Exception

    {

      Socket s = null;

While (1)

{

      try{s = skt.accept ();


sockList.addElement ((Object) s);      }

      catch (Exception e){


e.printStackTrace ();


System.exit (0);}

      BufferedReader inMsg = new BufferedReader

                (new InputStreamReader (s.getInputStream()));

      String msg = inMsg.readLine (); 

If msg==`logout’ then sockList remove(i)

Else{

      for (int i = 0; i < sockList.size(); i++)

      {Socket ss = (Socket) sockList.get (i);

      DataOutputStream os = new DataOutputStream (ss.getOutputStream());


try{os.writeBytes (msg + "\n
}


catch (IOException e) // happens when socket is closed


{sockList.remove (i); }

}

      }

}

    }

  }

  public static void main (String arg[]) throws Exception

  {

    int port = 7000; 

    Vector sockList = new Vector (1, 1); // global vector to hold active list

// FILL IN CODE BELOW TO LAUNCH THE 25 THREADS

for (int i = 1; i < 26; i++)

    {

      ServerSocket skt = new ServerSocket (port + i);

      rcvMsg rm = new rcvMsg (port + i, skt, sockList);

      Thread t = new Thread (rm);

      t.start ();

    }

    }

  }

}
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